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Do we think Security?



Single Purpose Container

Triggers: email, log, apigw, mqtt, file, auhth, etc.

Ephemeral Data: /tmp

Source Code: /var/task/
              and /proc/1/cwd/

Environment vars (+keys): env | /proc/1/environ



OWASP Serverless Top 10

● Current project state: 

○ Interpretation of Top 10

○ Open Data Call: http://tiny.cc/serverless  

● Goal: Serverless-tailored Top 10

http://tiny.cc/serverless


A1:2017 Injection

● Multiple, uncontrolled entry points
● Traditional injections (cmdi, no/sqli, etc)
● Per-language Code Injection
● New Injections (MQTT, Email, Pub/Sub)
● Depends on the vulnerable function permissions



Before After



Demo



A2:2017 Broken Authentication

● Functions are Stateless 
● Multiple entry points, services, events and triggers
● No continuous flow 



Demo



Internal function, exposed to attacker via SES



A3:2017 Sensitive Data Exposure

● Same as any other cloud-based data
● Common serverless scenarios:

○ Data under /tmp
○ Sensitive data in environment variable
○ Sensitive data in an open bucket
○ Source code is also in the environment



Stealing function keys



Stealing function keys



Demo



A4:2017 XML External Entity

● Insecure way of parsing XML files by the serverless 
function 

● The exploitability may not always be fruitful
○ function may sit in VPC
○ built-in libraries are secured



Serverless XXE attack



XXE in CloudWatch Logs



A5:2017 Broken Access Control

● Over privileged functions
● Impact of other vulnerabilities depends on the 

permission given to the function
○ In extreme cases - full cloud account takeover



var s3 = new AWS.S3({apiVersion: '2006-03-01'});
var params = {Bucket: 'myBucket', Key: imageFileName};
var file = require('fs').createWriteStream('/tmp/file.jpg');
s3.getObject(params).createReadStream().pipe(file);

{
  "Version": "2012-10-17",
  "Statement": [{
    "Effect": "Allow",
    "Action": ["s3:*"],
    "Resource":
      ["arn:aws:s3:::*"]
  }]
}

Security???

{
  "Version": "2012-10-17",
  "Statement": [{
    "Effect": "Allow",
    "Action": ["s3:*"],
    "Resource":  
["arn:aws:s3:::myBucket/*"]
  }]
}

Of course I care about security

{
  "Version": "2012-10-17",
  "Statement": [{
    "Effect": "Allow",
    "Action": 
["s3:GetObject"],
    "Resource":
["arn:aws:s3:::myBucket/*"]
  }]
}

Least privilege*
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A6:2017 Security Misconfiguration

● Not just the function but how the function interacts with 
the environment

● Complexity increases security misconfiguration 
○ 1000 functions, each requires different permission

● Can lead to DoS/timeouts 



A7:2017 Cross-Site Scripting

More incoming entry points - MQTT, SES, SNS



A8:2017 Insecure Deserialization

● Common in Python and NodeJS, but also affects 
Java and dot.net

● Mostly introduced due to insecure use of 3rd party 
libraries





A9:2017 Vulnerable Dependencies

● Using dependencies which are insecure
● Very common
● Functions may have 100 lines of code, but they bring 

everything with them



A10:2017 Insufficient Logging & Monitoring

● More difficult than traditional web applications
● We don’t own the infrastructure - where to deploy?
● Logs exist, but we need to know how and what to 

extract. 
● Even if we do:

○ with 1M invocations  - how can we learn anything?



Stateless & Ephemeral



Other Risks to Consider

DoW / DoS

Execution Flow Manipulation

Insecure Shared Space

Insecure Secret Management



serverless.fail
https://github.com/owasp/dvsa 

@DVSAowasp

http://www.protego.io/resources
https://github.com/owasp/dvsa
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