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Agenda

• Motivation

• Existing solution(s)

• intents.fuzzinozer – Intent fuzzing module for 
Drozer

• SHOW time







Intent?  Fuzzing?

Intent intent = new Intent(Intent.ACTION_SEND);

intent.setType(“text/plain”);

intent.putExtra(android.content.Intent.EXTRA_TEXT, “Hello!”);

startActivity(intent); 



Existing tools - intent_fuzzer
module arhitecture



Drozer



Drozer module

A Drozer module must define the following:

• name (a headline name that describes the module’s purpose)

• description (a longer description of what the module does)

• examples (a few examples of common usage patterns)

• author (the name of the module author, or an array of names)

• date (the date on which the module was last updated)

• license (the license under which this module is released)

• path (an array that describes the namespace of the module)



Fuzzinozer

class Fuzzinozer(Module,common.PackageManager):

'''

Intent_fuzzing module class

'''

name = "fuzzinozer"

description = "Android intent fuzzing module"

examples = ""

author = "Popescu Cristina Stefania"

date = "2015-10-08"

license = "3 clause BSD"

path = ["intents"]

def add_arguments(self, parser):

parser.add_argument("--package_name", help="specify name of package to test ")

parser.add_argument("--test_all", action='store_true', help="test all packages")

parser.add_argument("--broadcast_intent", action='store_true', help="send broadcast ... ")

parser.add_argument("--fuzzing_intent", action='store_true', help="send intent with ...")

parser.add_argument("--complete_test", action='store_true', help="test with all ...")

parser.add_argument("--select_fuzz_parameters", help="give the parameters you want ...")

parser.add_argument("--run_seed", help="select the seed file you want to run")

parser.add_argument("--device", help="used only for automated tests")

parser.add_argument("--template_fuzz_parameters_number", help="give the number of ...")

parser.add_argument("--dos_attack", help="give the number of intents you want to test")

def execute(self, arguments):



How it works





Fuzzinozer running example

dz> run intents.fuzzinozer --fuzzing_intent --package_name

com.google.android.gms –-template_fuzz_parameters_number 6

dz> run intents.fuzzinozer –-complete_test –-package_name

com.google.android.gms

dz> run intents.fuzzinozer –-run_seed

seedfile_com.google.android.gms_NullPointerException.txt

dz> run intents.fuzzinozer -–broadcast_intent –-package_name

com.google.android.gms

$ drozer console connect –c “run intents.fuzzinozer –-

broadcast_intent –-test_all“



Results
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Did it crash?

javaClassNotFoundException

javaNullPointerException

DoS attack

IllegalArgumentException

SecurityException

ClassCastException

IllegalStateException

ClassCastExceptionNumberFormatException



https://github.com/fuzzing


