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In brief

What is BSides Las Vegas

• nonprofit organization

• annual, two-day conference 

• for security practitioners and those 

interested in (or looking to) enter the 

field.

• Most videos can be found here: 

https://www.bsideslv.org/streams/ 
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Enterprise Overflow: How Breached Credentials 
Impact Us All

• If identity is the new perimeter, it is also the new 
battleground. Each new breach of credential data leads 
to a ripple effect of identity theft and fraud across 
enterprises, regardless of industry. A single leaked 
password from an obscure forum can result in the full 
compromise of enterprises today. Every week brings a 
new dump of passwords to add to the conveniently 
packaged and widely distributed combolists that feed 
wide-scale credential-based attacks.

• https://www.youtube.com/watch?v=xJgUdNfWbE4&trk
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Add a little CHAOS to your USB drive

• If you’ve never thought USB devices could become even less trustworthy, then 
this is the talk for you. We already know USB devices might try to automatically 
run code when connected, or act like a hyperactive keyboard and mouse, or 
attempt to physically destroy the host, or masquerade as an innocent 
charging/data cable. But it can, actually, get worse. Say hello to the Loki Drive, a 
USB drive with just a little too much chaotic energy. I’ll demonstrate how a USB 
mass storage device can change the storage it presents to the host computer 
based on a set of user-defined conditions. On the offensive side this can be 
used to circumvent USB scanning procedures and on the defensive side this can 
be used to store private files that will be undetectable without time-consuming 
analysis. 
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Hidden Networks Pivoting: Redefining DNS 
Rebinding Attack (ReDTunnel)

• Infiltrating into internal networks by targeting people into visiting malicious 
websites is still being used by attackers. However, as the modern browsers are 
being automatically patched and endpoint protection improves, depending on 
either a browser 0day or the victim to click and deploy a malware on his 
machine narrows down attacker’s opportunities. But did you ever wonder how 
could someone obtain access to internal network by only relying on the victim’s 
browser as the main weapon?

• In this talk, we will propose an attack concept that brings a whole new attack 
surface to infiltrate internal networks. The attack will work even on the latest 
patched browsers and without deploying any malware. By combining and 
advancing existing concepts of JavaScript reconnaissance techniques and DNS 
rebinding attacks, internal applications could be now exposed to the outside 
world while going unnoticed.

https://www.scorpiones.io/articles/redtunnel-redefining-dns-rebinding-attack
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Exploiting Windows Group Policy for 
Reconnaissance and Attack

• In this talk, Group Policy expert Darren Mar-Elia (a.k.a. the GPOGUY) looks at 
Active Directory Group Policy from an attacker’s perspective, illustrating 
techniques that can be leveraged to gain insight into an organization’s Windows 
security posture, privileged use and opportunities for compromise. He’ll start by 
explaining how GP works under the covers, then dig into tools and techniques 
you can use to take advantage of GP’s “readability” to map out how an 
organized has deployed security hardening and privileged access, including how 
you can specifically identify admin tiering and work around it. Then Darren will 
dig deep into the bowels of GP to show several approaches to exploiting Group 
Policy, including linking exploits, write-permission/settings abuse, GPT 
redirection, external paths abuse and some newly documented ideas for 
abusing GP processing at the client to run arbitrary code. He’ll finish up by 
presenting some defensive techniques that can be used to harden GP against 
this kind of abuse
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• DEF CON is one of the world's largest 
hacker conventions 30.000 people

• Held annually in Las Vegas, Nevada. 

• For computer security professionals, 
journalists, lawyers, federal government 
employees, security researchers, 
students, and hackers with a general 
interest in software, computer 
architecture, hardware modification, and 
anything else that can be "hacked”.

• Some presentation can be found here: 
https://defcon.org/ 
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Defcon Bagde
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What is new / 
different?

• Villages

• Venue

• Number af participants

• Type of participants
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I Know What You Did Last 
Summer: 3 Years of 
Wireless Monitoring at DEF 
CON

Many people spread a lot of fear, 
uncertainty and doubt about the 
wireless environments during DEF CON. 
This presentation aims to bring some 
clarity to what is really happening in the 
airwaves during one of the largest 
hacker conferences in the world. 
d4rkm4tter (Mike Spicer)



Adventures In Smart Buttplug Penetration 
(testing)

Analysts believe there are currently on the order of 10 billions Internet of Things (IoT) 
devices out in the wild. Sometimes, these devices find their way up people's butts: as it 
turns out, cheap and low-power radio-connected chips aren't just great for home 
automation - they're also changing the way we interact with sex toys. In this talk, we'll dive 
into the world of teledildonics and see how connected buttplugs' security holds up against 
a vaguely motivated attacker, finding and exploiting vulnerabilities at every level of the 
stack, ultimately allowing us to compromise these toys and the devices they connect to.

https://www.youtube.com/watch?v=CsQ2VWEfduM
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Hacking Congress: The 
Enemy Of My Enemy Is 
My Friend
A SIMULATED crisis is unfolding on a 
national scale, based loosely on the 
NotPetya attack of 2017. Triggered by a 
yet-unknown adversary, what started as 
a an isolated technical issue has quickly 
escalated into a society-wide event 
affecting millions of citizens, several 
industries, and spanning government 
jurisdictions. Who is in charge, how do 
they cooperate with others, and how do 
they make decisions



Why You Should Fear Your “mundane” Office 
Equipment

The security of common 
enterprise infrastructure devices 
such as desktops and laptops has 
advanced over the years through 
incremental improvements in 
operating system and endpoint 
security. However, security 
controls for network devices such 
as enterprise printers are often 
ignored and thus present a 
greater potential for exploitation 
and compromise by threat actors 
seeking to gain a persistent 
foothold on target organizations.



SKYTALK – Let’s talk about WAF (Bypass) Baby
Baby Brett Gravois @Security_Panda

(http://www.irongeek.com/i.php?page=videos/nolacon2019/nolacon-2019-c-10-
lets-talk-about-waf-bypass-baby-brett-gravois)



Say Cheese - How I Ransomwared Your DSLR 
Camera

• It's a nice sunny day on your vacation, the views are stunning, and like on any 
other day you take out your DSLR camera and start taking pictures. Sounds 
magical right? But when you get back to your hotel the real shock hits you: 
someone infected your camera with ransomware! All your images are 
encrypted, and the camera is locked.
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I'm In Your Cloud... Pwning Your Azure 
Environement

• We start with becoming Domain Admin by 
compromising Azure AD Sync, sync 
vulnerabilities that allow for Azure admin 
account takeover and insecure Single Sign On 
configurations. Up next is cloud roles and 
privileges, backdooring Azure AD with service 
accounts, escalating privileges as limited 
admin and getting past MFA without touching 
someone's phone. 
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Hack the elevator
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