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* About Me
* Hello.
| am an IT Security fanatic.

* 6 years of hands on IT Security(penetration
testing, physical security, threat hunting,
security audits, etc.)

* |T Security masters student
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Mass-analyzing: The Romanian IT landscape
e Whydoit?
* From a defensive point of view:

— to see how many systems are vulnerable to the
latest and greatest exploits (Practical)

— Survey SSL certificates in use in Romania
(Practical)

— To see how many users are affected by vulnerable
routers (I am looking at you D-Link)
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Mass-analyzing: The Romanian IT landscape
e Whydoit?
* From an offensive point of view:

— to see how many systems can be weaponized to
perform DDoS attacks (Theoretical)

— To see how easy we can compromise systems
(Theoretical)

— To find out if we can exfiltrate information (Think
databases — Still theoretical)
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* Why do it ? — From my point of view
e Because it’s fun & informative

* Because it’s a wide scope so there is a big
chance to have something vulnerable

* Because of the legal challenges
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Mass-analyzing: The Romanian IT landscape

e Getting down to business: Vulnerable systems.
* Number of assets scanned by third parties: 1,600,727

 Number of assets that have Windows XP ( directly connected to the
internet ) : 721. Bucharest has 59 of these assets . Global Number of XP

assets: 292,536
On a national scale these XP systems are used as:

 Web Servers ( 38 — 1IS web server, 19 — Apache web
server )

* VNC 13 instances found
* TeamViewer — 6 instances
* MySQL - 6 Instances

MSO08-67 Critical Vulnerability that can allow remote command execution
could affect these systems ( Not tested just an assumption )
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 SSL Certificates ( Port 443 only implementation )

 Total number of assets: 119026

— SSLv2:59,461
— SSL v1: 28
— TLSv1.2: 59,537

* Unfortunately all the proper implementations of SSL (
TLSv1.2 ) had backwards compatibility meaning they allow
connection on weak or deprecated encryption cyphers.
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e SSL Certificates: Heartbleed
e Number of Heartbleed vulnerable assets in Romania : 819

e HTTPS -660 Victims of Heartbleed in
Romania are : National Institutions, City Halls,

e cPannel / WHM +SSL - 67 Hosting providers
that have VMware ESXi externally facing

e WebMin - 36 OpenVPN servers that are
unpatched

e HTTPS(port 8080) - 18 Gateways Firewalls that

have SSL enabled and are vulnerable
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Mass-analyzing: The Romanian IT landscape
* D Link Routers
1,997 D Link routers in Romania

Just the Facts

* Vulnerable routers: 511 were y o &
: o : 932L
identified as having vulnerable ~ *1%%%% LUsa Des-932
firmware installed on them S

1.01VGb57 : 40

2.12:56

— 2.10:245
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* Getting Offensive: DDoS Attacks 1,prs. ﬁDoS Attack
 Romanian Webcams: ~3000 ( most of ] £
them with default administrative
credentials or even worse with no password

 Why stop there: 4,995 NTP Servers that could be used in an
NTP DDoS attack

* Dream Box TV set tops : 188

And many other IoT devices that are “vulnerable by
design” .
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Shodan 'shoda

D 684.8 TB of data exposed by publicly
accessible MongoDB instances: buff.ly

[1QIF41t

i) il
IS T
il il _.:-.'.....l.“..*_i.._?

{ \‘!' A




Mass=analyzing: The Romanian

IT landscape
OWASP

The Open Web Application Security Project

MongoDB Server Information

I} Romania 16_0 {
Details

matrics”: {

GB

"getlastError”: {

"wtime":
num”: @,
Database Name Size totalMillis": @
learm 5.8 GB "wtimeouts": @
- a0 IR b — i -
K oM queryExecutor”: |
"scannad”: 159938376
admin 1 byt

MongolB Server Information
I Romaniz v process”! "mongod”,

Petls GB | Databases pid: 1752,

connections™: {
"current”: 1,
[atabase Name Size "available”: 19999
1.
CeMongoWsLog20160T04  208.0 MB lacks": {
42 "(weMongolsLog 28166883 : {
"debug": false, . - .
time&cquirineMicros": |
"compilerFlags™: "-Wno-unused-local-typedefs -wWnon-virtual-dtor -wWoverloaded-virtual -fPIC -fno-strict-aliasing -gedb -pthread -wall -Wsign-compa LIMERCQUIrIngricras
re -Wno-unknown-pragmas -wWinvalid-pch -Werror -pipe -fno-builtin-memcmp -03°, rt 323973,
"maxBsonObjectSize™: 16777218, w': 468
"sysInfo": "Linux orlo 3.2.8-58-generic #88-Ubuntu SMP Tue Dec 3 17:37:58 UTC 2813 x86_s4 BOOST_LIB_VERSION=1_54",
"loaderflags™: "-fPIC -pthread -rdynamic®,

"allocator": "tcmalloc"

}.‘

AN VS LD 100 WD LD D
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HITP/1.0 200 OK

Server: Camera Web Server/1.9

Auther: ven Wu

MIME-ve

Bl Romanis, Rasnov

Details Cache-Control:
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.- INT Strepam oy "y 1 )
v UBNT Streaming Server v1.2

Il Romanis, Buzsu
Details

Public: DESCRIBE, SETUP, TEARDOWN, PLAY
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RISP/1.0 2080 OK

CSeq: 1
Server: UBNI

Streaming Server v1.2

II Romania
Details

Public: DESCRIBE, SETUF, TEARDOWN, PLAY
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_ 255.255 LEN=141 TOS-8x88 PREC-8x88 TTL-=64 1D=8 DF PROTO=UDP SPT=38924 DPT-=5678 LEN= 1"1

3167688 .1897781 Firewall: *TCP_IN Blocked» IN=ethl OUT= MAC=fa:16:3e:95:71:32:d4:ca:bd:ae :78:88:88 SRC=71.6.146.186 DST=5.154
.188.72 LEN=48 TOS=Bx88 PREC=-8x88 TTL=11Z ID=37648 PROTO=TCP SPT=49841 DFT=3314 LJIH]IIIL.I—V,H!H RES=8x#8 SYN URGP=8
[316718.7191111 Firewall: »UDP_IN Blocked» IN=ethl OUT= MAC=fa:16:3e:95:71:32:d4:ca:6d:aec:45:78:088:88 SRC-218.248.81.67 DST-5.1°"
4.188.74 LEN=68 TOS=8x#38 PREC=8>x#8 TTL=45 I1D=16768 PROTO=UDP SPT=53 DPT=508558 LEN=48
.B583881 Firewall: »TCP_IN Blocked» IN=ethl OUT= MAC-fa:16:3e¢:95:71:32:d4:ca:6d:aec:45:78:88:88 SRC-217.173.23.84 DST=5.15
.188.73 LEN=48 TOS=8>#8 PREC=6>#8 TTL=58 ID=41284 PROTO=TCP SPT=2787 DPT=23 WINDOW=12464 RES=08>x#8 SYN URGP=@
: .4545411 Firewall: =UDP_IN Blocked* IN=eth@ OUT= MAC=ff :ff:ff:ff:ff:ff:d4:ca:bd:ae:45:78:808:88 SRC=5.154.188.65 DST=255.2
§ ‘;5 LEN=141 TOS-8x88 PREC-8x88 TTL=64 ID=8 DF PROTO=UDP SPT=38924 DPT-=5678 LEN=121
[11h?4h 5699881 Firewall: *TCP_IN Blocked* IN=ethl OUT= MAC=fa:16:3e:95:71:32:d4:ca:6d:ae:45:78:88:88 SRC=217.173.23.84 DST=5.15|
.73 LEN=48 TOS-8x@8B PREC-8x88 TTL-58 ID-41284 PROTO-TCP SPT-=2787 DPT-2323 WINDOW-12464 RES-8x88 SYN URGP-8
[316755.3966853]1 Firewall: *TCP_IN Blocked* IN=ethl OUT= MAC=fa:16:3e:95:71:32:d4:ca:b6d:ae:45:78:88:88 SRC=164.237.146.151 DST=5
154.1688.73 LEN=48 TOS-8x88 PREC-8x88 TTL=241 1D=54321 PROTO=TCP SPT=48918 DPT=789 WINDOW=-65535 RES=8x88 SYN URGP-=8
[316759.792779]1 Firewall: »TCP_IN Blocked» IN=ethl OUT= MAC=fa:16:3e:95:71:32:d4:ca:bd:ae:45:78:88:88 SRC=1681.99.131.253 DST=5.
»4.188.74 LEN=48 TUS=8x88 PREC=8x88 TTL=47 ID=18475 PROTO=TCP SPT=8878 DPT=23 WINDOW=1174 RES=8x8H8 SYN URGP=8
[316768.5376881 Firewall: »TCP_IN Blocked» IN=ethl OUT= MAC=fa:16:3¢:95:71:32:d4:ca:6d:ae:45:78:88:88 SRC=217.173.23.84 DST-5.1
4.188.73 LEN=48 TOS=8x88 PREC=8x88 TTL=58 1D=41284 PROTO=TCP SPT=2?87 DPT=23 WINDOW=-12464 SYN URGP=8
.4689221 Firewall: »TCP_IN Blocked* IN=ethl OUT= MAC=fa:16:3e¢:95:71:32:d4:ca:bd:ae: :88:88 SRC-217.173.23.84 DST=5.15
.188.73 LEN=48 TOS=8>#8 PREC=8>#8 TTL=58 1D=41284 PROTO=TCP SPT=2787 DPT=23 WINDOW=12464 RES=6xH8 SYN URGP-=-@
[316777.884267]1 Firewall: =UDP_IN Blocked* IN=ethl OUT= MAC=fa:16:3€:95:71:32:d4:ca:b6d:ae:45:78:88:88 SRC=115.29.225.182 DST=5.1
54.188.75 LEN=148 TOS-=8x88 PREC-8x88 TTL=187 1D=3228 PROTO=UDP SPT=53 DPT=58559 LEN=128
[3167908.5468970]1 Firewall: *TCP_IN Blocked»* IN=ethl OUT= MAC=fa:16:3e:95:71:32:d4:ca:bd:ae:45:78:88:80 SRC=217.173.23.84 DST=5.15
4.188.73 LEN=18 TOS=8x88 PREC=8x88 TTL-58 ID=41284 PROTO-=TCP SPT-=2787 DPT-=-23 WINDOW-12464 RES-8x88 SYN URGP-8
[316797.7524381 Firewall: *TCP_IN Blocked* IN=ethl OUT= MAC=fa:16:3e:95:71:32:d4:ca:b6d:ae:45:78:88:88 SRC=217.173.23.84 DST=5.15
4.188.73 LEN=48 TOS-=-8x88 PREC-Bx88 TTL-58 ID-=41284 PROTO=TCP SPT=2787 DPT-23 WINDDOW-12464 RES-8x88 SYN URGP-=8
[316865.4573871 Firewall: »DP_IN Blocked» IN=ethB OUT= MAC=ff :ff:ff:ff:ff:ff:d4:ca:b6d:ae:45:78:88:88 SRC=5.154.188.65 DST=255
255.255 LEN=141 TOS=8x48 PREC=08x88 TTL=64 1D=8 DF PROTO=UDF SPT=38924 DPT=5678 LEN=121
[316813.834667]1 Firewall: »TCP_IN Blocked= IN=ethl OUT= MAC=fa:16:3e:95:71:32:d4:ca:6d:ae:45:78:88:88 SRC-217.173.23.84 DST-5
.188.73 LEN=48 TOS=8>x48 PREC=8x88 TTL=58 1D=41284 PROTO=TCP SPT=2787 DPT=23 WINDOW=12464 RES—’WX‘V‘IH SYN URGP=8
[316827.58368831 Firewall: »TCP_IN Blocked» IN=ethB OUT= MAC=fa:16:3¢:96:1d:cf :d4:ca:6d:ac:45:78:88:88 SRC-118.78.52.85
188.78 LEN=48 TOS=B>x#8 PREC=8x#8 TTL=47 1D=12213 PROTO=TCP SPT= ‘7/‘14” DPT=2323 WINDOW= '*.H/h P =888 SYN URGP=8
[316836.1828721 Firewall: *TCP_IN Blocked= IN=ethB OUT= MAC=fa:16:3e€:96:1d:cf :d4:ca:bd:ae :78:88:80 SRC=41.226.65.54 DST=5.154
.188.69 LEN-48 TOS=8>x88 PREC-8x88 TTL-58 ID=29494 PROTO=TCP SPT= mm DPT=23 WINDOW=27892 RES xB8 SYN URGP-8
[316857.33682088]1 Firewall: >*TCP_IN Blocked»* IN=ethB® OUT= MAC=fa:16:3e:96:1d:cf :d4:ca:b6d:ae:45:78:88:80 SRC=222.124.4.242 DST=5.15
1.188.69 LEN-48 TOS-8x88 PREC-8x88 TTL-238 ID=43593 PROTO-TCP SPT-=7843 DPT-23 WINDOW-14688 RES-Bx88 SYN URGP-8
[ ﬂhHhH 4689321 Firewall: »DP_IN Blocked* IN=ethB OUT= MAC=ff :ff :ff :ff:ff:ff:d4:ca:bd:ae:45:78:88:88 SRC=5.154.188.65 DST=255.2
5 ».255 LEN=141 TOS-8x88 PREC-8x88 TTL=64 1D=8 DF PROTO=UDP SPT=38924 DPT=5678 LEN=121
[316878.3857991 Firewall: »TCP_IN Blocked» IN=ethB OUT= MAC=fa:16:3e:96:1d:cf :d4:ca:6d:ae:45:78:88:88 SRC=46.172.91.28 DST=5.154
.188.67 LEN=48 TOS=8x88 PREC=8x88 TTL=241 ID=54321 PROTU=TCP SPT=41857 DPT=23 WINDOW=65535 RES=8x88 SYN URGP=8
[316884.6477591 Firewall: »TCP_IN Blocked» IN=ethl OUT= MAC=fa:16:3e:95:71:32:d4:ca:6d:ae:45:78:88:88 SRC-213.14.194.158 DST-5.1
4.188.75 LEN=48 TOS=8x#88 PREC=6>48 TTL=45 I1D=7553 PROTO=TCP SPT=12574 DPT=23 WINDOW=1838 RES=-8x#8 SYN URGP-8
[316896.486827]1 Firewall: »TCP_IN Blocked= IN=ethl OUT= MAC=fa:16:3¢:95:71:32:d4:ca:6d:ae:45:78:88:88 SRC=59.27.112.183 DST=5.15|
.188.73 LEN=48 TOS=8>#C PREC=8>#8 TTL=49 ID=16281 PROTO=TCP SPT=12179 DPT=23 WINDOW=4186 RES=6xB8 SYN URGP-8@
316897.9839131 Firewall: *TCP_IN Blocked» IN=ethl OUT= MAC=fa:16:3e:95:71:32:d4:ca:6d:ae:45:78:88:80 SRC=217.173.23.84 DST=5.15
.188.73 LEN=48 TOS=8x88 PREC-8x88 TTL=58 ID=41284 PROTO=TCP SPT=2787 DPT=23 WINDOW=12464 RES-8x88 SYN URGP-8
[316987.2947271 Firewall: *TCP_IN Blocked= IN=ethd OUT= MAC=fa:16:3e:96:1d:cf :d4:ca:bd:ae:45:78:88:88 SRC=183.44.96.34 DST=5.154
.188.69 LEN-44 TOS-8x18 PREC-8x88 TTL-58 ID-61868 PROTO-TCP SPT-18524 DPT-23 WINDOW-29144 RES-8x88 SYN URGP-8

Details
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A different approach
* https://bis-threatmap.orange.ro/

C (Y | @ https//bis-threatmap.orange.ro %0 B 8y
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Statistics

JS/Nemucod.E252'r.didr
M Conficker
Malware_Generic.P0
> Tofsee
Crifical Risk . JSINemucod BCItr
M High Risk — JS/Redirector.DGHr
B Medium Risk M Android/FakeApp.AYHr
Locky
M Nivdort
Android/Generic.Z 2E6ABCHr
Others
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Thank you




