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Cloud Fluff
Google App Engine

Security risks
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“… dynamically scalable and 
often virtualized resources are 
provided as a service over the 
internet. Users need not have 
knowledge of, expertise in, or 
control over the technology 
infrastructure”

Source: Wikipedia
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Marketing Hype
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Software
as a Service
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Platform
as a Service
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Infrastructure
as a Service
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Expand or shrink based on demand
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Pay as 
you go
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Scaling and load balancing
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It’s the Next 
Big Thing
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New Opportunities

Nasdaq “Market Replay”
Amazon S3 & AIR frontend

New York Times: 1851 – 1989
TIFF uploaded & PDF’d on Amazon S3
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Too expensive for traditional 
development process
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Potential 
Problems
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Multitenant Infrastructures
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Evolving IT 
experiment vs.
Enterprise-ready 
environments
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Forensics
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Compliance
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Third Party Data Processing
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Where are 
you in the 

“Cloud”?
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Compliance?
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Cloud (Mis)use

Sensepost
Sifto
Malicious vms
BruteForce forgot 
password links

PGP zip password 
cracking
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Cloud Security Testing Service
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NSW Response Time Study

7 month study of Amazon EC2, Google 
AppEngine and Microsoft Azure

Scaled well to meet demand
Inconsistent performance results

Response times varied by a factor of 20
Effected by time of day

No hard data
Emailed Anna Liu…
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Cloud Providers
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Google App Engine (GAE)
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Google App Engine (GAE)

Released April 2008
Full application stack for developers
Python/Java API into Google's infrastructure
Currently free – Preview Release
SDK provides local development environment
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Runtimes

“webapp” 
Framework
Version 2.5.2
No C Extensions

Servlets or JSP’s
Version 6

White List
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Sandbox

Limited access to OS 
Only access Internet through API’s

30 Seconds Max
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Datastore

Google DB: Bigtable
Data objects AKA ”Entities”
Concurrency control
Transactions
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API’s

Users API
Email
URL Fetch
Memcache
Image Manipulation
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Cron and Queues

Schedule Tasks
Handled by the Cron service
Invoke a URL at a given time 

Task Queues
Background task created while handling a request
Experimental Feature
“Web Hook”
Only for Python

Same Limits/Quotas as HTTP request
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Quotas
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Billing Quotas
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Account Signup requires SMS 
message to activate account
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Terms of Service

Only access Admin interface through API
Cannot link multiple Apps into single App
Pre-screen, review, flag, filter, modify, refuse or 
remove any or all Content from the Service

Google has no responsibility or liability for the 
deletion or failure to store any Content and 
other communications maintained or transmitted 
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App Engine Security Details
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“The team identified and fixed the 
underlying problem and service 
has now been restored.”
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Cloud Risks
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Client-Server

Business Logic
Data Validation 30 seconds
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SSL only on 
appspot.com
subdomains
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Availability & Crashes

51
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GAE System Status

52
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App Denial of Service

The cloud expands based on demand
Pricing is based on utilization

Is this malicious?  How can you tell?

GET http://myapp.appspot.com X 10

GET http://myapp.appspot.com X 1000000000000
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App Denial of Service == $$$

Leverage application functionality to exceed 
quotas

Repeated URL fetch for large data
Forcing application to make multiple URL fetch 
requests
Invoking process intensive functions repeatedly

DOS is way cooler when it costs people money
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Breaking Quotas
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Java App - GaeFlood
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JS Malware - GaeDOS.js
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Quota Denial of Service
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Quota Denial of Service
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Task Queues DOS

App is still up, Queue functionality can no longer 
be used
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URLFetch Abuse

Proxy attacks
Delay investigations
10 seconds timeout
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App Versions

Apps with outdated versions exposed
1.latest.app-id.appspot.com
2.latest.app-id.appspot.com
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One Vuln to Own the All

A single vulnerability in the Runtime would 
affect all apps
HyperVM exploit (LXLabs)

100,000 websites destroyed
Cheaper, non-backed up sites completely gone..
HyperVM boss commits suicide
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Code Security
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It’s just a web app…

XSS
Access Controls
Response Splitting
GQL injection
Information Leakage
Input validation
Error handling
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XSS is still XSS

cgi.escape() required
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XSS impact on the cloud

Code running in appspot.com domain

Standard XSS exploits
Steal cookies
Deface pages
Serve exploits to vuln browsers
Portscan internal network

No GoogValidateRequest?!?
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XSS Filters

IE 8 XSS Filter
Detects JavaScript in URL and HTTP POST requests.
Sanitizes the original request
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Access Controls -
Forceful Browsing

Mapped

Not Mapped

Handler Misses



OWASP

Access Controls - Internal URL’s

Task Queues & Scheduled Tasks
Use app URL’s to invoke action
Opens the door for abuse by an attacker
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Access Controls - Datastore

Data access controls still need to be enforced

Id=2
Id=4
Id=283

Query Datastore through remote API (REST)
Potential access to privileged info
CSRF
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GQL Injection

Google Example:

Greeting.gql("WHERE author = :author ORDER 
BY date DESC”, 
author=users.get_current_user()) 

greetings = db.GqlQuery("SELECT * FROM 
Greeting WHERE content = '" + 
self.request.get('searchstr') + "'")
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GQL Injection

Does not appear to be possible
Further research required
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Fingerprinting GAE sites
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Summary

Cloud Technologies
Business’s starting to 
experiment
Varied definition, 
services, and providers
Hottest buzzword of 
’09
Potential Legal and 
compliance issues

GAE
Provides infrastructure 
& platform
Currently Preview 
release
30 second response 
limit
Doesn’t seem ready 
for Enterprise usage
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Questions
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