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Cloud Fluff
Google App Engine
Security risks




. dy ically scalable and
often V|rt’uaI|zed resources &
provided as a service over
Internet. Users need not he
Knowledge of, expertise. in, or
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Why the Cloud?
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No Infrastructure investment



Expand or shrink based on demand







IFScaling and load balanc:ingT!I




It’s the Next
Big Thing



New Opportunities

B Nasdaqg “Market Replay”
» Amazon S3 & AIR frontend

B New York Times: 1851 — 1989
» TIFF uploaded & PDF'd on Amazon S3
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Too expensive for traditional
development process







Vendor Lock-1In



Multitenant Infrastructures §
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Evolving I'T
experiment vs.
Enterprise- ready
environments




Forensics



Compliance
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Where are
you In the
“Cloud”?




o Security “’
Standards Council

Compliance?

Sarbanes-Oxley

HIPAA




B Sensepost
» Sifto
» Malicious vms

» BruteForce forgot
password links

m PGP zip password
cracking




Cloud Security Testing Service

s
Report Results URLFetch
Evaluate
Response



NSW Response Time Study

B / month study of Amazon EC2, Google
AppEngine and Microsoft Azure

» Scaled well to meet demand

» Inconsistent performance results
* Response times varied by a factor of 20
» Effected by time of day

B No hard data
®m Emailed Anna LIu...




Cloud Providers
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Google App Engine (GAE)

Run your web apps on Google's infrastructure.
Easy to build, easy to maintain, easy to scale.




Google App Engine (GAE)

B Released April 2008

m Full application stack for developers

m Python/Java API into Google's infrastructure
m Currently free — Preview Release

B SDK provides local development environment




Runtimes

o

pgthém

'F}'Z\ﬁ]b:\,f’,grk Hm Servlets or JSP’s
m \Version 2.5.2 m \ersion 6

B No C Extensions
=\\Vhite List - ®




Sandbox

W Limited access to OS
B Only access Internet through API’s

30 Seconds Max




Datastore

B Google DB: Bigtable
m Data objects AKA "Entities”
m Concurrency control
m Transactions




API’s

H Users API
m Emall

B URL Fetch
B Memcache
B Image Manipulation




Cron and Queues e”ﬂ

B Schedule Tasks
» Handled by the Cron service
» Invoke a URL at a given time

B Task Queues
» Background task created while handling a request
» Experimental Feature
» “Web Hook”
» Only for Python

B Same Limits/Quotas as HTTP request




Quotas

Resource Free Default Quota Billing Enabled Quota
Daily Limit Maximum Rate Daily Limit Maximum Rate
Requests 1,300,000 7,400 43,000,000 30,000
requests requests/minute requests requests/minute
Outgoing Bandwidth (billable, 1 gigabyte 56 1 gigabyte free; 740
includes HTTPS) megabytes/minute 1,046 gigabytes megabytes/minute
maximum
Incoming Bandwidth (billable, 1 gigabyte 56 1 gigabyte free; 740
includes HTTPS) megabytes/minute 1,046 gigabytes megabytes/minute
maximum
CPU Time (billable) 6.5 CPU-hours 15 6.5 CPU-hours 7e
CPU-minutes/minute free; 1,729 CPU-minutes/minute
CPU-hours
maximum

Outgrowing the maximums?

Request an increase.
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Billing Quotas

Resource Allocations:

Resource

CPU Time
Bandwidth Out
Bandwidth In
Stored Data
Recipients Emailed

Max Daily Budget:

Budget
n/a
n/a
n/a
n/a
n/a

n/a

Unit Cost
$0.10/CPU hour
$0.12/GByte
$0.10/GByte
$0.005/GByte-day
$0.0001/Email

Paid Quota
n/a
nia
nla
nia

n/a

Free Quota
6.50

1.00

1.00

1.00
2,000.00

Total Daily Quota
6.50 CPU hours
1.00 GBytes

1.00 GBytes

1.00 GBytes
2,000.00 Emails




Account Signup requires SMS
message to activate account
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Terms of Service

W Only access Admin interface through API
m Cannot link multiple Apps into single App

M Pre-screen, review, flag, filter, modify, refuse or
remove any or all Content from the Service

B Google has no responsibility or liability for the
deletion or failure to store any Content and
other communications maintained or transmitted

€




App Engine Security Detalls




-
Python Multiple Buffer Overflow Vulnerabilities

Bugtraq ID:
Class:

CVE:

Remote:
Local:

Published:
Updated:
Credit:

30491
Boundary Condition Error

CVE-2008-2315

CVE-2008-2316
CVE-2008-3142

CVE-2008-3143
CVE-2008-3144

Yes
No

Jul 31 2008 12:00AM
Jul 27 2009 05:45PM

David Remahl, Justin Ferguson, Google Security Team
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Python Multiple Buffer Overflow Vulnerabilities

Bugtraq ID:
Class:

CVE:

Remote:
Local:

Published:
Updated:
Credit:

30491
Boundary Condition Error

CVE-2008-2315

CVE-2008-2316
CVE-2008-3142

CVE-2008-3143
CVE-2008-3144

Yes
No

Jul 31 2008 12:00AM
Jul 27 2009 05:45PM

David Remahl, Justin Ferguson, Google Security Team
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“The team identified and fixed the
underlying praoblem.and service
has now been rgétb[ed.”
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Client-Server

Business Logic
Data Validation

30 seconds




SSL only on
appspot.com
subdomains



Avalilability & Crashes

Google e

Server Error

The service you requested is not available yet.

Please try again in 30 seconds.




GAE System Status

Kl K 08/16/09  08/17/09  0B/18/09 08/19/09 08/20/09 08/21/09 Yesterday Today Now
Serving

Python 4 v @ 4 v v 4 4 Normal
Java 4 @ 4 4 4 4 4 v Normal
APls

Datastore 7 . A 7 A . . 7 Normal
Images W W W W W o o o Normal
Mail 4 4 4 4 4 v 4 4 Normal
Memcache 7 . @ 7 . . . 7 Normal
Urifetch @ @ @ . . . . . Normal
Users 4 4 4 4 4 v 4 4 Normal

The following symbols signify the most severe issue (if any) encountered during that day. Click a symbol in the table above to
view a day's performance graphs.

+" No issues or minor performance issues () Investigating A\ Service disruption @ Unknown



App Denial of Service

B The cloud expands based on demand
H Pricing Is based on utilization

m Is this malicious? How can you tell?

GET http://myapp.appspot.com X 10

GET http://myapp.appspot.com X 1000000000000
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App Denial of Service == $

>N

)\

[a
\J/

Hm Leverage application functionality to exceed

guotas
» Repeated URL fetch for large data

» Forcing application to make multiple URL fetch

requests

» Invoking process intensive functions repeatedly

W DOS Is way cooler when it costs people money

OWASP e




Breaking Quotas

Requests

Resource

CPU Time

Requests

Outgoing Bandwidth
Incoming Bandwidth

Secure Requests

Secure Outgoing Bandwidth

Secure Incoming Bandwidth

Daily Quota

(Quotas are reset every 24 hours. Next reset: 10 hours

4%
12%
1%
50%
0%
0%
0%

0.26 of 6.50 CPU hours
160585 of 1333328
0.11 of 1.00 GBytes
0.50 of 1.00 GBytes

0 of 1333328

0.00 of 1.00 GBytes
0.00 of 1.00 GBytes

Okay
Okay
Okay
Ckay
Okay
Okay
Okay




08-11 01:58PM 02.294
08-11 01:51PM 08.446
08-11 01:50PM 0&.882
08-11 01:50PM 02.023
08-11 01:49PM 56.065
08-11 01:49PM 51.968
08-11 01:49PM 35.375
08-11 01:49PM 32.586
08-11 01:49PM 12.240

250.2 - - [11/Awg/20009:13:49:12 -0700]

08-11 01:49PM 11.751
08-11 01:49PM 04.197
08-11 01:49PM 03.299
08-11 01:48PM 38.659

08-11 01:48PM 31.785
08-11 01:48PM 18.848

/
/

Java App - GaeFlood

405 129ms 21cpu_ms Okb Java/1.5.0_19 gzip(gfe)
405 95ms 20cpu_ms Okb Java/1.5.0_18,gzip(gfe)
405 90ms 16cpu_ms Okb Javal1.5.0_19,gzip(gfe)
405 83ms 19cpu_ms Okb Java/1.5.0_19,gzip(gfe)
405 B4ms 16cpu_ms Okb Javal1.5.0_189,gzip(gfe)
405 104ms 19cpu_ms Okb Java/1.5.0_19 gzip(gfe)
405 100ms 15cpu_ms Okb Java/1.5.0_19,gzip(gfe)
405 160ms 18cpu_ms Okb Java/1.5.0_19 gzip(gfe)
405 85ms 16cpu_ms Okb Java/1.5.0_19,gzip(gfe)

[ 405 135ms 16cpu_ms Okb Java/1.5.0_19 gzip(gfe)

/
/
/
/

405 100ms 16cpu_ms Okb Java/1.5.0_19 gzip(gfe)
405 102ms 20cpu_ms Okb Java/1.5.0_19 gzip(gfe)
405 83ms 16cpu_ms Okb Java/1.5.0_18,gzip(gfe)
405 120ms 16cpu_ms Okb Java/1.5.0_19 gzip(gfe)

! 405 B&ms 18cpu_ms Okb Javal1.5.0 19 .gzip(gfe)

"POST / HTTP/1.1" 405 124
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JS Malware - GaeDOS.Js

POST / HTTP/1.1

Host: blue-dogz.appspot.com

User-Agent: Mozilla/5.0 (Macintosh; U; Intel Mac 05 X 10.5; en-US; rv:1.9.1.2) Cecko/20090729 Firefox/3.5.2
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Accept-Language: en-us,en;g=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0O-8859-1,utf-8;9=0.7,%:0=0.7

Keep-Alive: 300

Proxy-Connection: keep-alive

Referer: http:/ fzukakita.appspot.com/news

Content-Type: application/x-www-form-urlencoded

Content-Length: 16005

data=%5CH2C5*%3B%279%23%7D%60uerl%e 0360ty YaK?yTH2ZF7tH2 21%3A5Q_i%30%3Df_QZz_.CH24uph7B3H%5Dal%3D%5CH254Royj%3B_VEmK24kd7%2 71962 BY%2 2.
5CyexUhZ%290%7B%22%3 CH2B%3DN%40%5BHg - Cx%2 2R%5Bh%E600-%3ACK3IAUMKE 7EIRIDYSRYE0sFzpTe 1% 7EaxN 7N mk4 0% 5B 3AY G 7D40%2 1 phe2 BwWide 2 3% 58% 28
22PQVsi%60e%7DudFRTDX22g3%3FN%3AZ%27qTI%2CHY%3BeE.rqd 11%29pMXFO- B%3D%7C%2 1g5Ng5%23%7DmH%3AtR40*%3F%24%600D%5CE_%3B%7 CdXk2BKI6X2Brik:
25d%29efF%7ERI%26%7COMhsH401gQn-%5B. T5cxhB7EuCuaCGZ% 5DNK%2 Tevyt*Bpl2 6. %3 ERS5BFQCI* s jMm %2 4s MR 3BR 7DYV2%2 737 D 7 o2 6%4 Oude50%2 S5v*05hM%22 B39
22Cbb7%23%291%26aR74f%252y%2Cs j%60IpAK2C2%3D0zPabM2CH7C)x_S%22%21%29% 7Cx60%235%3Dpl%246%3DuX242*nBCEVI*H2663j4R%2 8% 5CuauR%SEXR7D%SI
IE%3BeU%2BwzEY% 7B%3D%5CH25i0kUBccf5Li%3FMh. %2C% 7B%2 9% 3EN pk2 5% 7 Cvie 2F LN ezx FR3EAWUR 7ER2CYh A% 3 A% 2 LhnE9D% 2 3xIt% SEIR7CH3IFndk 2 BXS BRIAI*F29:3
3B4%E0%60T=5DN%7DdXRIBN7EU1H2FLmkY pL%2 5vi%e3E) s 4krL % SETUSK2F-%3D) 4% 3Be VI 2FR 5 BR24 1Y dX5cK 2982 Mt DIpk%3FEXY2 1tMrQ6_Cljwk3Eoi*Ck¥%27R7NEBoY
7E6%29C9gkbsH1%5C0%222C2s%290cBNR26MTH24% 7 Csd5CHR7CHgRb0%3FumEIR7DFE%23%2F%5CH23ImR¥M2Fvd 4x%26%24% 2FVe QXE0i%3AxvGz5nPR7CCbIB9%3Bp_|
BOXINS__y%60-QhX%5E%26%3CHh2FR2Fkhwi2 1CPOsMnPR5SCLIZ 7BVI3EK%3ADDLIE% 22 CAe9%5CH3ER28xN gk 5D%3CwZ a2 BRIFOhjHp%2 BX 7B 3Es % 294%2 7 %2 1951
5C%23%22eaj|%60%7 D% 7 CHhIDz4%3BRTERTBH2 BmPe2 Ci2 Bwt. 5%2Bj%2 29l qg 3  kIKX%2 CPT. By%e 5BuAy®2 3% 5 Ce4%b0f%40b%260_%2CH5Di%7D%3F70%2F68n%29%2 2% 5E
2FZ25%3B%28%264T)%24b-02%3CI%5Bcek 7 CCCa%24%3 D% 3 Dol 26%2 Brb%23ZH%24U_mGCPiD9%3BU9%26%2 4UMAAX4%25%5Du-Lkp37-Flkp1%60DBENtF%2 B5%4 0Ywvik
5DaMEAZKC*RUrezkK3% 7BBrk2CWegs CM¥26*N%2Fu%2 1*%27*FLID_R%29_%5D1%3DB%25%3BLUK%IEX25X%2C54etMph7D%2 57 BH5EXR3ER I EyR 7EQuh Wik 2993 Bv %2 CwaW
26D0at3%2Fs¥k5BBR22KHN7BZ%3F%3BF%2 1ok 7D%2 TxquRDXZPzXs k%2 BuY IWgk7DXO9ngeK0%3 EWun%3FWDUN5B% 7 Cq2ch 7D ZjjIVOFH. m%2 1%2 1 p05Z2%6 092 4254 ORYw!
jafe5EX2422%2FK4* %7 Cz0% 5 DEWRIEWIN299x0%:5Ddb%2BgVn 5% 7 DX 5 D% 2 BR3APTT)9%23 - CFbU*B7YFOQ%2 BX%2 3% 3AgTH2 3% 7DxWLN 4vke0%62Cc%2 1%2 5% 2 2% 5Dvx3
5Dwixkv#3Dpj1Qm8jrss¥26%2 1%3D8%29ruwl¥40Dvh 140%3CB%7Cz1b%22%3DP%22m 5dj9CH3Fj*70%2 1%26%25A)mBbH%5 Cxz9Cu2QI%279L%3Eg QR IFNK2CHh2EN 40
JCERTDC2V.uCbk%3EBpuk2 5udv7H40Nby 116rcgM7%60Z2g%3ASKTDH2 2vWeu. H2B). %282 CHh22%2 1rKISg%h2 66% 2 FIMWIim%3Avk2 1CoZ%266_%2 7%29-bX5EBgX600i%2
7CsH7EqUIARICHTC_c2%2F%23sb3%2C1L%3Ap3%3Ej%2B%2 SWWVIs5DtY 1% 3 Aaek 5B-EBCh¥2CYvMKayRgl%2 5R%2BwsW1k Q2% 7Ea%2 1E%2 7% 2 3XApT4cOEiYak 2 C7m¥%2 9P%
SCENOhBXIFRIBRAW_VZnueX3AzH29%5DWKURTD1_%242%27%3CogH7EK_4KaV-HMXS5Dm%7BI%26jgl6TI92H%28beXCH29% 7 CgDOM5DwbLsN%2 18A%7ENyiCHC_b%2B2
24g%295% 7 C1%5B7INPhxVCgk%2FmQ2qbl? CTA%3BfBxSLE%3CH7D%5CLOI2BejQuF%3CHh27CH27019%22 1p1%2 CUpA%256%240%2BHEr%2F) 22% 7BLD 9bAIR S5 CH 3Bk Y
3ARNjvCePmFw4wEDgh3ECH5Dni3AK 7 CH3B%24%40%5CH2F%29nH 1DFul BD%7BX40%2 3bhvAH44%3AHTH 2 1% 3BX*%3Ag %1% 2 BBIGIIMMI%6276%2 3YCWBQF %3 ER%2Bf% T
242bCH¥%3B50%2Ban%2 754%602IUA%5DM%581)%7DEDrj%5DU%24Bh11%3D 3mj%25_1%7D%3E8%29jgvXAgf¥%7C*yody%3CCI%7EM%5B%3C. %5D%25F%3BS%7D221%22 TH2F o
2090L%3D91%7EIRIDbX27A%285%2 1dmO%5CR5CMx_cVvh2CEd%2 7%290gU045k%3ExX% 7 BglgCh2 BWKH %2 SRYBXRE 0AhOwbAC7%40kDhWH3CtWxm%2 7xh¥% 7 C2kgP9%21 +
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Quota Denial of Service

Requests

Resource

CPU Time

Requests

Outgoing Bandwidth
Incoming Bandwidth
Secure Requests

Secure Outgoing Bandwidth

Secure Incoming Bandwidth

Daily Quota

Quotas are reset every 24 hours. Next reset: 10 hours

4%
13%
12%
100%
0%
0%
0%

0.28 of 6.50 CPU hours
171064 of 1333328
0.12 of 1.00 GBytes
1.00 of 1.00 GBytes

0 of 1333328

0.00 of 1.00 GBytes
0.00 of 1.00 GBytes

Okay
Okay
Okay
Limited
Okay
Okay
Limited




Quota Denial of Service

Application Error

Over Quota

This application is temporarily over its serving quota. Please try again later.




Task Queues DOS

m App Is still up, Queue functionality can no longer
be used

File "/base/python lib/versions/l/google/appengine/api/apiproxy rpe.py', line 111,
raise self.exception

OverQuotaBrror: The API call taskgueue.hAdd() required more guota than is available.

Tasks Daily Quota
I 100% 10000 of 10000

Queue Name Maximum Rate Bucket Size Oldest Task Tasks in Queue
2009/08/23 08B:58:15
default 5.00/s 5.0 (0:06:11 ago) 2000+
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URLFetch Abuse

B Proxy attacks
m Delay investigations
W 10 seconds timeout



App Versions

Version Default Live URI
() 1 (deployed 18:01:49 ago) No http:/1.latest. zukakita. appspot.com
(* 2 (deployed 0:00:15 ago) Yes http://2 latest. zukakita.appspot.com

( Make Default |

W Apps with outdated versions exposed
» 1.latest.app-id.appspot.com
» 2.latest.app-id.appspot.com




One Vuln to Own the All

m A single vulnerability in the Runtime would
affect all apps

B HyperVM exploit (LXLabs)
» 100,000 websites destroyed
» Cheaper, non-backed up sites completely gone..
» HyperVM boss commits suicide




Code Security

package guestbook:

import java.io.I0Exception:

import java.util.Date;

import java.util.logging.Logger:

import javax.jdo.PersistenceManager;

import javax.servlet.http.*:

import com.google.appengine.apl.users.Jser:;

import com.google.appengine.api.users.gerservice :

import com.google.appengine.api.users.JUserServiceFactory;

import guestbook.Greeting;
import guestbook.PMF;

public class SignGuestbookServlet extends HttpServlet {
private static fimal Logger log = Logger.getLogger(SignGuestboo

public woid doPost|(HttpServletRequest reg, HttpServletResponse
throws IOException {

OWASP e




It’s just a web app...

XSS

W Access Controls

B Response Splitting

B GQL injection

m Information Leakage
m Input validation

m Error handling




XSS i1s still XSS

(Eign Euestb{:uk}

zelf.responze.out .writel "html=—body=You wrote:=-pre="')
zelf .response.out .write(zelf .request .get( 'content ')
zelf .response.out .write '=/pre=—/body=—=/html=")

The page at http://blue-dogz.appspot.com says:

blue-dogz.appspot.com

F L 1
[

M cgi.escape() required




XSS impact on the cloud

B Code running In appspot.com domain

B Standard XSS exploits
» Steal cookies
» Deface pages
» Serve exploits to vuln browsers
» Portscan internal network

B No GoogValidateRequest?!?




XSS Filters

m IE 8 XSS Filter
» Detects JavaScript in URL and HTTP POST requests.
» Sanitizes the original request

If necessary, you can disable this feature by setting the
HTTP response header:

X-X55-Protection: 0




Access Controls -
Forceful Browsing

sCcript: notfound.py

GET /tmp HTTPR/1.1
Host: localhost:8083  Not Mapped HTTP/1.0 200 Good to go

Content-Length: 2 Server: Development/1.0
GET /pages/ HTTP/1.1 HTTP/1.0 403
Host: localhost:8083 Mapped

Server: Development/ 1.0
Content-Length: 2 P JII

GET /pages/asdasd HTTP/1.1

Host: localhost:8083 Handler Misses HTTP/1.0 404

Content-Length: 2 Server: Development/1.0

€




Access Controls - Internal URL’s

B Task Queues & Scheduled Tasks

» Use app URL’s to invoke action
» Opens the door for abuse by an attacker

class TaskQueue{webapp.RequestHandler}:
def get(self):
foriin range(Q, 1000}:
taskgqueue.add(url="/work/loader’,
params=dict{vars="From loader!'})
self.redirect{"/")




Access Controls - Datastore

B Data access controls still need to be enforced

» 1d=2
» ld=4
» 1d=283

B Query Datastore through remote APl (REST)

W Potential access to privileged info
B CSRF




GQL Injection

B Google Example:

m Greeting.gql("WHERE author = :author ORDER
BY date DESC”,
author=users.get_current_user())

m greetings = db.GqlQuery("SELECT * FROM
Greeting WHERE content = ™ +
self.request.get(‘'searchstr’) + ™)




GQL Injection

B Does not appear to be possible
W Further research required

{error message, self. symbols[self. next symbol]))

BadQueryError: Parse Error: Expected no additional symbols at




Fingerprinting GAE sites

FORT ~TATE SERVICE
s tcp open http
l1s/tcp closed auth
Ad=/tcp apen https

HTTF/L.1 Z2@e Ok

Content-Type: text/html; charset=utf-&
Cache-Control: no-cache

Expires: Fri, @1 Jan 1990 @e;o; @e GHMT
Date: Thu, ©5 Mow Z2ee9 16: 5022 GMT
Server: boogle Frontend
K-roh-Frotection: o

Transter-Encoding: chunked



Summary
m Cloud Technologies m GAE
» Business’s starting to » Provides infrastructure
experiment & platform
» Varied definition, » Currently Preview
services, and providers release
» Hottest buzzword of » 30 second response
'09 limit
» Potential Legal and » Doesn’t seem ready
compliance issues for Enterprise usage
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Questions

N
{
¢




jrose@trustwave.com
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