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Hybrid 2.0 — In search of the holy grail...

A Talk for OWASP BeNelLux
by
Roger Thornton
Founder/CTO Fortify Software Inc
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Before we Begin:
 Expectations
* Objectives

* Agenda
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5: About Your Presenter
,’é‘fF‘HESE
22 years of Engineering (“building stuff”) in the
g Silicon Valley

— Semiconductors

Apple Computer — Operating Systems

— Development Tools

& JAVASOFT

A Bom Wierosyslems, Ire. Busingss - BrOkerage / E-Com merce

¥

E¥TRADE ° The Last 6 years working on Securing that Stuff
d) Y — Founder & CTO of Fortify Software
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A Simple, Reasonable, Question....

If | run software, am | putting my business, data,
customers or even life on earth at risk?

If so, how serious is the threat?

Unfortunately not so simple
to answer...
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Three Basic Approaches

Hire an expert Automate Hacking Analyze the Software
Ethical Hacking Black Box / Penetration Test Static and Dynamic Analysis

Exactly what the bad guy Cheap and easy way to Look for root cause issues

does.. find the most obvious from the “inside out” — the
issues code

 Hard to know if your * “Badness-ometer” « Requires intimate access to
“experts” are as good as limitations and issues the software
the bad guy » Requires programming

* Prohibitively expensive to  Automated crawler and knowledge and expertise
do on a regular basis web traffic analysis can - Exploitability information is

* No advantage over the yield not present as with other
bad guys two.

* Identifies the result — not * Identifies the result — not « |dentifies the root cause not
the root cause the root cause the result
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Software Security Assurance (SSA)

The management & prevention of security risks in software

Constructi

Remediate

Prevent
Software security

Assess
Software for security

=

in-house

iﬂﬁ apen source

outsourced commercial
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Software Security Maturity

Risk Awareness
Vulnerability Assessment

Proving the problem or
meeting a basic
regulatory requirement

 An info-sec project

« Generates awareness &
support security initiatives

» Consulting, PenTesting &
some manual code review

Recurring cost that does
not “fix” anything
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Risk Reduction
Analysis & Remediation

Fixing security issues
uncovered from
assessments

* Info-sec driven project
with development support

» Forces a rework of code

* “Inside-out” Static and
Dynamic Analysis required

Lowering risk but costs
foo high

Prevention
Secure SDL & Software

Secure the development
and procurement lifecycle

avoiding issues altogether

* Info-sec-sponsored
Development-led project

* Requires significant
organizational buy-in

* Requires more than a point
solution

Minimizing business risk
systematically
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The Challenge

Immediate Problem Systemic Problem
Existing Legacy Software Procurement
Applications & Development Cycle

immediate . .
Assessment & remediation Requwements Prevention of the
of existing software introduction of new risk

ﬁ. ] @ iﬂﬂ -
in-house outsourced commercial open source
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Benefits of a “Hybrid” Approach

* A seamless flow from Assessment to Prevention
— Facilitates growth in maturity from assessment to prevention

- Combined benefits at Testing phase - “Remediation Gap”

— Application Testing & Software Analysis:
Rapid identification of high priority issues (DAST)

Precise description of root cause vulnerability in code (SAST)

: - A Reduced

- Reduced time and costs to remediate vulnerabilities time to fix
v By mapping each security issue to root cause in source code Reduced
Developers understand security findings — faster fixes false

positives

Security findings are more accurate — less research

cr e g . Less conflict
Security findings are more comprehensive — less rework between

security and
development
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Dynamic Application Security Testing
“Black Box”

Challenges

-Visibility to “root cause”...

Security Tester ——=. o -1t is called “Black Box”
: HP Web Application -1 Issue may be indicative
Weblnspect of many
* -Multiple issues may trace

= 5 back to one problem

Resuls 9 -Communicating to developers
= g - URLs and hacking

technique vs. code errors
- Validating behavior (FP)

Development
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File: /splc/MyCheckout.do

Scheme: http

Parameter: name

Attack Request:

POST lsp c/MyChackout.do HTTRM A

Accept: "

Referer: http:fzero.webappsecurity.com :8080/s p cfinalCheckou.do

Arcept-l anguage: en-us

User-8gent: Mozilla/d 0 (compatible; MSIE 7.0; Windows NT 3.1; 3V1; MZT CLR 1.14322) .
Content-Type: applicatiorf=www-form-undencoded SeCU nty TeS'[er
Accep-Ercoding: gap, deflate

Hast: zerc webappsecuriy.com :BORD

Content-Length: 134

Pragma: no-cachz

Memo: 2298uditor. SendAsyroronouws Reques LARCk(CID:(null :AS: 12, E D87 2232 3-MBu3-43c2-900d-

Tcleq15001 018 ST AuditAttack AT PoctParamManipu ation APD:name I:(1,0) R:False SN2 SID:ZBEEEDFETITEIRIDIEFSBYERBOOBCOGS PSID:EET22BFAFDDESD1O023FCA34BTEECATE)
Connection: Keep-Alive

Cookie: JSESSIOMID=597ECCF1TE17TCTD4DEBEDDASSCOZESS; CustomCockie=sWeblns pecta2340ZXEB2TICTD0O6354 1 25BEE33CIRACEITACDYDTTF

item=1&name="%090R%08(salect®08count(* )% 00from %088 v ob ects )% 30 %090% 090R % 09'4"% 3d' 0 &cenum =&ow2 =38 addr=4axpirationMon=&e<pirationYaar=

File: WEB-INFisrc/javalcomiorder/s plc/itemService Java

194 Connection conn = CornFactory.getInstance().getConnzczion);
i85 if [eceonr != pull)
196 {
197 Staterent atmnk = conn.ereateStatemen=();
196 loyg.info{ "JOBC: " + guesystr);
149 /feom. fortify.dev.Security.declareSafe queryStr) ;
200 //queryStr = Cleanse.sglBtringCheck (queryStr);
| oo (2 executeCuery l
201 RezultSet ra= = stk executeduery|quervStr): D | p
o evelopment
203 while [(rst.next())
204 {
205 Item itm = new Item(Long.valuedf{rst.getstring(l)], rst.gecstring(2), rst.getString(3), rst.getstring(4), rs:t.getsString(5), rst.getstring(€), rst.getstring(7));
206 Tiat_add(itm);:
207 }
208 conr.close| )
208 }
210
211 return list:
212 ¥
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Flle: /spMyCheckout.do
Sehame: hip

Parameter: name

Attack Request:

POST lspleMyCheckoutdo HTTRA |
Aocept ' Security Tester
Referer. hitp://z2ro webappsecurity.com 8080/ plefinal Checkout do

Accept-Language: en-s

User-Agent: Mozillaid 0 (compatible; MSIE 7.0: Windows NT 5.1 SV; NET CLR 1.14322)

Content-Tyne: ap plication-ww-fam-urlencoded

Accept-Encoding: gzip, defiate

Host: zero webappsecurity.com 8080

Content-Length: 134

Pragma: no-cache

Memo: 229 Auditor. Sends yncronousRequest Attack(CI0: nullyAS:12 EID:97 22023 Ba3-49c2-90ba-

Tc0e15901¢18,ST:AuditAttack AT:PostParamManipulation APD:name:(1 0) R:False SM2,SID:2B6660FET 37E D81 DIEFSBT6BADOBCOG3 PSID SET22BFAFD DBED19D23FCA3467560875)
Connection: Keep-Alive

Gookie: JSESSIONID=68780CF176177CT D4DEBBDDARSCO2ESY.CustomCookle=Webinspects264) XEB2T3CTD063 541258 EESICIGACE 1 TACDYDTTF

lem=1&name="030R%09(select’a03count” a0 3from %095 ysobjects)haesk030H0I0R %I 4 %d Dccnum=bow?=34addr=6expirat onkon=bexpiration Years

© 2009 All Right Reserved Fortify Software Inc. 13



IE'IZIR’TIFY'

Hybrid Integrated Security Testing

@

Security Tester %
. HP

Weblnspect —
: _:'_
v g E .’0.
E { \ ’.'~
Results Source Code |
— . )N
—leassssnnnnnnns = Fortify
E— = Source Code
Hybri Resuts  nalysis 5
Results : Development
S sssEEEEEEEEEEEEER : llllllllllllllllllllllllllllllllllllllllllllllllllllll -
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FortifyHybrid Integration Demo
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15



IEEIRTIFY'

How did we do that?

Brojects - HP Integration - Hybrid sight - lssue List - lsthyfoms.do

CONFIDENCE: 5.0

[
listMyltems.do () msuevis | SRS Rl
Name: Possible SQL Injection
_lssueTof1 | Fiflr Set Securty Audtor View, Foider Hot | | ot Co8) a i
SQL Injection (pentest)
URL: hitp/ze10 d
Scheme:hip Stack Trace x
Crtfeal SQL jocton vulnerabifies have possibly been dentiisd n the v cb Parameter: beanquat (oo T G
‘applcaton. Data extraction couid not be confimed because the daiabase type Attack Request: 4
‘Goukd not be uniquely entified (w hich does not exclude the possibily of other POST Isplclistiytems -:: g o heliins Java:484)
i h Accept: 1" %
contents). SQL nection fs 2 method of atiaclcw here an atiacker can exploit atorg ct Java:1482)
vulherablo code and the type of data an appiicaton w il accept, and can be ;’:3:";1”“”3:::’:: at i java:525)
‘exploited in any applcation parameter that influences a database query. Exarples planguage: Enl | 1o ax senet hitp HitpSenvet service (HiipSanet java:647)
el paramoors w i h o, pst dats: o ¢k vaues.  aucooseu, | | UserAgentNoailea( | 21I8SSeO HOSeEt SR TECE B 200 )
SQL njecton can give an attacker access 10 backend tro c lcat |* g it R R
abiy to remotely orin e | 12 == osbgesiams
means to take conirol of the server hostng the database Host zerowebappsea & 010 iz naininternaiD s Chain fua215)
tackrace Correlated ContontLengh: 185, | |, oy core Appl hain java:166)
Pragmai nocache | | Eaais
Memo: 118:Auditor Sel
< o landardContexvaie niexvaie java:1
U 7015901018, STAKE | e ;?5' 584373904
SBEASICI3A41D3) 2 0 e
Conneciion: Keep-AlM % : i
atorg Java:108)
e Adapter java:174) f
Details | Recom |at hitp?1.Hip11Pr tip11Processor ave:873)
4 at
Deseription not availa  org.apache.coyote http11 Hitp1 tp 1 Co ipd Java:665)
Instance ID: 308483¢  at org apache tomcatutl net cpEndpointjava:526)
at net. hread.runtt( NorkerThread java:81)
Primary Rule ID:VUIN  at org apache tomcatut threads 0015 (ThreadPool java:688)

Close

* “Runtime Data” comes from Runtime Analysis

v Today Fortify leverages this to monitor and guard applications

* Fortify Runtime Analysis + Weblnspect = Hybrid 2.0

» Runtime Analysis is required to ensure proper mapping of SAST/DAST results

« Runtime Analysis allows testers and programmers to see “inside” the app

» Runtime analysis makes black box testing — white box testing

© 2009 All Right Reserved Fortify Software Inc.
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Introducing Hybrid 2.0

Fortify

$E BB BB BB B BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB Runtime
Analysis
“M

Pen Tester .IIIIIIIIIIIII> "‘
. ‘IIIIIIIIIIIIII : : "
. - Web Application
Weblnspect — K
: : I—
E * E g .."a "'
: Results Source COde\/ ."'o.. )
5 : = B ¢
- . o . = S
: EIIIIIIIIIIIIIII § Fortify E
. — =I Source Code .
E Hybrid+ Results Analysis E
: Results : Development
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Hybrid 1.0 (2005 Technology — Available since 2006)

Hybrid 2.0 (An HP/Fortify exclusive advantage)
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Thank you |
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FORTIFY SOFTWARE INC. MORE INFORMATION IS AVAILABLE AT WWW.FORTIFY.COM

DRT'FY” 2215 BRIDGEPOINTE PKWY. TEL:  (650) 358-5600
IEL

SUITE 400 FAX:  (650) 358-4600
SAN MATEQ, CALIFORNIA 94404 EMAIL: CONTACT@FORTIFY.COM




