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Do you know your “A, B, Cs” from your “1, 2, 3s”? Is 

“red” much worse than “orange”, and why is 

“yellow” used instead of “green”? Just what is a 

“critical” vulnerability? Is “critical” the same as “very 

high”?  How do PCI DSS “level 4 and 5” security 

scanning vulnerabilities relate to application 

weaknesses? Does a “tick” mean you passed? Are 

you using CWE and CVSS? Is a “medium” network 

vulnerability as dangerous as a “medium” 

application vulnerability?  Can CWSS help? 
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Scoping 
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Menu 

What 

● Not severity ranking 

● Severity vs prioritisation 

 

Why 

● Purposes 

● Audiences 

 

How 

● Calculation 

● Desirable properties 

 

Qualitative: 

● Text 

● Info, Warning, Hot 

● Low, Moderate, Important, Critical 

● Low, Medium, High, Critical 

● Info, V.Low, Low, Low, Medium, High, V.High 

● Pass, Fail 

● Numerical 

● 1, 2, 3 

● 1 – 5 

● 0.0 – 10.0 

● 1 – 180 

● Alphabetical 

● I, C, B, A 

● [A-E,F]{3} 

Quantitative 

● £, €, $, etc 
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Health warning 

 

OWASP does not endorse or recommend commercial products and services 
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Purposes 

The presentation today 

 

✔Individual application vulnerabilities 

✔Severity 

✔Prioritisation 

 

 

 

 

 

 

 

Not today 

 

✗Target level of assurance 

✗Application portfolio risk ranking 
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Are we speaking the same language? 
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Software issue tracking - Bugzilla 

● Status (e.g. unconfirmed, new, assigned, reopened, resolved, verified) 

● Resolution (e.g. fixed, invalid, wontfix, duplicate, worksforme, duplicate) 

● Priority and due date 

● Severity measures “impact of a bug” 

http://www.eclipse.org/tptp/home/documents/process/development/bugzilla.html 
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Incident management 

● Information Technology Infrastructure 

Library (ITIL) 

● Severity 

● Impact 

● Urgency 

● Priority 

● NIST SP-800-61 

● Overall severity 

– Critical (7.50-10.00) 

– High (5.00-7.49) 

– Medium (3.75-4.99) 

– Low (2.50-3.74) 

– Minimal (1.00-2.49) 

– Low (0.00-0.99) 

http://www.itil-officialsite.com and http://csrc.nist.gov/publications/nistpubs/800-61-rev1/SP800-61rev1.pdf 



10 

Tricolour Alphanumerical Spaghetti 

What does [.us].gov have to offer? 
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SP800-30 Guide for Conducting Risk Assessments 

Risk 

 

● The combination of the likelihood of a threat event's occurrence and its potential 

adverse impact 

 

● Determine likelihood of threat event 

● Initiation/occurrence 

● Resulting in adverse impacts 

 

● Determine relative impact on the target 

http://csrc.nist.gov/publications/PubsDrafts.html#SP-800-30-Rev.%201 
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CERT Secure Coding Standards 

https://www.securecoding.cert.org/confluence/display/seccode/CERT+Secure+Coding+Standards 
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US-CERT Vulnerability Notes severity metric 

● Used in Vulnerability Notes Database 

http://www.kb.cert.org/vuls/ 

● Method of calculation not publicly available 

● Public knowledge 

● Exploitability (preconditions and ease) 

● Currently being exploited 

● Impact on “the internet” 

● Unequal weighting 

● Score 0 to 180 (non linear scale) 

● If >40, included in US-CERT alerts 

● Vulnerability Notes published after 27 March 2012 use CVSS metrics instead 
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Common Vulnerability Scoring Standard (CVSS) v2 

Forum of Incident Response and Security 

Teams (FIRST) 

● Standardised vulnerability score of 

between 0.0 and 10.0 (most severe) 

● Associated “vector” 

e.g.(AV:N/AC:L/Au:N/C:N/I:P/A:N/E:H/R

L:U/RC:C/CDP:L/TD:H/CR:M/IR:L/AR:H) 

● No names (low, medium, etc) or colours 

● Groups 

● Base 

● Temporal 

● Environmental 

 

CVE Details - Serkan Özkan 

 

 

 

 

 

 

 

 

 

 

 

http://www.first.org/cvss/, http://www.cvedetails.com and http://nvd.nist.gov/cvss.cfm?calculator&adv&version=2 
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CxSS 

Common Configuration Scoring System 

(CCSS) 

● December 2010 

● Use of security configuration settings that 
negatively affect the security of the 
software 

● Vulnerabilities occur as a result of choosing 
to configure the software in a particular 
manner 

● Score 0.0 – 10.0 and vector 

● Examples 

● Kernel level auditing disabled 

● Account lockout duration set t less than 
required minimum 

● FTP service enabled 

Common Misuse Scoring System 

(CMSS) 

● July 2012 

● Use of a software feature in an 

unintended manner in a way that 

provides an avenue to compromise 

the security of a system 

● Vulnerabilities occur as the result of 

result of providing additional features 

● Score 0.0 – 10.0 and vector 

● Examples 

● Bypass file upload anti-virus scanning by 

changing file extension 

● Attacker can impersonate a valid user 

● User follows link to a spoofed website 

http://csrc.nist.gov/publications/nistir/ir7502/nistir-7502_CCSS.pdf and /publications/nistir/ir7864/nistir-7864.pdf 
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Some vendors 

 

OWASP does not endorse or recommend commercial products and services 
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Microsoft severity rating system 

http://technet.microsoft.com/en-us/security/hh314216 
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Microsoft exploitability index system 

http://technet.microsoft.com/en-gb/security/cc998259.aspx 
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Redhat issue severity classification 

https://access.redhat.com/security/updates/classification/ 
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Approved Scanning Vendors (ASVs) 

“High-level vulnerabilities are designated as level 3, 4, or 5” 

https://www.pcisecuritystandards.org/pdfs/pci_scanning_procedures_v1-1.pdf 
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ASVs (continued) 

“Generally, to be considered compliant, a component must not contain any vulnerability 

that has been assigned a CVSS base score equal to or higher than 4.0” 

https://www.pcisecuritystandards.org/pdfs/asv_program_guide_v1.0.pdf 
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Tenable Nessus 

 

http://static.tenable.com/documentation/nessus_5.0_user_guide.pdf 
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Secunia 

http://secunia.­com/­products/­corporate/­csi/­faq40/  
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Qualys Qualysguard 

https://portal.qualys.com/portal-help/en/was/pdf/getting_started_guide.pdf 
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Cenzic 

http://www.cenzic.com/downloads/CTSc_SampleReport_Gold.pdf 



26 

Tricolour Alphanumerical Spaghetti 

VeraCode 

http://www.veracode.com/images/pdf/veracode-detailed-report.pdf 
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Some other rating methodologies 
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(STRIDE and) DREAD 

STRIDE 

● Method to help identify threats 

 

DREAD 

● Classification scheme for quantifying, comparing and prioritising the risk presented by 

each identified threat 

● Calculation (score 1-3 or 1-10 for each): 

● Damage potential 

● Reproducibility 

● Exploitability 

● Affected users 

● Discoverability 

http://msdn.microsoft.com/en-us/library/ff648644.aspx and https://www.owasp.org/index.php/Threat_Risk_Modeling 
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OWASP Risk Rating Methodology 

Likelihood 

● Threat agent 

● Skill level 

● Motive 

● Opportunity 

● Size 

● Vulnerability 

● Ease of discoverability 

● Ease of exploit 

● Awareness 

● Intrusion detection 

Impact 

● Technical 

● Loss confidentiality 

● Loss integrity 

● Loss of availability 

● Loss of accountability 

● Business 

● Financial 

● Reputation damage 

● Non-compliance 

● Privacy violation 

https://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology and http://paradoslabs.nl/owaspcalc 
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CVSS environmental and temporal groups 

Environmental 

● Collateral damage potential 
None, low, low-medium, medium-high, high,  

not defined 

● Target distribution 
None, low, medium, high, 

not defined 

● Security requirements for each of 

confidentiality, integrity and availability 
None, low, medium, high, 
not defined 

Temporal 

● Exploitability 
Unproven, proof of concept, functional, high, 

not defined 

● Remediation level 
Official fix, temporary fix, workaround, 

unavailable, 

not defined 

● Report confidence 
Unconfirmed, uncorroborated, confirmed, 

not defined 

Warning: Vegetarians look away now 

http://www.first.org/cvss/, http://www.cvedetails.com and http://nvd.nist.gov/cvss.cfm?calculator&adv&version=2 
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Why it's sometimes even more of a dog's breakfast 
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Chained issues 

● A sequence of two or more separate weaknesses that can be closely linked together 

within software 

● One weakness, X, can directly create the conditions that are necessary to cause 

another weakness Y 

● Example: XSS via Shared User-Generated Content 

● SVG file type not included in banned file types 
CWE-184: Incomplete Blacklist 

● Can upload SVG files 
CWE-434: Unrestricted Upload of File with Dangerous Type 

● Malicious JavaScript code can be executed in user-uploaded SVG file 
CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') 
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Composite issues 

● A combination of two or more separate weaknesses that can create a vulnerability, but 

only if they all occur all the same time 

● One weakness, X, can be "broken down" into component weaknesses Y and Z 

● By eliminating any single component, a developer can prevent the composite from 

becoming exploitable 

● Example: Application Worm 

● “Add a Friend” susceptible to CSRF 
CWE-352: Cross-Site Request Forgery (CSRF) 

● “Add a Friend” susceptible to Type 2 (Stored) XSS 
CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') 

● “Add a Friend” usage Increases Exponentially 
CWE-799: Improper Control of Interaction Frequency 
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Aggregation and automation 

Channel specific severity ratings 

● Vendor vulnerability announcements 

● Manual and automated source code analysis 

● Manual and automated dynamic analysis 

● Operational issue detection (e.g. web application firewalls, configuration monitoring, 
host intrusion detection, file integrity monitoring systems, event correlation engines, 
continuous and manual audit processes) 

● Notification by customers/clients/citizens 

● Export 

● Vulnerability findings exchange 

● Benchmarking 
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Counting vulnerabilities 

Identity 

● Per affected line of code 

● Per entry form / page / screen 

● Per application 

 

Generic 

● “All” 

● “Every form” 

● “Every page for authenticated users” 

Groups 

● Aggregated 

● Chained 

 

Comparison 

● Consistency 

● Equality 

 



36 

Tricolour Alphanumerical Spaghetti 

Infrastructure vs. application 

● CVSS 

● Helps score vulnerabilities in deployed software 

● Repeatable 

● Scores inconsistent where 

– there is missing information 

– there is a desire to achieve a certain value 

– guidance is not followed 

● Doesn't take into account mandatory requirements 

● Software 

● Many weaknesses, but not all necessarily vulnerabilities that are also exploitable 

● Scoring based on impact on the system 
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Compliance thresholds 

“Standards” 

● Corporate policies 

● CWE/SANS Top 25 Top 25 Most 
Dangerous Software Errors 

● Federal Information Processing 

Standard (FIPS) 200 

● NIST Special Publication 800-37 

● OWASP Top 10 Risks 

● OWASP Application Security 

Verification Standard (level?) 

Contractual 

● PCI SSC (e.g. Data Security 
Standard) 

● Non disclosure agreements 

● Contractual clauses and SLAs 

Legislation and regulations 

 

Rating 

● Binary choice? 

● Pass 

● Fail 

● Not quite black and white 

● Degree of confidence 

● Coverage 

● Accepted non-compliance 

● Emergency 

● Business as usual 

● Ignored 
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Read the label 

 

OWASP does not endorse or recommend commercial products and services 
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CVSS considerations 

Calculations 

● Range of scores 

● Application vulnerabilities even narrower 

range 

● Environmental group 

Presentation 

● Base score 

● Vector 

● Colours 

 

Interpretation 

● Over-reliance on numerical score 

● Disconnect with code weaknesses 
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Another way? CWSS 

Common Weakness Scoring System 

● Scoring software application weaknesses 

● Built around Common Weakness Enumeration (CWE) 

● Account for incomplete information 

● Three metric groups: 

● Base finding 

● Attack surface 

● Environmental group 

 

http://cwe.mitre.org/cwss/ 
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CWSS metric groups 

● Base finding 

● Technical Impact (TI) 

● Acquired Privilege (AP) 

● Acquired Privilege Layer (AL) 

● Internal Control Effectiveness (IC) 

● Finding Confidence (FC) 

● Attack surface 

● Required Privilege (RP) 

● Required Privilege Layer (RL) 

● Access Vector (AV) 

● Authentication Strength (AS) 

● Authentication Instances (AI) 

● Level of Interaction (IN) 

● Deployment Scope (SC) 

 

 

 

● Environmental 

● Business Impact (BI) 

● Likelihood of Discovery (DI) 

● Likelihood of Exploit (EX) 

● External Control Effectiveness (EC) 

● Remediation Effort (RE) 

● Prevalence (P) 
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CWSS metric groups comparison with CVSS 

● Base finding 

● Technical Impact (TI) 

● Acquired Privilege (AP) 

● Acquired Privilege Layer (AL) 

● Internal Control Effectiveness (IC) 

● Finding Confidence (FC) 

● Attack surface 

● Required Privilege (RP) 

● Required Privilege Layer (RL) 

● Access Vector (AV) 

● Authentication Strength (AS) 

● Authentication Instances (AI) 

● Level of Interaction (IN) 

● Deployment Scope (SC) 

 

 

 

● Environmental 

● Business Impact (BI) 

● Likelihood of Discovery (DI) 

● Likelihood of Exploit (EX) 

● External Control Effectiveness (EC) 

● Remediation Effort (RE) 

● Prevalence (P) 

 

● CIA impacts & security requirements and CDP 

● - 

● - 

● Access Complexity & Remediation Level 

● Report Confidence 

 

● Access Complexity 

● Access Complexity 

● Access Vector 

● - 

● Authentication 

● Access Complexity 

● Access Complexity & Target Distribution 

 

 

 

 

● Collateral Damage Potential 

● - 

● - 

● Access Complexity 

● - 

● Target Distribution 

 

● Exploitability 

●   
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CWRAF 

Common Weakness Risk Analysis Framework (CWRAF) 

● Business value context 

● Technical impact scoresheets 

??? 
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E-commerce drivers 
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Requirement 6.2 

https://www.pcisecuritystandards.org/documents/navigating_dss_v20.pdf 
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Requirement 6.5.6 

https://www.pcisecuritystandards.org/documents/navigating_dss_v20.pdf 
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Risk ranking of vulnerabilities 

● Avoid using the terms “low”, “medium” or “high” 

● Triage 

● “high” 

● “not high” 

● out of scope 

● Prioritise but flag all the issues that can impact on the security of the cardholder data 

environment 

https://www.pcisecuritystandards.org/documents/navigating_dss_v20.pdf 
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Build your own 
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The most important points 

Clarity 

● Make it understandable 

● Define terminology 

● Avoid numbers post calculation 

● Don't get hung up on precise names 

● Scoring is not that accurate, so think about fuzzy ranges 

● Train users 
 

Environment-specific 

● Technical 

● Business 

 

Consistency 

● Differentiation (spread of scores) 

● Reproducible 

Test the scheme 

● Test plan 

● Edge cases 

● Unconfirmed vulnerability 

● Unexploitable vulnerability 

● Exploitable but negligible impact 

● Exploitable but extremely improbable 

 

Prepare for / enable automation 

● Identification 

● Interoperability 

● Mappings (one to many) 

● Level of confidence 

● Time dependent data 

● Out-of-scope results 
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A proposed risk assessment framework 

Business 
Context 

Aggregator Repository 

Source 

Source 

Source 

CVSS base vector 
CWSS base vector 

CVE and CWE mappings 

CWSS environmental vector 
CWRAF 

Risk 
Register 

Change 
Control 

Performanc
e 

Tracking 
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Engagement with others 

As the recipient (e.g. development 

manager, application owner, business 

manager) 

● Define the objectives of the verification 

activity 

● Discuss in advance what pass or fail 
means 

● Understand the scoring/rating 

methodology being used, whether this 

has changed and especially what impact 

target is being assumed 

● If CVSS is used, insist upon having both 

the score and the vector 

● Insist upon more than a generic 

description of the vulnerability and a 

severity rating 

As a provider (e.g. design/code reviewer, 

pen test company, ASV, software 

analysis vendor) 

● Understand the client's business and 

risks 

● Ask the client if they have a preferred 

rating methodology 

● Find out what the client's objectives are 

● Know what threshold(s) the client will be 

sensitive to 

● Be open about the ranking process used 

● Use CWE identifiers in findings 

● Consider CCSS, CMSS and CWSS too 

● Provide recommendations and discuss 

mitigating measures and considerations 
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Conclusion 
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Assess yourself 

1. Is “red” much worse than “orange”? 

2. Why is “yellow” used instead of “green”? 

3. Just what is a “critical” vulnerability? 

4. Is “critical” the same as “very high”? 

5. How do PCI DSS “level 4 and 5” security 

scanning vulnerabilities relate to 

application weaknesses? 

6. Does a “tick” mean you passed? 

7. Are you using both CWE and CVSS? 

8. Is a “medium” network vulnerability as 

dangerous as a “medium” application 

vulnerability? 

9. Can CWSS help? 

10.Does risk ranking equate to prioritisation? 

1. Not necessarily 

2. Green could suggest no risk 

3. It depends on your own definition 

4. (as above) 

5. Your “Risk Ranking Process” created to 

meet PCI DSS requirement 6.2 needs to 

define this 

6. Not always 

7. Yes 

8. It might be – it depends what you mean by 

“danger” – but this should be a comparison 

of likelihood & impact 

9. Yes 

10.No, but they are related 
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Assess me 

 

 

 

 

 

 

 

 

https://www.surveymonkey.com/s/Research12_ColinWatson 


