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DISCLAIMER 

• Segala cara, tehnik, peragaan serta alat yang 
digunakan dalam sesi presentasi ini adalah 
untuk tujuan Pendidikan 

• Penyalahgunaan dari sebagian atau 
keseluruhan cara, tehnik, peragaan, serta alat 
yang ditunjukkan dalam sesi presentasi ini 
diluar tanggung jawab instruktur/penulis. 



About Me 

• Graduated of Master Information Technology, 
Swiss German University, 2016.  

• Have been experience working with Solaris, 
FreeBSD, RedHat Linux, Slackware, SuSe since 
1998.  

• More than 8 years experience for penetration 
test project and digital forensic investigation. 

XecureIT 



PROBLEM STATEMENT 

•  Some legitimate websites can be used to 
retrieve contents from other websites 

•  Those legitimate websites does not have 
sufficient control for the respective features 
above 

•  The features of legitimate websites can be 
abused to launch Denial of Service (DoS) 
Attack toward other websites 



BACKGROUND 

Source: http://www.internetlivestats.com/ 

The growth of web 
application and user in the 
Internet, number of attacks 
also increased in terms of 
size and frequency in 
internet such as denial of 
services (DoS) (Arora et al., 
2011) 
 



DDoS ATTACK 



DDoS ATTACK - LAYER7 



THREAT ANALYSIS 

Threat Analysis social media 

Facebook Threat Analysis web online 

translator 



THREAT ANALYSIS (CONT) 
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METHODOLOGY (REAL) 



HARDWARE SPECIFICATION 



DATA COLLECTION 

• The victim's server always rebooted before 
launch the next attack 

•  Testing repeat 5 times for each scenario 

•  Result in average 

•  Monitoring's server is close to the victim 



MEASUREMENT PARAMETERS 

• Traffic bandwidth in Kilobit per second (Kbps) 
and Packet per Second (PPS) 

•  CPU and Memory Usage in Megabyte (MB) 

•  MySQL per Second (MQPS) 

•  HTTP Response in milisecond (ms) 

•  Ping Time Response in milisecond (ms) 

 



RESULT (FACEBOOK) 

NetRange: 173.252.64.0 - 

173.252.127.255 

CIDR: 173.252.64.0/18 

NetName: FACEBOOK-INC 

NetHandle: NET-173-252-64-0-1 

Parent: NET173 (NET-173-0-0-0-0) 

NetType: Direct Assignment 

OriginAS: AS32934 
From IP whois, we found that the IPs retrieved content 

from the victim is belong to Facebook 



RESULT (GOOGLE 
TRANSLATOR) 

NetRange: 66.249.64.0 - 66.249.95.255 

CIDR: 66.249.64.0/19 

NetName: GOOGLE 

NetHandle: NET-66-249-64-0-1 

Parent: NET66 (NET-66-0-0-0-0) 

NetType: Direct Allocation 

From IP whois, we found that the IPs retrieved content 

from the victim is belong to Google 



RESULT (BING TRANSLATOR) 

From IP whois, we found that the IPs retrieved content from the victim is belong to Google 

inetnum: 111.221.30.0 - 
111.221.31.255 

netname: Microsoft 

descr: Microsoft 

descr: Microsoft Corp, Singapore 

country: SG 

admin-c: MP234-AP 

tech-c: SC1001-AP 

mnt-irt: IRT-MICROSOFT-APNIC-SG 

changed: hm-changed@apnic.net 
20090714 

mnt-by: APNIC-HM 

mnt-lower: MAINT-AP-MICROSOFT 



RESULT (CMS WORDPRESS) 

IP list above is the IP of CMS Wordpress as reflector 



RESULTS (GRAPH) 



RESULT (COMPARISON STATS) 



RESULT (COMPARISON STATS) 



RESULT (VICTIM DOWN) 



ANALYSIS 

• The IP of Facebook, Google Translator, Bing Translator, and CMS 
Wordpress is shown as IP connected to the victim 

•  Facebook and Google translator are using several server in their 
side to retrieve content from the victim. 

• Bing translator and some Wordpress version provide the IP of 
whom made request. 

• Increasing thread or number of CMS Wordpress as reflector from 1 
CMS Wordpress to 5 CMS Wordpress will make power of attack 
increase 3 – 5 times. 

• Our test with 15 thread CMS Wordpress can make the victim could 
not accessed due to out of memory. 

• From the web server log of victim, we found that all attack come 
from Facebook, Google translator, Bing translator, and CMS 
Wordpress is using HTTP-GET attack 
 



COUNTERMEASURE 



COUNTERMEASURE (RESULT) 



COUNTERMEASURE (RESULT) 



CONCLUSION 

 
• We can use Facebook, Web online translator, and CMS Wordpress 

as our attack platform to launch DDoS attack to other sites 
• Our experiments toward provider's web application shown that 

those web applications send an HTTP-GET Request to the victim 
and attacker can loop their request by sending many HTTP-GET 
Request and make the victim suffer from HTTP-GET DDoS attack. 

• Our countermeasure successfully prevent HTTP-GET Attack in the 
source by adding control into legal website's application. 

• DDoS Attack against application layer such as HTTP does not need 
much bandwidth to make the victim unavailable to serves request. 
 



FUTURE WORK 

• Use Twitter as attack platform 

• Use WhatsApp as attack platform 

• Use Telegram as attack platform 

• Creating an automatic tool to scan any web 
application in the Internet to find similar 
problem as above. 




