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OWASP Attack Category: LDAP Injection

a OWASP

The Open Web Application Security Project

The Open Web Application Security Project (OWASP) is a worldwide free and open community focused

on improving the secunty of application software. Our mission is to make application security "visible,”

so that people and organizations can make informed decisions about application security nsks. Every-
one is free to participate in OWASP and all of our materials are available under a free and open software
license. The OWASP Foundation is a 501¢3 not-for-profit charitable organization that ensures the ongoing
availability and support for our work.
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<input type="text" size=20 name="userName">Insert the

username</input>
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String ldapSearchQuery = " (cn=" + SuserName + ")";

System.out.println (ldapSearchQuery);
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1. <html>

2. <body>

3. <%@ Language=VBScript %>

4. <%

5. Dim userName

6. Dim filter

7. Dim ldapObj

8.

9. Const LDAP_SERVER = "ldap.example"

10.

11. userName = Request.QueryString("user")

12.

13. if( userName = "" ) then

14. Response.Write ("Invalid request. Please specify a wvalid
15. user name")

16. Response.End ()

17. end if

18.

19. filter = " (uid=" + CStr (userName) + ")" ' searching for the
user entry

20.

21. 'Creating the LDAP object and setting the base dn
22 Set ldapObj = Server.CreateObject ("IPWorksASP.LDAP")
23. ldapObj.ServerName = LDAP_SERVER

24. ldapObj.DN = "ou=people,dc=spilab,dc=com"

25.

26. 'Setting the search filter

27. ldapObj.SearchFilter = filter

28.

29. ldapObj.Search

30.

31. 'Showing the user information

32. While ldapObj.NextResult = 1
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33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.

Response.Write ("<p>")

Response.Write ("<b><u>User information for: " +
ldapObj.AttrValue (0) + "</u></b><br>")
For i = 0 To ldapObj.AttrCount -1

Response.Write ("<b>" + 1ldapObj.AttrType (i) +"</b>: " +
ldapObj.AttrvValue (i) + "<br>" )
Next

Response.Write ("</p>")
Wend
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</body>
</html>
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eInterpreter Injection

*SQL Injection

*Command Injection

*Relative Path Traversal

*Resource Injection

*Path Manipulation
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*http://www.blackhat.com/presentations/bh-europe-08/Alonso-Parada/Whitepaper/bh-eu-08-

alonso-parada-WP.pdf

http://www.ietf.org/rfc/rfc1960.txt A String Representation of LDAP Search Filters (RFC1960)
*http://www.redbooks.ibm.com/redbooks/SG244986.html IBM RedBooks - Understanding
LDAP

*http://www.webappsec.org/projects/threat/classes/ldap_injection.shtml
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