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OWASP Attack Category: Cross Site History Manipulation (XSHM)

a OWASP

The Open Web Application Security Project

The Open Web Application Security Project (OWASP) is a worldwide free and open community focused

on improving the secunty of application software. Our mission is to make application secunity "visible,”

s0 that people and organizations can make informed decisions about application security risks. Every-
one is free to participate in OWASP and all of our matenals are available under a free and open software
license. The OWASP Foundation is a 501¢c3 not-for-profit charitable organization that ensures the ongoing
availability and support for our work.
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Cross-site Scripting (XSS)

Cross-Site Request Forgery (CSRF)

raglieo sl 13y o]

Cross Site Scripting Flaw

Presentation in OWASP Israel Local Chapter Meeting (Feb-2010)

Cross site history manipulation (XSHM) Guide

Checkmarx identifies new web browser vulnerability, InfoSecurity Magazine, January 27, 2010
Demo for Internet Explorer users - "Am I using Facebook?"

Wikipedia: Same Origin Policy (SOP)
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