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e Matthias Rohr
e CISSP, CSSLP, CISM, CCSK
e Application Security seit knapp 10 Jahren

e Autor sowie Berater und Geschaftsfihrer bei der Secodis
GmbH in Hamburg

e Schwerpunkte:
— Secure Development Lifecycle (SDL)
— Tool-basierte Software-Sicherheitsanalysen
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Zunachst ein wenig FUD* ...

* = Fear, Uncertainty & Doubt
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“The cyber threat is one oft he most serious
economic and national security challenges
we face as a nation”

Obama, 29. Mai 2009

In einer Studie gaben 93% der grolReren und 76%
der kleinere Unternehmen in UK an, in 2011 von

einem Cyber-Angriff betroffen gewesen zu sein
' ‘ Information security breaches survey —
Technical report, April 2012, PwC




/\ ,Cyber-Angriffe” =
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Infrastruktur
(14%)
Webanwendungen

(86%)

Quelle: UK Security Breach Investigations Report 2010
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OWASP Top 10 - 2013 OWASP
The Open Web Application Secunity Project
A1 - Injection i e i
OWASP Top 10 - 2013
A2 - Broken Authentication and Session Management The Ten Most Critical Web Application Security Risks

A3 - Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References

AS - Security Misconfiguration | re 16 as e

AB - Sensitive Data Exposure

A7 — Missing Function Level Access Control

AB - Cross-Site Request Forgery (CSRF)

A9 - Using Known Vulnerable Components

A10 - Unvalidated Redirects and Forwards

Merged with 2010-A7 into new 2013-A6

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project



F Angriffe
OWASP

¥ The Open Web Application Security Project

Il Unknown
M Denial of Service
SAL Injection
B Cross Site Scripting (XSS)
M Brute Force
M Predictable Resource Location
M Stolen Credentials
M Unintentional Information Disclo...
B Banking Trojan
M Credential/Session Prediction
B Cross Site Request Forgery (C...
B DNS Hijacking
M Process Automation
B Misconfiguration
B Known Vulnerability
B Abuse of Functionality
B Content Spoofing
M Administration Error
B O3S Commanding
B Cross-site Scripting (XS8)

1999-2011
http://projects.webappsec.org/w/page/13246995/Web-Hacking-Incident-Database
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B Unknown
B Insufficient Anti-automation

Improper Input Handling
B Improper Output Handling
B Insufficient Authentication
B Insufficient Process Validation
B Application Misconfiguration
B Insufficient Authorization
B Insufficient Password Recovery
B Insufficient Anti-Automation
B Abuse of Functionality
B Misconfiguration
[ Insecure Indexing

B Insufficient Transport Layer
Protection

B Predictable Resource Location
B Information Leakage
B Insufficient Entropy

Sonstiges

1999-2011
http://projects.webappsec.org/w/page/13246995/Web-Hacking-Incident-Database
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M Leakage of Information
M Downtime
Defacement

B Planting of Malware

B Ivonetary Loss

M Disinformation

M Disclosure Only

M Account Takeover

B Phishing

M Worm

B Link Spam

M Session Hijacking

[ Credit Card Leakage

M Fraud

M Spam

Il Extortion

M Loss of Sales

M Data Loss

B Account Hijacking

M Downtiime
Sonstiges

1999-2011
http://projects.webappsec.org/w/page/13246995/Web-Hacking-Incident-Database
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Implementierung
Anforderungen (handwerkliche Fehler)

N\ ¥

Quelle: Joe Jarzombek, Software-Assurance: Enabling Enterprise Resilience through Security
Automation and Software Supply Chaining Risk Management
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Tools ...
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Schwachstellen in der laufenden Anwendung

Manuell: Pentest
Autom: Dynamic App. Security Testing (DAST)

@

T T T —— e CCOUNC T AN SCION ISR FIPRToT
Fle Edt View History Bookmarks Tools Help || essss——]

Account Transaction

- http.//crackme cenzic. com/Kelev/php/

erack < P/acctirarsaction php v e
Crack Me Bank

Welcome to CrackMeBank Imvestments

i O

Feadback Custemer Care Contsct

s for Mirek Jozic
Cet Statement
— Formard request
X — Reply e request
Dmcare
Transfer
- - S R R e e G e - - - - - - - - - -
.~ ssion.g a= ar Bdit Prof Page
- e
TAC L
First Name
- ill N g4 a
= chmemployee . getFirstName L33
La: Name
o <i-'.,‘l’.H:.L!!:nn:?'.lL,:).L'I_!l:._".!'.i

Schwachstellen auf Codeebene
Manuell: Code Review
Autom: Static App. Security Testing (SAST)

J \

Session Mgmt /
CSRF,
Unsichere
Einbindung,
Logikfehler,
Anti-
Automatisierung,

Race Conditions
Buffer Overflows
— Backdoors,
Unsichere APIs,
Anbindung
Backend,

Code vs.’Application Layer

XSS,

SQL Injection,
Datenval. allg.
Authentifizierung,
Zugriffsschutz,
Kryptographie,
Information
Leakage,
Fehlerbehandlung,
Konfiguration,
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e Dynamic App. Security Testing (DAST)
e Static App. Security Testing (SAST)
e Hybride Ansatze

@ m

e Veracode
WhiteHat Security

Cenzic .
NT OBJECTives

' Qualys o
@
Ac
partiniggn ‘ unetix

N-Statker @  Checkmant

7 : Armarize Technologies
Quotium Technologies @) @ o

. Aspect Security
@ virtual Forge

o Indusface

ABILITY TO EXECUTE

_ COMPLETENESS OF VISION As of July 2013
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Quelle: OWASP ASVS 2009

No malicious developers

The design has to be right

The controls have to be right

Scan

Depth — Level of Rigor

@

Breadth — Number of Requirements

Tools liefern keine Schwachstellen, nur Findings. Eine manuelle Verifikation und
Bewertung ist immer erforderlich!
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e /uteuer

e Viele False Positives (Schwachstellen die keine sind)

* Viele False Negatives (Schwachstellen die nicht gefunden werden)*
e Unzureichende Abdeckung

 Niemand der sie bedienen kann

e Gefahrdet die Stabilitat meiner Anwendung

* Vadim Okun. Aurelien Delaitre, Paul E. Black , The Second Static Analysis Tool Exposition (SATE), Special
Publication 500-287, Juni 2010, http://samate.nist.gov/docs/NIST_Special_Publication_500-287.pdf
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10 Grunde,
warum Tools

trotzdem WIChtIg sind ...



2. Anwendungen andern sich laufend

AMarum Tools? (1)
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1. Anwendungen werden immer grolRer
GroRe Webanwendungen > 100 KLOC T()()L RULES

Ein Security Reviewer schafft im Schnitt 1 KLOC pro ) O KN“T¢ TOUCH ‘EM

Tag - BORROW ‘EM
: i l —» MOVE ‘EM
Agile Entwicklung DON'T EVEN LOOK AT ‘EM!

Schnelle Anderungen durch Anderungen im
Deployment

Laut Whitehat, wurden in 2012 im Schnitt 56
kritische Schwachstellen in Webanwendung
eingebracht.*

Anderungen von Anwendungen und deren
Einbindung im Betrieb (Web 2.0)

3. Security-Experten sind teuer und rar

* http://de.slideshare.net/duncant75/whitehat-security-website-security-statistics-report-may-2013
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4. Tools arbeiten schnell und kénnen kontinuierlich ausgefihrt werden

Angriffsfenster eines Angreifers
(365x7x24)

L

Durchgefihrte
Pentest (z.B. 2 x pro Jahr)

Quelle: OWASP
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5. Tools kdnnen manuelle Analysen deutlich
wirkungsvoller (bzw. Gberhaupt erst
durchfihrbar) machen.

6. Mittels Tools lasst sich die Einhaltung
spezifischer Policys / Vorgaben laufend
prufen.

7. Tools ermoglichen nachvollziehbare,
objektive und standardisierte Analysen.
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8. Tools ermoglichen Nachhaltigkeit und  security defects
kontinuierliche Verbesserung. 28

95.8% compliance

9. Tools ermdglichen die Ermittlung von a7 wies actaes
Sicherheitskennzahlen (Metriken, KPIs).

10.Tools lassen sich in andere Tools
integrieren (=> QA)

Limitationen von Tools miissen verstanden,

aber auch Chancen durch deren Einsatz

genutzt werden!
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Dynamic Application Security Testing (DAST)

= Tools, die eine laufende Anwendung auf potentielle
Sicherheitsprobleme hin untersuchen
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Sicherheitsprobleme, die DAST-
Tools finden konnen

Implementierungs-Fehler

Konfigurationsfehler

Ungtltige TLS-Zerts

E

Loginversuche
Passwortlange

Access
Controls

etc.

Testzugénge
i SVN-
Dateien

etc.

AN

SQL Injection™ Error — Abgelaufene
XSS* Handling* — oder invalide
= ™ TLS/SSL-
Known Vuln. D TLs- Conﬂg Zertifikate
etc.
Sicherheitsanforderungen Deploymentfehler Malware

Schadcode auf
den eigenen
oder in
dynamisch
eingebundenen
Seiten
(Werbebanner)

* Low Hanging Fruits
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8 00

Pentesting Tools - Burp

Burp Suite Free Edition v1.5 8 00 Burp Suite Free Edition v1.5
Burp Intruder Repeater Window Help Burp Intruder Repeater Window Help
| Target I I Spider Scanner Repeater I Sequencer I Decoder I Comparer I Options I Alerts |
J Intruder T Repeater T Sequencer T Decoder T Comparer T Options T Alerts Target T T Spider T Scanner T Intruder L
[lxIZxT3xI4x [lxlszixId-x
| Targer | Pacitianc TF'_U!nads | options | I Targat | Pocitions | Pavlaade Tﬂntlans |
£ L L ] =7 | | =) = L= |
&
(2] o = ) o o r
(<] Payioad set: | 1 ¥ Payioad count: 512 |
Configure the positions where payloads will be inserted into the base request. The attack o — — - o lr-\
type determines the way in which payloads are assigned to payload positions - see help Fayload type: | simpie list ] Request count: 1.336
Err £l derntl |
Attack type: | Sniper 1’] . @
3ET /bookDetails. html 7id=57155%8&userlcd=—5341% i Add § This payload type lets you configure a simple list of strings that are used as J
HTTE/1.1 I—J payloads.
Host: www, example.com |
User-Agent: Mozilla/5.0 (Macintosh; Intel l Clear § ] - i
i
Mac 03 ¥ 10.8; rv:25.0% @Gecko/20100101 Paste !
Firefox/25.0 Auto § AR SHHAE SHA S @R SHS S@ETHANT()
Cookie: Load ... IEE0RAR0HR01E3 B7@E0ANT()
JEESSIONID=55E5F0074425 155 1FEDEAC SDCDES 1BE 2; Refresh -
env=§prod§ v Remove “ortat="a
Tor K="k
rd = =+ > Type a search term 0 matches Clear Claar “or 0=0#
“or 0=0 -- L
3 payload positions Length: 409 “orl=lorT=" v s
- i T ¥

Aullerdem: OWASP ZAP, Fiddler, (OWASP Webscarab), diverse Browser-Plugins
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& HP Weblnspect

Fle Bt Wew Toos Scan A0 Reporis  Hep U HP Web|n5pect
30 Mew = 50pens = |y Complarce Manisger. [l Polley Managme [ Rispors () Schackie iR Smutipdute | - IBM AppSCan

acma _  _____________ = NTSpider

St Faoe” Site: WikpiA2A68

Scan Info =3 Scan Dashboard .
8 ooty A
ol crovt 30015 = » Accunetix
BB {Pesth dervei S Tradfir Miaitor Dxrighiar e
v T .
- ElRecommendatons Frdey: Sarcad | |
[l (Post) Remm3tnarrs = Audit 248 of 248 ur p
Elraachmecs Dicletad ems: o
W Falze Poskve : F I:r;b'“: i
5
BB (st tervmdtnam || Sessionindo x| | Scan Stalus Vulner abilities Sl F¥
= [ (Post) namesbson (i Vusnerabiley Completed & M N::tk.w .
FRR (Post)nama=ls - [ acks Sek: 3]
Bl Fotinanent e Bromemr Activity Req/Sec = Tisues: ”
IR Fost)namesl: (3 HTEF Request Cramling @ ; lhsorsil
E Fostinamesl: [ HTEP Resmorse fuditing & - m Total Requests: 3,402
EIE (Fostinamem: By edk Traces 5 Faled Reuedts |
other Ewi/Sec 5
(Pt} nammeason 1 Serigh Inchudes: o
E% i) v Eloens Soript Bxeqution E *:_ Rk e
BB (st nsnm=osen '.‘_:l;itnm SecurityScops il Hegh Mg Lo s F'z-::“ 404 Prohas: i
E@ (Pest) narve=dasons & Lins A4 Pk Radrscts; o
HE (Pest) o= v= Comments Attack Typn Muacks @ el W u w 71 :Fﬁifﬂm' E
M@' (Pest) namemMsen ) Text & Margudation 1.501 2 z 1 I o I PR
= [0 tquerritesmtens | oy o 3 Exploratory 572 ] o o 0 0 [ :E;“:"’"’”’ 2
B opirent ] o & Other 15 [ i 5 : - T R 2
I () Rommi | e s — - —- — Serigk Evants 17
FIRR (o) bemmi rang Kilohytes Sant NS
I (Goomry) kol ek - Kiolnytes Recerved: 12.407K
FI (o) kot -
FD (o) ket | | |Duplicates
—_r
i = L T — T — [—
;#MM;I&Mmscrm.q - et e
0 Cridea Cross-Sie Soripting 2166216 5080 picMnaiCheckout.do POST u name (Fostitems 1S samesiasonN iR ieMN3oinpTRIealer
(] Site Cross-Site Seripeng 2 168 F16 305 sl MnaiCheckout do POST & namas [Postinamesiason 3rsCripTRIeslert{ 16845
U5 Sequence ¢ LBR TLE T BOSO L s [Ty ity L e e M PR i T
e kot 4ol ems)
iy, Search Cran-Sie Sengng 2 168 116.3 B0B%Y spe Mratneckout do ST ftem Postiteme 1IN Ie R I TR SNTTSTI SN
Crops-Site HKripSng &188.216 28080 spic Mnadlheckout. do - ag \.:3 fem [Craery Htemel thetelodrpTialesien i MEET i
= ET Ll sl s .
2| @ vulnerabitties | @ Information | 7] Best Practices | | | Scan Log | @ Server trformation |
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Web Security Scanner

(kostenfrei)

» (3] M Cross Site Scripting (Reflected) (4)

> [:J M S0L Injection - Generic SQL RDEMS (2)

» [ Application Error disclosure (2)

» [ P Directory browsing (2)

» [] F Cookie set without HttpOnly flag (55)

» [] P Cross-domain Javascript source file inclusion

~Meni auf jedem beliebigen URL hinzufiigt werden.

Bestehende Warnnungen konnen mittels Doppelklick bearbeitet werden|

Warnungen W2 2 R4 @]

Laufende Scans 2 0 %0 /0 0 L0 0|

800 Unbenannte Session - OWASP ZAP
Ty oy : MICE T =T s fehn ] e ki R e ] : = T i " OWASP ZAP
| Standardmode || || E|d|M| | BIEIEIE @: ¢ = « p|p Q| X|&N €] 3af
[ — (LS| | e . - el —a -
| Scripts | | % Schnellstart i | 4= Response | 4 Break .| Skripting-Konsale | e . d .
e —_— - skipfish
v ites . : . . . = ilb= o
Header: Rohdaten anzeigen = Body: Rohdaten anzeigen = | : 8 2
v [ B hop:f jwww.testfire. | - | B 8 e Nikto / Wikto
_ EGEI' http://www.testfire.net/default.aspx HTTP/1.1
B % CET default.z Host: www.testfire.net SSLScan / SSL Labs
—g A |User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.8;)
LI P % CGET:Privacyp iPr’agma: no=cache
B | H o admin |Cache-control: no-cache
B [ | P # bank |Content=Type: application/x=www=form=urlencoded
[ % GET-feedbac ICantant.lonnths @
: Ut GET:cgi.exe
| @ GET:survey_c
|| FU 8 GET:style.css
| P GET:disclaim
e Mittels ThreadFix
"‘ Aktiver Scan %Ei Spider #  "Forced Browse" W Fuzzer =] Parameter > | .
lassen sich aus
@ Vollstindige Details aller ausgewdhlter Warnungen werden hier angezei|
ot. Scanner-
¥ W Warnungen () Separate manuelle Warnungen kénnen ausserdem iiber das Rechtsklick| ErgEbnissen

Virtual-Patching-
Regeln fir
ModSecurity
generieren.
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800 Unbenannte Session - OWASP ZAP

] A kt i ve u n d Pa S S i Ve S Ca n S l 'St'anda.r..c.1 .riode ;"p[SI i ] Iv éc ';e"::‘nIEl E2BE @ ¢i=«[p[po[X][&] [e]
u S e h r a kt | ve CO mmuhn ity ¥ M | [ Header: Rohdaten anzeigen %] | Body: Rohdaten anzeigen | el @

¥ . P hop:/ fwww.testfire.

) AR | [GET s /- testrare. ; :
(laufende Weiterentwicklung) e e

= User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0;)
¥ GET:Privacyp =F‘ragrna: no-cache

4= Response | g4 Break Skripting-Konsole

n b L B #admin |Cache-contral: no-cache

u U I u d D e a l I I O n M O d e b [ R # bank |Content-Type: application/x-www-form-urlencoded
U % GET-feedbac \fantantalannth: @
~ v Ir

= Offenes Design: N & e

A P I | P ¥ GET:disclaim
— E i ge n e A d d _ O n S [« W 3 Aktiver Scan 5 Spider /" "Forced Browse" 4 Fuzzer “[=] Parameter >
(6} 'Vollstindige Details aller ausgewihlter Warnungen werden hier angezei|

Eigne Skript

- I g n e r I p e Y Qw_z\rnungen 3 Separate manuelle Warnungen konnen ausserdem uber das Rechtsklick|
» [] P Cross Site Scripting (Reflected) (4)

— Programmaufrufe

-Menii auf jedem beliebigen URL hinzufigt werden.
[0 P SOL Injection - Generic SOL RDBMS (2)

(31 ™ Application Error disclosure (2) Bestehende Warnnungen konnen mittels Doppelklick bearbeitet werden|
[ ] @ Directory browsing (2) -

[ ] P Cookie set without HttpOnly flag (55)

(] ® Cross-domain JavaScript source file inclusion

YYYYTY

| Warnungen Ri2 Ri2 fi4 Rl Laufende Scans 3 0 %0 0 €0 40 $|§<0_

Vorsicht vor dem Einsatz auf produktiven Systemen!
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Y ———
/W Veracode Platform x 1
€« C' | @ https://analysiscenterveracode.com/auth/index,
L 3 Analytics Applications  Services Polides elearning Directory Matthias Rohr; Secodis GmbH Admin Ops ¥ Your Account | Help | Logout
z » Application: test VERACOIDE
Scan: Stafic | Dynamic: 16 Dec 2013 Dynamic (Links Report 51) -
Show: (J) Fix First Analyzer (@) Flaw Details  (Z) Mone
Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection’) cwem:as @ Download Flaw Details ~
Flaw URL: http://www.defensiveweb.ora/1315469...de%278R4FIxz7z=VeracOdedl ogin=Login 5 Vulnerable Parameter: username =
Method: GET Injected Value: vcode'
Protocol: Http Original Value: vcode
Details Request/Response Font re-size: 4 4 A
Request: Responset
GET /13154652451/ /vulnerabilities/brute/7usernsme= “ HTTP/1.1 2 z

m

weoded2 ®zIz: cldeslogin=Login HITP/1.1l Date: Mon, 16 Dec 2013 22:52:03 GMT

Host: www.defensiveweb.cx

Windows NT &.1; WOWed: -0} Gecko/20100101 Fi. /21.0 |

758€bl27658cTadleeBeald3994L; se ty=low
Accept: text/html,application/xhtml+xml,application/xml;q=0.3,%/*;q=0.8 Cache-Control: no-store, no-cache, must-revalidate, pest-check=0, pre-check=0 R
Zecept-Language: en-US,en;g=0.5 no-cache
Referer: http://www.defensiveweb.org/13154632451/DViA/vulnerabilities/brute/ Content-Length: 130 | |
Connecticn: keep-alive . Keep-Alive: timecut=2, max=138 |
Flaws: 34 of 34 Rows/Page:[50 []

0 Flaws Search: |Id [«] = 3 6o | [ENEEERRN | Take Selected Actio [+ | [EJ G0 @
id E Sev b CWE ID & Hame uin Parameter Path Status i
ar 4 0 83 71 Improper Neutralization of Special Elements used in an SQL Command (SQL Injection’) username /1315463245 1/DVW A jvuinerabilities/brute 2username =vcode %% 278R 4F JxzZz=VeracOde & ogin=Login 51 Open none
=3 13 0 89 51 Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection’) id 13154692451/ Inerabilities/sqli/?%id = 1%2785ubmit=Submit 5 Open none £
-~ N . oy /1315463245 vulnerabilities sgli_blind,

Ex ) ( ) . L .
ar = L 89 #1 Improper Neutralization of Special Elements used in an SQL Command (SQL Injection’) id 1d=1%27%3d % 2Bselecto 280 %29% om T 28select % 28sleen%s 28 15% 29% 29% 29as0x4 1% 29% 3d% 2785ubmit=submit 71 OPE" nene
(=R 25 [4] 287 51 Improper Authentication - /1315469245 bl Open none
e 1 0 402 51 Transmission of Private Resources into @ Mew Sphere (Resource Leak’) - /1315469245 & flogin.php 53 Cpen none

/1315463245 1/DVW A fvulnerabilities /view_source.php?
k¥ ’ .
or - © 530 Improper Neuralizaton of Serptin Atirbutes n a Web Page @ id=5:22% 3 %u2fscript % 3e % Scscript % 3epholddCallack % 287548494245% 29% % 2fscripth3eseaurity Cren nene
=3 3 e 325 71 Inadequate Encryption Strength - www.defensiveweb.org 2 Cpen none
- N . " /131546324510 vulnerabilities/fi/?

Es ) ( i ] . f
E» 5 0 22 51 Improper Limitation of a Pathname to a Restricted Directory (Path Traversal’) page page % f.. SR2F. %2f, . Y2F. . H2F. . %2 2f.. %2 %2F.. % 2F., S ZfetcHe2fsssd £ Open none
=3 6 0 83 8 Improper Neutralization of Scriptin Attributes in a Web Page security f1315469245 Inerabilities/xss_rf 51 Open none
Fr s [:] 80 51 Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic X55) mtxMessage /1315463245 vulnerabilities/xss_s/ 5 Open none
=Y o " PPy = - i

Weiterhin: Whitehat Sentinal, NTOSpider On-Demand



Comming Next ... Bessere Tool
Integration
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e SAST — DAST - Integration
e QA-Tool-Integration (z.B. Selenium, Unit Tests, QuickTest Pro)
 Browser-Integration (Plug-n-Hack, FF Firebug, Vendor Plugins)

1L @& Selenium IDE * (=<

D File Edit Options Help

Th Base URL | http: /v, google.com)

T @ Run (O walk O step [ B ]

T Editar | Source

W Command Target Value

TH open !

w tvpe q seleniurn IDE rocks!
clickiandwait btn
clickanditait link=#&ntony Marcan. ..
clickanidiwait link=5 comments
assertTextPresent 1 think record playba...

0o
Command | assert TextPresent 2
Target I think recard playback is a wonderful thing
Value
0o
Log Console Info v
x
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Static Application Security Testing (SAST)

= Tools, die entweder den Sourcecode, Binarcode oder
Bytecode auf potentielle Sicherheitsmangel hin
untersuchen



Sicherheit im SDLC

Anteil an Defects

OWASP

The Open Web Application Security Project

% Defects, die
$16000 in Phase erzeugt
werden

% Defects, die in
Phase gefunden
werden

. $ Kosten fir Korrektur

$1000 eines Defects
$250
$25 100
Coding Unit Functional Field Post
Tests Tests Tests Release

Ziel: Defects moglichst frith zu identifizieren!

Caspers Jones, Applied Software Measurement: Global Analysis of Productivity and Quality, 1996
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Sicherheitsprobleme, die'SAST#
fools finden kdnnenst

Implementierungs-Fehler

» SQL Injection / XSS
= Buffer Overflows / Race

Konfiqurationsfehler

Fehlerbehandlung

o Validierung
oU :

o —
& —— " Architektur-Contraints
= Etc.

Conditions Hartkodierte Passw.
= Unsichere APIs / Aufrufe
etc.
= etc.
Security Anforderungen Sensible Anderungen
- = Secure Coding Guidelines / ""l Unautorisierte
Policies \ == Anderung an
sensiblen

Dateien (z.B.
Bibliotheken)




OWASP

ﬁexikalische Analysh

grep -i -r “exec(” *

Identifizierung verdachtiger
Zeichenketten im Code
(Reguldare Ausdriicke)

Beispiele
= Hartkod. Passworter

= Entwicklerkommentare

The Open Web Application Security Project

i Kommentierter Code /

SAT-Ana lyseverfahren

ﬁontrollflussanalysh

alloc()

' free()

fehlerhaft
Speicher,
von

Identifiziert
freigegebenen
unsichere Sequenz
Funktionsaufrufen, etc.

Beispiele
= Buffer Overflows

= Race Conditions

(Datenflussanalyse\

source sink

Dient dem Auffinden von
Fehlern in der
Datenvalidierung

Beispiele
= Cross-site Scripting

= SQL Injection

(U )

S /

Weiterhin: Semantische Analyse, Strukturanalyse, Konfigurationsanalysen
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St Datenflussanalysen

= Dije Datenflussanalyse ist das wichtigste (Date“f'ussanalyse\

Analyse-Verfahren eines SAST-Tools!

= Die meisten kostenfreien Tools (PMD,
Findbugs, etc.) bieten keine (bzw. nur

eine eingeschrankte)

Datenflussanalyse. l

@ O-=

source sink

Dient dem Auffinden von
Fehlern in der
Datenvalidierung

Beispiele
®= Cross-site Scripting
= SQL Injection
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“><script>

|

I I

I Tainted 1

1 Tainted |

Entry 1 [
Point | n = getParam(,,x“); I
(Web) ! I

I I

I I

| I

: Tainted :

| I

I I

I I

| I
“><script> I Tainted |
Exit I I
] ] |
Point | write(n) I
(Web) e o e e b ——_——_—__—E—_——_E_,E,—_—_—,—_, S _—,_, J

————*

Cross-site Scripting!
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Tainted

“&gt;&lt;scripté&gt;

<

Entry
Point
(Web)

S5 —=—==>3

kei

Exit
Point
(Web) 1

Cross-site Scripting!

n = getParam(,x“);

Datenflussanalysen
(aka Taint Analyse)

Tainted

OK

write(n)

encode
HTML()

=

Class 5
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WebGoat5.0 - JavaSource/org/owasp/webgoat/lessons/WeakSessionlD.java - Audit Workbench

lSummar\a |  Audit Guide | Scan | Reports AUDIT WORKBENCH ERT'FY

Fllter Set: | Security Auditor View 1] [ myissues | [ JavaScriptValidati.. | [8] WsDLScanning.java | E mainjsp | [f] ReflectedXSS.java B3 QPI Functions
- ¥ " : _ : .
W es3| 0258 [ 17| 619 [ 1547 119 .addElement("Studio RTA II_Iaptop.l-:Readmgl Car'E -.I'nth” o Call :]
. 120 tr.addElement(new TD().oddElement("69.99").setAlign("right
Critical (463) 121 tr.addElement(new TD().addElement( Group by: | package s ]
z 122 new Input(Input.TEXT, "QTY1", s._getParser()
Group By: | Category =) : ) ) — i g
123 .getstrmgParameter("QTYl" i EESY Iﬂ Include external APl Legend...
¥ ] Command Injection - [0 | 3] 124 .setAlign("right")); » Top-level functions
¥ ([ Cross-Site Scripting: Persistent - [0 / 38] 125 guantity = s.getParser().getFloatParameter("QTY1", 1.0f); >y
¥ ] Cross-Site Scripting: Reflected - [0 / 260] 1 total = quantity * 69.99f; > £ flessons/ConfManagement
P i AbstractLesson.java:688 (Shared Sink) - [0/ 2] | 127 runningTotal += total; b {3 flessons/CrossSiteScripting
P i Abstractlesson.java:B72 {Shared Sink) - [0/ 2] | 17 tr.addElement(new TD().addElement("$" + total)); b {1 flessons/General
! Abstractlesson.java:920 (Cross-5ite Scripting: 129 t.addELl ement(tr) ! > E} flessons/RoleBasedAccessControl
P @ Abstractlesson.java: 1086 (Shared Sink) - [0 / 2 130 tr = new TR(); P £ flessons/5QLInjection
! BackDoors.java:235 (Cross-Site Scripting: Refle 131 tr.addElement(new TD() P £ http:/ fjava.sun.com/JSP(Page
u/ BasicAuthentication java:143 (Cross-Site Script | 14 .addElement("Dynex - Traditional Notebook Case")); > fit java.io
W/ BasicAuthentication.java:145 (Cross-Site Script tr.addElement(new TD().addElement("Z7.99").setAlign("right" > fH javalang
u/ BlindSglinjection.java: 83 {Cross-Site Scripting: Ll £ Rt e R & > H3 java.net
¥ 4| CrossSiteScripting.jsp:20 (Shared Sink) - [0 / 4 Summary | Details | Recommendations | History | Diagram | Correlated Issues Screenshots | Secu 4 > E}ja\.ra.nl'o
¥ @l EditProfile.jsp:16 (Shared Sink) - [D / 2] b £ java.nio.charset
¥ @ EditProfile.jsp:16 (Shared Si -[0J2 i i
) Edafrile fsp (Share !ﬂkl [0/2] | PPy — | | e T B b {3 java.security
P | EditProfile.isp:16 (Shared Sink) - [0 / 21 - - b B java.sql
Fsxg Advanced... = E P B java.text
@(j getStringParameter(return) tza >z > g]a\fa util
Analysis Evidence @ﬂ getStringParameter(return) » £ java.util.regex
b H3 javax.crypto
b 3 javax.crypto.spec
WE(} ParameterParser java:704 - clean{0 : return) b 3 javax.serviet
:= ParameterParser.java:704 - Assignment to value L3 H}javax.servlet.http
« ParameterParser.java:712 - Return value > EEJ““'SEMCUS']
¢[] ParameterParser java:729 - getStringParameter{ret r H}Javax.xml,namespace
> ’ .axi
¢l ParameterParser java:729 - Return EE SHRapache ast %
e —— > E} org.apache.axis.client
&) ReflectedXSS java:123 - getStringParameter(return i = :
fected o—— Cﬂ Return E} org.apache.catalina
#{) ReflectedXSS.java:123 - Input(2) = X b £ org.apache.catalina.users
Rule ID: DEDBBFCE-DE26-4FC5-8347-D48032B2BF5D ki a5, [ anrg_apﬂche_ecs
Taint Flags: WEB, X55 (=) Input(2) 1423) sink s
Direct Function Call: org.apache.ecs.html.Input.Input{) — -

¥ 4 org.apache.ecs.html
|T| Search:
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Results | Graph

Graph Type: @ Full Graph §* ) Key Nodes f*  JEnds [* ‘ £ (=) (0 VIshow related data flows | Show not exploitable flows % Result State =

=" Scan Results
I Java
- & High
g %) Code_Injection (3 : Found) ()
U Reflected_¥55_All_Clients (193 Found

E.t Second_Order_SQL Injection (37 : Fou

%1501 Injection (386 : Found) (3

h’ Stored ¥55 (607 : Found) (9

#42 Medium

s Low
@ Info
lavaScript
+ & High
+'4) Medium

7]

Aol Low

e | b
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. Tainted
Tainted
Class 1 Class 4

I
I |
| 1
J ]
Entry 1 I
Point ! n = getParam(,,x"); |
(Web) | !
| 1

| I v
I |
| 1

I I JAR
I |
| 1
I I
I |
: -
Exit : :
Point | write(n) I
(Web) 1- — & o o o o o o o o e o o o o o e e e e e e e 1

Weitere Probleme: Dependency Injection, komplexe Validierungsfunktionen
(z.B. via Regularen Ausdriicken), ... Ergebnis: viele False Positives
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» Application: A Goat on the Web VERACODE

MAX
MBM Show: () Fix First Analyzer (@ Source Code Viewer () None

Scan: Static: 11 Nov 2013 Static | Dynamic: 2 Oct 2013 Dynamic

Source Code View (HTMLS Version @):  Execjava Lines 1-544 Ten ol Source Histary.. E

T = = T T
BytelrrayfucputScream errors = new BytelArrayOutputStream(); “
ExecPesults results = nev ZxecBesults (command, imput, successCode,

timeout);
BitSet interrupted = new BitSet(l);
boolean lazyfuit = false;

Threzdiatcher watcher;

o
M

)
m|

// start the command

child :E Puntime.getPuntime (] .exec | command) ;

f{ get the stresms in =nd out of the commsnd

InputStream processIn = child getInputStream();

205 InputStream processEZrror = child getErrorStrezm(); e

Rows/Page: | 50 |Z| € 12345¢6 »

Flaws: 268 of 268

All 268 Flaws o Search: |Id [=] = 60 | [NEEERRN | Tske Slected Actio [ EJ G0 @

] a SRR Exp CWE ID & Name Module Source @ Count v IFTES Mitigation
| ) e V. Likely 73 A1 Improper Meutralization of Specdal Elements used in an 05 Command {05 Command Injection’}  WebGoat-5.0-with-jsp. war Exec.java: 103 1 Open none
y
E1r 7a Q v, Likely 78 51 Improper Neutralization of Spedial Elements used in an 05 Command [0S Command Injection’} WebGoat-5.0-with-jsp. war Exec.java: 292 1 Open none
13 24 [4] V. Likel 83 51 Improper Neutralization of Spedial Elements used in an SQL Command {SQL Injection”) \WebGoat-5.0-with-jsp. war Login.java: 149 1 Open none
y
13 25 4] V.Likely B3 71 Improper Neutralization of Spedal Elements used in an SQL Command {'SQL Injection’} \WebGoat-5,0-with-jsp.war UpdateProfile.java: 176 1 Open none
ft
3 37 0 V. Likely 83 51 Improper Neutralization of Spedal Elements used in an SQL Commiand {SQL Injection’) \WebGoat-5,0-with-sp.war ViewProfile java: 178 1 Open none
v
[F1h 73 0 V. Likely 4 89 &1 Improper Neutralization of Spedal Elements used in an SQL Command (SQL Injection’) \WebGoat-5.0-with-isp. war SgiMumericInjection java: 130 1 Oper none =

Flaws Call Stack
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Security
Analyst

Entwickler

Ergebnis-
Bericht
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Integration
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Code Repository
(GIT, SVN, TFS, ...)

Checkout

| Automatische
Scans

Entwickler

Security
Analyst

“«----»
Web GUI
IDE Integration

Web GUI
Webservices

Lokaler Scan-Server
oder externer Service
(Saas)

Ticket

Ticket System
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y

On-Premise Off-Premise
(Lokal intalliert) (Cloud-Based)

Vs.




SAST Deployment: Heutige
Integration (2)
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Build Server Code Repository

(Jenkings, Hudson, I

Bamboo, ...)
Automatischer
Scan Scan Server /
SaaS

po\\c‘}

Entwickler
Review

Security defects —WMAJOR

28 '
95.8% compliance

OM7 rules activated
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& Custom Rules Bditor

Fle Edt Help
Crxml versione"l.0" epcodinge"UTF-8"13 -
<Fulefack xmlnz="xmins:/ v, forcifysofcware. con/achema/rules™>
CRul ePackID>350F4BSA-85D0-4954-9T0 5-35CIF02B505 T /Rul ePack IEx
. . o - IR 3K= Fortlfy\CRE=3. 90y rulea’ cus col=rul ed / SEIN:
Name: VPortfy|CRE-3. S0 rubis custom-rue P E !
£V [ICATAL Forclify, CRE-3. 90\ Eulasy custom-rula] ]
Varsion: 1.0 </Hane>
CVersionsl. 0 /Varsians
Description: Dwrscription of FuisPack, <Peacription>
Dezcription of BulePack
</DescEipri o
Group by | Taink Flags/Rule Type = <Rules version = "3.16">
“Fulelefini tionas =
<Custombescriptionfule format¥ersion="3,15"»
Showeing | of | <Pl eIDSD40B319C-FI06 -4Z4F-9062-BE1FAIBICEA5S /Rl e T
. <FuleMatchs
== <rome> (1) COATagoEYs
=i CusoeDearhtiontise (1) <¥alue>S0L Injection</Value>
7 019G 905 oy ] Cannee Do H
Queries Query Source
..... Find_Methods - result = Find Passwords(] +

All.FindBy3hortName ("*Credit*"”, false) +
All.FindBy3hortNamwe ("*Account*", false) +
L1l.FindBy3hortName ("*33N*", false) +

""" Find_Password_Strings L1l.FindByShortName ("*SocialSecuricy*™, false):

----- Find_Cutputs

----- Find_Parameters

m

----- Find_Passwords |

----- Find_Read Run Query
..... Find RelioS Properties...
L1 I T o Find:Regex Showe Description -
----- Find_Remating Chverride 9
----- Find_Replace Delete
F ort | fy ----- Find_Sanitize
----- Find_Session_Create u
S ]

Checkmarx
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Debuggen

CE: |

Entwickler IDE Integration

Extras Tesk

Team Daten

Analyse

HF Fortify | Fenster  Hilfe

2 IR R R |Del:uug = E F  analyze Source Code of Salution |

h
S ES

MY EBlogEngine MET 1.2 - Microsoft Wisual Studio (ddministrator)
FILE  EDIT  WIEMY  PROJECT  BUILD  DEBUG  TEAM  S0L TOOLS  WERACODE  TEST  AMALYZE  WINDOW
B - e B Start - Build With Veracode Settings a
X Rebuild With Weracode Settings
Solution Explorer ¥ I X Pagecs contactaspe. ebl
. . e - - Precompile Web Projects
(2 o-2 0 aiE < ﬁ % BlogEngine. Core,Providers
e ol B o 2 cmo.rFaram @ Upload Build... e
earch Solution Explorer (Chrl+;) - d.P " . Id
i ¢ ! cm A 8 Download Results...
B Solution BI?gEnglne.NET 1.3' (2 projects) = cmd . Execy- \iew Results .
N 4 BlogEngine.Core ! 7
4 | Properties providercon 3 Import Results..,
B Assemnblylnfo.cs ¥ Options...
™ _
[+ =W References @ Help I/\\s
4 | API = SUMmMary p
4 fm| Metatieblog Deletes a b
P e MetaeblogHandler.cs SASUTTETY @ Check For Updates..,
B e# XMLRPCRequest.cs a §ub11c errins — —_—
P o# XMLRPCResponse.cs openconnection();
bl Ping string sqlQuery = "DELETE FROM be Pages WHERE Pagell
4 o Providers using (SglCommand cmd = new SqlC nd{sqlQuery, pr
4 gl XmlProvider
B £* Categories.cs cmd.Parameters.Add(new SglParameter("@id", page.I
b €% Pages.rs cmd . ExecuteNonQuery () ;
P £* PingSerdces.cs .
b £ Posts.cs ) providerConn.Close();
[ ©* Settings.cs I
P XmlbembershipProvidercs = T —
b e MrnlRoleProvider.cs ves all pages from the data store
I+ ©# BlogProvider.cs
B BlogProviderSection.cs f eturns>List of Pages</returns
P ¢ BlogService.cs ] public override List<Page> FillPages()
b % MSSQLBlogProvider.cs 1 i
b B b List<Pager pages = new List<Page>();
> & HlgSaiepe OpenConnection();
b BusinessBase.cs
P Categony.cs =tring sqlQuery = "SELECT PageID FROM be Pages " + F
P e Comment.cs 5 Sql an Ter sa = new Sglbataddapter(sqlQuery, pr
Solution E.. | Class Wiew  Properby.. Tearm Expl.. 1009 -

#nalyze Component Project

iOpen Collabaorative Audit .. !
Cpen Audic Praject ...

Opkions ...

Conneck ko 552 Server

Remediation Options. ..

Fortify Visual Studio Plugin

Veracode Visual Studio Plugin



Wenige Hersteller, grolse

Unterschiede
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Qualitat der Findings / Scan-Engine (False-Negatives / -Positives)?
On-Site oder Off-Site (,,Cloud-Based”)?

Sourcecode oder Bytecode?

Integration: Kann das Tool in meine QA / Entwicklung integrieren?

Unterstitzte Sprachen: Werden alle relevanten Technologien (Sprachen,
Frameworks) unterstiitzt, wenn ja wie vollstandig?

Moglichkeit eigner Scan Policys / Custom Regeln?

Bedienbarkeit: Wer bedient das Tool (QA, Security Experten, Entwickler),
wie gut lassen damit Analysen durchfiihren?

Customizing: Wie viel ist winschenswert, wieviel handelbar?
Kosten!

Tools sind unterschiedlich fiir bestimmte Organisationen /
Anforderungen geeignet und sollten daher immer vor einem
Kauf evaluieren!
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Fazit
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1. Der Einsatz von Tools ist haufig
wichtig (bzw. erforderlich) um die
Sicherheit einer (Web-)Anwendung zu
gewahrleisten.

2. Jedes Tool hat eine individuelle
Eignung und Limitationen, die
Verstanden werden miussen.

3. Ohne entsprechende Prozesse,
Verantwortlichkeiten und Mitarbeiter
die es bedienen konnen, ist ein (intern
eingesetztes) Tool wertlos.
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4. Jedes Tool ist nur so gut, wie der, der es
bedient.

5. Jedes Tool kann stets nur eine Erganzung
zu manueller Verifikation darstellen,
keinen Ersatz!

6. Insbesondere Enterprise SAST Tools
erfordern ein Auswahl- und

Einfihrungsverfahren (Pilot, On Boarding,
etc.).
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Dankel

Fragen?



