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Introductionairy

m Security consultant at Xebia

m Hacker, trainer, speaker, security engineer, coder,
project leader OWASP S.K.F

m Quirky
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im not a procrastinator

i just prefer doin
cdr my work ia as

deadline-induced panic
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The (S)SDLC

m Test automation (code quality)

m Security test automation

m Manual verification
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Static Analyzer Security Tooling

Fortify

Veracode

Checkmarx

OWASP Dependency checker
FindBugs

Snyk/Retire/Node security
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Dynamic Analyzer Security Tooling

Acunetix
OWASP ZAP
AppSpider

HP Weblnspect
Burp

Nessus
OpenVAS
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False positives you say? What is that?
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True Positive Rate
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OWASP WBE Results Interpretation Guide

Tool reports everything is vulnerable

Ideal vulnerability detection

Worse than random

Tool reports nothing is vulnerable

False Positive Rate
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OWASP Benchmark Results Comparison

True Positive Rate
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Defect Dojo

An OWASP project
Supports a lot of tools
Easy to deploy

False positive suppression
Delta reporting
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TTDEFECTdojo
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Home / Active Engagements DefDev SDLC Engagement: DefDev engagement (May 01, 2018) Dependency Check Scan (May 01, 2018)

Dependency Check Scan EESSuiity =
Environment Engagement Target Start Date Target End Date Progress
Development Engagement: DefDev engagement (May 01, 2018) May 1, 2018 May 1, 2018

Findings

n Name Reporter Mitigation Date Severity Verified Active Duplicate Actions

@) jruby.jar | CVE-2011-4838 admin None m False True False View [ Edit!| Delete

@] jruby.jar | CVE-2010-1330 admin None False True False View | Edit | Dolcte

@) jruby.jar | CVE-2012-5370 admin None False True False View | Edit | Delete
Potential Findings Add a potential finding... + Add Potential Finding
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Home / Active Engagements DefDev SDLC Engagement: DefDev engagement (May 01, 2018) Dependency Check Scan (May 01, 2018)
jruby.jar | CVE-2011-4838

jruby.jar I CVE-2011-4838 Last reviewed today by admin E
Severity Status Type Date discovered Age Reporter Found by
m Active Dynamic May 1, 2018 22 days admin Dependency Check Scan
Affected Endpoints / Systems A

No endpoints.

Description A

CWE-20 Improper Input Validation

JRuby before 1.6.5.1 computes hash values without restricting the ability to trigger hash collisions predictably, which allows context-dep
endent attackers to cause a denial of service (CPU consumption) via crafted input to an application that maintains a hash table.
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Problem #1 Secret sprawl

m Plaintext
m Config files

m Source code
m Version control systems
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S00000000.....

If the keys are sprawled!

We have no auditability

We have no good means to revoke keys

We have applications who suck at keeping secrets!

B We need a Vault in our lives!
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Vault!

m Dynamic secrets

m Unique tokens

m All the information is encrypted

m This just scratches the surface of what it could do!
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