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OWASP

OWASP Proactive Controls: Parameterize Queries

OWASP ASVS: V5 Input Validation and Encoding

OWASP Testing Guide: SQL Injection, Command Injection, *
ORM injection

OWASP Cheat Sheet: Injection Prevention

OWASP Cheat Sheet: SQL Injection Prevention ¢

OWASP Cheat Sheet: Injection Prevention in Java ¢

OWASP Cheat Sheet: Query Parameterization

OWASP Automated Threats to Web Applications - OAT-014 -

kN N1"19n

CWE-77: Command Injection *

CWE-89: SQL Injection «

CWE-564: Hibernate Injection *

CWE-917: Expression Language Injection

PortSwigger: Server-side template injection
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,SQL MN?2'xW 12°0 MY M NRATA 20 MNIWN M9NNNAN 22N
Object Relational ,n?2u9N1 N27WN MTRY ,NoSQL MN?2*XW
Expression Language (EL) 121 ,LDAP min?2"xw ,Mapping (ORM)
.Object Graph Navigation Library (OGNL) mj11n 18

12100 71T N0 Mz N1'N2 .01ANN 237 223 272 1T 1PUN
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String query = "SELECT * FROM accounts WHERE
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nIaoN2 NN'Y N8 Mon Mu™ ,1 WNIN? NMT 191X :2 0NN
Hibernate Query NNAT) MU*9 MN?2'RO 2'IN? MWYU ,NTAY
:(Language (HQL)

Query HQLQuery = session.createQuery("FROM accounts
WHERE custIlD=""+ request.getParameter("id") + "");

N?21W1 197970 N2 ‘id’ 7WN19 71U NR 10N 92100 ,0MpRN w2
NNT? . or '1'="1
http://example.com/app/accountView?id=' or '1'="1
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https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools
https://www.owasp.org/index.php/OWASP_Proactive_Controls
https://www.owasp.org/index.php/ASVS_V5_Input_validation_and_output_encoding
https://www.owasp.org/index.php/Testing_for_SQL_Injection_(OTG-INPVAL-005)
https://www.owasp.org/index.php/Testing_for_Command_Injection_(OTG-INPVAL-013)
https://www.owasp.org/index.php/Testing_for_ORM_Injection_(OTG-INPVAL-007)
https://www.owasp.org/index.php/Injection_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Injection_Prevention_Cheat_Sheet_in_Java
https://www.owasp.org/index.php/Query_Parameterization_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Automated_Threats_to_Web_Applications
https://cwe.mitre.org/data/definitions/77.html
https://cwe.mitre.org/data/definitions/89.html
https://cwe.mitre.org/data/definitions/564.html
https://cwe.mitre.org/data/definitions/917.html
https://portswigger.net/kb/issues/00101080_serversidetemplateinjection
(https:/portswigger.net/kb/issues/00101080_serversidetemplateinjection)
https://www.owasp.org/index.php/Injection_Flaws
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OWASP

OWASP Proactive Controls: Implement Identity and ¢
Authentication Controls

OWASP ASVS: V2 Authentication, V3 Session Management ¢

OWASP Testing Guide: Identity, Authentication

OWASP Cheat Sheet: Authentication *

OWASP Cheat Sheet: Credential Stuffing

OWASP Cheat Sheet: Forgot Password *

OWASP Cheat Sheet: Session Management ¢

OWASP Automated Threats Handbook ¢

s N N1M9n
NIST 800-63b: 5.1.1 Memorized Secrets

CWE-287: Improper Authentication ¢
CWE-384: Session Fixation ¢
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https://www.owasp.org/index.php/Credential_stuffing
https://github.com/danielmiessler/SecLists
https://www.owasp.org/index.php/Credential_stuffing
https://www.owasp.org/index.php/OWASP_Proactive_Controls
http:// Authentication
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://www.owasp.org/index.php/Testing_Identity_Management
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Authentication_Cheat_Sheet
https://www.owasp.org/index.php/Credential_Stuffing_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Credential_Stuffing_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Automated_Threats_to_Web_Applications
https://www.owasp.org/index.php/OWASP_Automated_Threats_to_Web_Applications
https://pages.nist.gov/800-63-3/sp800-63b.html
https://cwe.mitre.org/data/definitions/287.html
https://cwe.mitre.org/data/definitions/384.html
https://github.com/danielmiessler/SecLists/tree/master/Passwords
https://pages.nist.gov/800-63-3/sp800-63b.html
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OWASP

OWASP Proactive Controls: Protect Data ¢

OWASP Application Security Verification Standard (V7,9,10)
OWASP Cheat Sheet: Transport Layer Protection ¢

OWASP Cheat Sheet: User Privacy Protection

OWASP Cheat Sheets: Password and Cryptographic Storage
OWASP Security Headers Project; Cheat Sheet: HSTS -
OWASP Testing Guide: Testing for weak cryptography

kN N1"19n

CWE-220: Exposure of sens. information through data queries *
CWE-310: Cryptographic Issues; CWE-311: Missing Encryption ¢
CWE-312: Cleartext Storage of Sensitive Information
CWE-319: Cleartext Transmission of Sensitive Information
CWE-326: Weak Encryption; CWE-327: Broken/Risky Crypto *
CWE-359: Exposure of Private Information (Privacy Violation)
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https://www.owasp.org/index.php/ASVS_V7_Cryptography
https://www.owasp.org/index.php/ASVS_V9_Data_Protection
https://www.owasp.org/index.php/ASVS_V10_Communications
https://www.owasp.org/index.php/OWASP_Proactive_Controls
https://www.owasp.org/index.php/ASVS_V7_Cryptography
https://www.owasp.org/index.php/ASVS_V9_Data_Protection
https://www.owasp.org/index.php/ASVS_V10_Communications
https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
https://www.owasp.org/index.php/User_Privacy_Protection_Cheat_Sheet
https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
https://www.owasp.org/index.php/User_Privacy_Protection_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Cryptographic_Storage_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
https://www.owasp.org/index.php/HTTP_Strict_Transport_Security_Cheat_Sheet
https://www.owasp.org/index.php/Testing_for_weak_Cryptography
http://cwe.mitre.org/data/definitions/310.html
http://cwe.mitre.org/data/definitions/310.html
http://cwe.mitre.org/data/definitions/311.html
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/319.html
http://cwe.mitre.org/data/definitions/326.html
http://cwe.mitre.org/data/definitions/326.html
https://cwe.mitre.org/data/definitions/359.html
https://www.owasp.org/index.php/HTTP_Strict_Transport_Security_Cheat_Sheet
https://www.cryptolux.org/index.php/Argon2
https://wikipedia.org/wiki/Scrypt
https://wikipedia.org/wiki/Bcrypt
https://wikipedia.org/wiki/PBKDF2
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1137 222 DTD M2 22nm Nk n XML Mo 0nto 2vua
OWASP Cheat Sheet 'XXE ‘mun? oxnna ,mw™a XML-n man
.Prevention'

NN0N X 10 ,NWN T8 (“white-listing”) N"21'N 0'W2R NR2 DU
.nodes-N X headers-n ,XML-n WARANMTTUTN 20

XML p212 223 0*RTN XSL 1R XML 822 NXR?2UN *2*20N "2 XM
22 MT 11N9 1R XSD 21072 N1 ukan 0121

N7 M NIN2AW MN? 11PNt TRl XXE M?2a? DM™Mwy SAST 23
0°2'2nNN 0"227101 02172 0'MW™ 112U 1M N2100 91200 NN
.0"MNX 0"ME™ 200 11 190n°7 2N

API virtual patching DW™? 2120 ,N1MWIR 'R 128 M2 1TNA
,M12722 Web Application Firewalls (WAF) 1X ,security gateways
XXE-M39pNn.Nnon1nun
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OWASP

OWASP Application Security Verification Standard
OWASP Testing Guide: Testing for XML Injection ¢
OWASP XXE Vulnerability *

OWASP Cheat Sheet: XXE Prevention ¢

OWASP Cheat Sheet: XML Security *

kN N1"19n

CWE-611: Improper Restriction of XXE

Billion Laughs Attack

SAML Security XML External Entity Attack
Detecting and exploiting XXE in SAML Interfaces

U729 M0™n OXN

0'mu™ 0U 12w X XML "0012n web services TIN™11 0"muw™
21NN N9RNN? O0'WA9 NMN? 0™MOY (QWNN1) 0°901)

WP W NXR?UN IR MW N2 XML '81p 22R? 109NN mwMn -
X? UT'N ND1JN TWIRN IR ,0NNIRN-"N?22 MMpEnn TN , XML
172NN 021U 1N IMKRN 2202 1wR XML "®2p 7IN? nmxn
XML-n 01a1n 221 "V parsing

SOAP 0012n web services 1 D101 NN12 XML-N "Ma1NnN 223 «
.2U911 28Nn2 document type definitions (DTDs) N1 TaN 022N
p2mn ,0ianin 221 12 minwn DTD-n 112N 210720 N 721N 202
.OWASP Cheat Sheet 'XXE Prevention’ In0NN NXR X112?

0012N NMNT 210" N1Y? SAML-1 wnnwn 120 Dw™m nTn1 -«
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<?xml version="1.0" encoding="ISO-8859-1"?>
<IDOCTYPE foo [
<IELEMENT foo ANY >
<IENTITY xxe SYSTEM "file:///etc/passwd" >]>
<foo>&xxe;</foo>
-0 M1'0 MUYNXRA NWN 20 NMY90 NWI? PTRA 92100 :2 NN
12 N2un ENTITY
<IENTITY xxe SYSTEM "https://192.168.1.1/private" >]>
DOV P12 N90IN U NN NUMN N9{?NN UR1? N0IN qNN :3 NN
D910-R W
<IENTITY xxe SYSTEM "file:///dev/random" >]>



https://www.w3schools.com/xml/xml_dtd_intro.asp
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://www.owasp.org/index.php/Testing_for_XML_Injection_(OTG-INPVAL-008)
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Processing
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XML_Security_Cheat_Sheet
https://cwe.mitre.org/data/definitions/611.html
http://blog.ioactive.com/2014/11/die-laughing-from-billion-laughs.html
https://secretsofappsecurity.blogspot.tw/2017/01/saml-security-xml-external-entity-attack.html
https://web-in-security.blogspot.tw/2014/11/detecting-and-exploiting-xxe-in-saml.html
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools
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OWASP Proactive Controls: Access Controls ¢

OWASP Application Security Verification Standard: V4 Access *
Control

OWASP Testing Guide: Authorization Testing ¢
OWASP Cheat Sheet: Access Control ¢

nMIkN NMoNn

CWE-22: Improper Limitation of a Pathname to a Restricted
Directory ('"Path Traversal')

CWE-284: Improper Access Control (Authorization)
CWE-285: Improper Authorization «

CWE-639: Authorization Bypass Through User-Controlled Key ¢
PortSwigger: Exploiting CORS Misconfiguration ¢
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https://www.owasp.org/index.php/OWASP_Proactive_Controls
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://www.owasp.org/index.php/Testing_for_Authorization
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet
https://cwe.mitre.org/data/definitions/22.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/285.html
https://cwe.mitre.org/data/definitions/639.html
https://portswigger.net/blog/exploiting-cors-misconfigurations-for-bitcoins-and-bounties
https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools
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OWASP Testing Guide: Configuration Management
OWASP Testing Guide: Testing for Error Codes *
OWASP Security Headers Project

Application Security Verification 10N Nx1,0iNN2 M901 MW T?
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NIST Guide to General Server Hardening
CWE-2: Environmental Security Flaws ¢
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CWE-388: Error Handling

CIS Security Configuration Guides/Benchmarks ¢
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https://www.owasp.org/index.php/Testing_for_configuration_management
https://www.owasp.org/index.php/Testing_for_Error_Code_(OWASP-IG-006)
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
https://www.owasp.org/index.php/ASVS_V19_Configuration
https://csrc.nist.gov/publications/detail/sp/800-123/final
https://cwe.mitre.org/data/definitions/2.html
https://cwe.mitre.org/data/definitions/2.html
https://cwe.mitre.org/data/definitions/16.html
https://cwe.mitre.org/data/definitions/388.html
https://www.cisecurity.org/cis-benchmarks/
https://blog.websecurify.com/2017/10/aws-s3-bucket-discovery.html
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
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OWASP

OWASP Proactive Controls: Encode Data *

OWASP Proactive Controls: Validate Data

OWASP Application Security Verification Standard: V5 ¢
OWASP Testing Guide: Testing for Reflected XSS -
OWASP Testing Guide: Testing for Stored XSS
OWASP Testing Guide: Testing for DOM XSS -
OWASP Cheat Sheet: XSS Prevention ¢

OWASP Cheat Sheet: DOM based XSS Prevention ¢
OWASP Cheat Sheet: XSS Filter Evasion

OWASP Java Encoder Project *

nMs*h N"9n

CWE-79: Improper neutralization of user supplied input ¢
PortSwigger: Client-side template injection *
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https://www.owasp.org/index.php/OWASP_Proactive_Controls
https://www.owasp.org/index.php/OWASP_Proactive_Controls
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://www.owasp.org/index.php/Testing_for_Reflected_Cross_site_scripting_(OTG-INPVAL-001)
https://www.owasp.org/index.php/Testing_for_Stored_Cross_site_scripting_(OTG-INPVAL-002)
https://www.owasp.org/index.php/Testing_for_DOM-based_Cross_site_scripting_(OTG-CLIENT-001)
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/DOM_based_XSS_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Java_Encoder_Project
https://cwe.mitre.org/data/definitions/79.html
https://portswigger.net/kb/issues/00200308_clientsidetemplateinjection
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/DOM_based_XSS_Prevention_Cheat_Sheet
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
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OWASP

OWASP Cheat Sheet: Deserialization

OWASP Proactive Controls: Validate All Inputs *

OWASP Application Security Verification Standard

OWASP AppSecEU 2016: Surviving the Java Deserialization ¢

Apocalypse
OWASP AppSecUSA 2017: Friday the 13th JSON Attacks
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CWE-502: Deserialization of Untrusted Data
Java Unmarshaller Security

OWASP AppSec Cali 2015: Marshalling Pickles
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https://www.owasp.org/index.php/Deserialization_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Proactive_Controls
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://speakerdeck.com/pwntester/surviving-the-java-deserialization-apocalypse
https://speakerdeck.com/pwntester/friday-the-13th-json-attacks
https://cwe.mitre.org/data/definitions/502.html
https://github.com/mbechler/marshalsec
http://frohoff.github.io/appseccali-marshalling-pickles/
https://owasp.blogspot.com/2017/08/owasp-top-10-2017-project-update.html
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OWASP

OWASP Application Security Verification Standard: V1 -
Architecture, design and threat modelling

OWASP Dependency Check (for Java and .NET libraries) ¢

OWASP Testing Guide: Map Application Architecture (OTG- ¢
INFO-010)

OWASP Virtual Patching Best Practices *

nmax"n n1"an

The Unfortunate Reality of Insecure Libraries

MITRE Common Vulnerabilities and Exposures (CVE) search
National Vulnerability Database (NVD) ¢

Retire.js for detecting known vulnerable JavaScript libraries ¢
Node Libraries Security Advisories ¢

Ruby Libraries Security Advisory Database and Tools ¢
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5638
https://en.wikipedia.org/wiki/Internet_of_things
https://www.shodan.io/report/89bnfUyJ
https://en.wikipedia.org/wiki/Heartbleed
https://www.owasp.org/index.php/ASVS_V1_Architecture
https://www.owasp.org/index.php/OWASP_Dependency_Check
https://www.owasp.org/index.php/Map_Application_Architecture_(OTG-INFO-010)
https://www.owasp.org/index.php/Virtual_Patching_Best_Practices
https://www.aspectsecurity.com/research-presentations/the-unfortunate-reality-of-insecure-libraries
https://www.cvedetails.com/version-search.php
https://nvd.nist.gov/
https://github.com/retirejs/retire.js/
https://nodesecurity.io/advisories
https://rubysec.com/
http://www.mojohaus.org/versions-maven-plugin/
https://www.owasp.org/index.php/OWASP_Dependency_Check
https://github.com/retirejs/retire.js/
https://cve.mitre.org/
https://nvd.nist.gov/
https://www.owasp.org/index.php/Virtual_Patching_Best_Practices
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OWASP

OWASP Proactive Controls: Implement Logging and Intrusion
Detection

OWASP Application Security Verification Standard: V8 Logging *
and Monitoring

OWASP Testing Guide: Testing for Detailed Error Code

OWASP Cheat Sheet: Logging *

nMrnIs N NMo9n
CWE-223: Omission of Security-relevant Information ¢
CWE-778: Insufficient Logging *
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https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools
https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
https://www.owasp.org/index.php/OWASP_Proactive_Controls
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://www.owasp.org/index.php/Logging_Cheat_Sheet
https://cwe.mitre.org/data/definitions/223.html
https://cwe.mitre.org/data/definitions/778.html
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
https://www.owasp.org/index.php/OWASP_AppSensor_Project
https://www.owasp.org/index.php/Category:OWASP_ModSecurity_Core_Rule_Set_Project
https://owasp.blogspot.com/2017/08/owasp-top-10-2017-project-update.html
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CWE-352: Cross-Site Request Forgery (CSRF)

CWE-400: Uncontrolled Resource Consumption ('Resource Exhaustion', 'AppDoS') ¢

CWE-434: Unrestricted Upload of File with Dangerous Type
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