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• Some recent web attacks and techniques

• What went wrong?

• How do we protect our apps against these 
issues?

• Staying away from politics / history, and focusing 
on what happened, and what we can learn as 
web developers / security consultants

• “Lessons” are ideas we discussed at the 
presentation

I know what you d id  last summer
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Anonymous vs HB Gary Federa l
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Anonymous vs HB Gary Federa l

• Took down their website

• Accessed email

• Deleted backup data

• Remote-wiped his iPad
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Anonymous vs HB Gary Federa l

• SQL injection on company CMS:
http://www.hbgaryfederal.com/pages.php?pageNav=2&page=27

• Extracted MD5 password hashes
No salt, single pass – rainbow table lookup of CEO and COO

• Same password for email, twitter, LinkedIn

• SSH access, privilege escalation to root
File store, backups, research data

• Admin access to email system

• Social engineering access to rootkit.com
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Lessons?

• Old CMS code should‟ve been audited

• SQL injection is an old, well-known issue

• Password hashes should be salted, better 
than MD5

• Servers and software should be patched

• Education: passwords should be strong, 
and not reused between systems. Regular 
users shouldn‟t be admins.
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Lush vs Lush
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Lush vs Lush
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Lush vs Lush

• UK site attack discovered 25 Dec, site 
taken offline 21 Jan, data since 4 Oct taken

• Customers report credit card theft

• Site brought back online 22 Feb

• NZ, AU breach noticed 10:30am 14 Feb

• Website shut down 11:30pm 14 Feb

• Westpac PCI, AU Privacy Commission get 
involved
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Lessons?

• Credit card numbers shouldn‟t be stored – follow 
PCI guidelines

• Incident management – even companies that 
aren‟t “IT” should have a plan

• Long delay between detection, discovery and 
action

• Hack in UK should‟ve caused NZ/AU site to be 
checked

• Old code should be regularly reviewed. Known 
issues should be documented / removed.
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BBC drive-by

• BBC 6 Music and BBC 1Xtra radio station 
websites

• Hidden iframe used to deliver PDF exploits
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Lessons?

• Hard to detect – malicious content is not 
going through the firewall

• Monitor for content changes on server 
hard-disk e.g. tripwire

• Vulnerability scanning / security audits 
regularly

• Lots of unpatched users browse our sites!
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Mike Cardwell, grepular.com

• Can tell if the visitor to your website is also 
logged in to other websites:

• An attacker could use this info to perform 
CSRF attacks, phish etc

Are you logged  in to Gmail?
Jan 2011
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How it works:

• Target website has content hidden behind 
login https://mail.google.com/mail/photos/static/AD34hIhNx1pdsCxEpo6...

• Attacker website inserts img, js or other 
include tag, with onerror javascript

• If there‟s an HTTP error code, the browser 
runs the javascript

Are you logged  in to Gmail?
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<img style="display:none;"

onload="logged_in_to_gmail()"

onerror="not_logged_in_to_gmail()"

src="https://mail.google.com/mail

/photos/static/AD34hIhNx1pdsCxEpo6LavSR

..."

/>

Are you logged  in to Gmail?
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• “Information leakage”

• Is this an issue for your site?

• Return 200 for all requests, even if error

• Consider checking referer header and 
always returning an error if it‟s off-site

• CSRF token for all urls (breaks the web?)

Lessons?
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Send a gift from iTunes to a friend:

SpyTunes
Feb 2011
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iTunes tells you whether the user already has 
that song:

SpyTunes
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• Works for music, videos, iPad / iPhone
apps

• Allows someone to find out what their friend 
likes

SpyTunes
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• Try not to disclose info about what users 
are doing on your site

• Use Amazon approach – accept gift 
requests, and then handle duplicates later 
with a credit to recipient

Lessons?
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• 1.3million usernames / passwords

• Staff accounts, emails, conversations, 
source code

• Lifehacker, Gizmodo, Gawker, ….

• DES-based crypt used for passwords

• Lots of „regular folk‟ affected

Gawker
Dec 2010
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• Top 25 passwords:

• 99.45% of cracked passwords are 
alphaumeric only

• 77% of passwords only in use by 
one user

Gawker
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• Hundreds of twitter accounts used the 
same password

• Twitter, LinkedIn, World of Warcraft, Yahoo 
users forced to reset their passwords

Gawker
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Big discussions: problems with passwords, 
and what our sites can do

• Are our users re-using passwords on other 
sites? How can we educate them?

• Testing for insecure passwords e.g. 
cracklib, twitter password blacklist

• If a big site discloses passwords, how do 
we protect our own users?

Lessons?
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• ARS Technica on HBGary: http://b3g.in/dJEXvn

• Colbert on HBGary: http://b3g.in/dFFd7r

• Lush UK, NZ: http://b3g.in/higunD http://b3g.in/gOMMPR

• BBC: http://b3g.in/gUwyy6

• Are you logged in? http://b3g.in/fEINBk

• SpyTunes: http://b3g.in/fuS0gI

• Gawker: http://b3g.in/gBo4z7 http://b3g.in/gooCiJ
http://b3g.in/g5Z7qM http://b3g.in/eptfve

• Jeremiah Grossman: 
http://jeremiahgrossman.blogspot.com/

Links
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